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CCTV INSTALLATION TECHNICIAN GRADE XII

FOREWORD

The National Education Policy (NEP) 2020 envisions a dynamic and inclusive
education system that is deeply rooted in India’s rich cultural heritage while also
preparing learners to navigate the demands and opportunities of the 21st century.
This transformative policy promotes an education that is holistic, integrated, and
skill-oriented.

The National Curriculum Framework for School Education (NCF-SE) 2023 supports
this vision by offering a comprehensive roadmap for learning across stages. In the
foundational years, it emphasizes the holistic development of learners through the
five dimensions of human existence, known as the panchakoshas: the physical
(annamaya), vital (pranamaya), mental (manomaya), intellectual (vijhanamaya), and
spiritual (anandamaya) aspects. These dimensions remain vital throughout the
educational journey and are especially relevant in vocational education, where
personal growth must complement professional preparedness.

High-quality vocational textbooks are essential to bridging the gap between
theoretical knowledge and practical skills. The CCTV Installation Technician
textbook for Grade 12 is designed with this objective. It expands learning through
advanced networking systems, IP camera technologies, router configuration, PoE
integration, video compression methods, system maintenance, fault diagnosis, safety
standards, and professional ethics, competencies that strengthen industry readiness
for learners.

This textbook has been developed in alignment with the National Skill Qualification
Framework (NSQF) and National Occupational Standards (NOSs), ensuring that
learners acquire job-ready skills along with the values of discipline, integrity,
responsibility, and teamwork. The content promotes experiential learning through
real-life scenarios, hands-on tasks, and self-reflective activities that nurture both
technical expertise and human values.

The National Council of Educational Research and Training (NCERT), through its
constituent unit, the Pandit Sunderlal Sharma Central Institute of Vocational
Education (PSSCIVE), Bhopal, has played a leading role in developing this resource.
A dedicated team of subject experts, educators, and practitioners has worked
collaboratively to ensure that the textbook serves as a meaningful, accessible, and
inspiring resource for students.

(i)
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Beyond the textbook, it is essential to encourage students to extend their learning
through school-based activities, fitness sessions, library resources, and participation
in vocational and community initiatives. Teachers, parents, and school leaders play
a crucial role in guiding and mentoring students as they explore opportunities and
prepare for the world of work.

I express my appreciation to all those who contributed to the development of this
vocational textbook and welcome constructive feedback from users to improve future
editions.

Dinesh Prasad Saklani
Director
National Council of Educational Research and Training

(ii)
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ABouUT THE TEXTBOOK

The practice of CCTV installation and surveillance management is essential
in enabling individuals to ensure safety by monitoring environments and
responding effectively to security needs in a variety of situations. This
textbook has been developed to provide learners with advanced technical
knowledge, practical installation skills, and professional awareness necessary
for building competence, reliability, and responsible conduct in electronic
security systems.

Unit I introduces students to the fundamentals of CCTV technology, covering
system components, camera types, recording units, and the importance of
proper system planning and placement. It also explores key concepts such as
image quality, lighting conditions, and ethical use of surveillance systems to
ensure lawful and appropriate monitoring practices. Learners are familiarised
with system architecture and modern surveillance trends.

Unit II focuses on networking basics and communication systems,
emphasising the importance of LAN and WAN connectivity, IP addressing,
router configuration, and secure data transmission for CCTV operations. It
provides practical knowledge on network setup, troubleshooting connectivity
issues, and maintaining stable system performance.

Unit III focuses on power management and system integration, which are
essential for ensuring continuous operation and reliability of surveillance
systems. It helps learners understand Power over Ethernet technology, cable
management, safety procedures, and effective maintenance practices to
support long-term system efficiency.

Unit IV covers advanced system configuration, video compression techniques,
remote monitoring, and fault diagnosis. Learners gain insights into optimizing
storage, improving video quality, and managing real-time surveillance
operations. It also encourages the development of problem-solving skills,
technical confidence, and responsible system handling in real-world
environments.

The textbook encourages experiential learning through hands-on installation
activities, practical demonstrations, and scenario-based exercises. It
integrates technical proficiency, system management skills, and professional
ethics to provide a comprehensive understanding of CCTV installation and
surveillance operations.

(iii)
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This resource will help educators and trainers guide students towards
meaningful engagement with the field of self-defence, enabling them to build

a strong foundation for personal safety awareness and related skill-
development pathways.

Dr. Sonam Singh

Assistant Professor

Security/Defence Science and Military Science
Pandit Sunderlal Sharma Central Institute of
Vocational Education (PSSCIVE), Bhopal
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Unit 1 Fundamental of CCTV
Technology

Session 1- Introduction to CCTV Components

When you hear the term CCTV, you might immediately picture a camera
mounted on a wall or ceiling. However, CCTV is much more than just a
camera. CCTV stands for Closed-Circuit Television, and it is a complete
integrated system made up of several interconnected components that work
together to capture, transmit, record, and display video footage.
Understanding what each component does and how they interact is the
foundation for becoming a skilled CCTV technician.

What is a Closed-Circuit System?

The word "closed-circuit" has a specific meaning that distinguishes CCTV
from regular television broadcasting. In traditional television, signals are
transmitted openly from a broadcast tower to thousands or even millions of
televisions in homes, cars, and public places. Anyone with a TV receiver can
access the signal. This is called an "open" system.

A closed-circuit system works differently. The video signals from the cameras
are transmitted through dedicated cables or private networks to specific
recording devices and monitors. These devices are located in restricted,
controlled locations accessible only to authorized personnel. The circuit is
"closed" because the information stays within a limited network—it doesn't
broadcast to the public. Only security personnel, managers, or other
authorized people who have access to the monitoring station can view the
footage. This closed nature is what provides security and privacy control,
making CCTV systems valuable for protecting property and monitoring
activities in specific locations.

The three functional units of a CCTV system

Every CCTV system, regardless of its complexity or the number of cameras it
has, can be divided into three main functional units. Understanding these
three units helps you grasp how the entire system operates.

The Capture Unit: The capture unit is the first stage of any CCTV system.
This is where video information is actually captured from the real world. The
capture unit consists primarily of cameras. Each camera contains optical
elements (lenses) and electronic sensors that work together to convert light
from a scene into electrical signals. When light from a scene enters the camera

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL




CCTV INSTALLATION TECHNICIAN GRADE XII _

through the lens, it hits a sensor. This sensor contains millions of tiny light-
sensitive elements called pixels. Each pixel measures the brightness of light
hitting it and converts that information into electrical charge. Depending on
the camera type, this could be an analog camera that produces a continuous
voltage signal, or a digital camera that processes the information into a digital
format.

The quality of the capture unit directly determines the quality of your entire
surveillance system. Even if you have the best recording device and the largest
monitor, if your cameras are of poor quality, your footage will be unclear and
possibly useless for identification or evidence purposes.

The Recording and Processing Unit: The second unit is where captured
video is processed, recorded, and stored. This unit contains devices like DVRs
(Digital Video Recorders) for analog camera systems, or NVRs (Network Video
Recorders) for IP camera systems. These devices perform several critical
functions:

First, they receive the video signals from all the cameras connected to the
system. If it's a DVR receiving analog signals, it converts these analog signals
into digital data. If it's an NVR receiving digital signals from IP cameras, the
data is already in digital format.

Second, these recording devices process the video data. This might involve
compressing the video to save storage space, adjusting image quality settings,
or applying various processing techniques to improve or analyze the footage.
Third, and most importantly, these devices store the video footage. Inside the
DVR or NVR are hard drives—data storage devices similar to the hard drive in
a computer. These hard drives continuously record video from all cameras,
storing days or weeks of footage depending on the resolution, frame rate, and
storage capacity available.

The recording unit also manages how video is stored over time. Since storage
space is limited, most systems use a technique called "continuous overwrite"
where old footage is automatically deleted when storage becomes full, allowing
new footage to be recorded. Some systems allow you to mark important
footage so it won't be automatically deleted.
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Figure 1 Complete CCTV system architecture and component connections

The Display and Monitoring Unit

The third unit is the display side of the system. This consists of monitors,
speakers, and other output devices that allow authorized personnel to view
live footage and playback recorded video. Monitors are essentially television
screens connected to the DVR/NVR. A security guard or manager can sit at
the monitoring station and watch real-time video from all cameras
simultaneously, or select specific cameras to view in detail. Modern
monitoring stations often have multiple monitors arranged so one operator
can watch many camera feeds at once. Some systems include alarm outputs
that can trigger lights, sirens, or send notifications to mobile phones when
motion is detected or specific events occur.

As a CCTV technician, you'll regularly deal with questions like: "Why is the
video quality poor?" "Why can't I see the camera's output on the monitor?"
"How much storage do I need?" "Which camera type is best for this location?"
Understanding how each component functions and how they interact allows
you to troubleshoot problems systematically, make appropriate equipment
recommendations, and install systems that actually meet clients' security
needs.

A weak camera will never be fixed by adding more storage. A poor-quality
monitor can't show details the camera captured. Using the wrong cable type
will cause signal degradation. Every component matter and understanding
their roles helps you make informed decisions at every stage of system design,
installation, and maintenance.

2. CCTV Camera Types and Features

The camera is the most critical component in any CCTV system because it's
responsible for capturing video information from the real world. Without a
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good quality camera installed in the right location with the right
specifications, your entire security system cannot perform effectively,
regardless of how advanced your recording and monitoring equipment is.
Different situations require different types of cameras. A small retail shop
doesn't need the same type of camera as a large outdoor parking lot or a high-
security facility. Similarly, the requirements for monitoring during daytime
are different from nighttime monitoring. Understanding the strengths,
limitations, and appropriate applications of each camera type is essential for
making proper equipment selections and designing effective security systems.
Types of CCTV Cameras

Dome Cameras

Dome cameras are named for their characteristic hemispherical (half-
spherical) protective cover. The camera lens and sensor are housed inside this
dome-shaped transparent plastic or glass cover. When you look at a dome
camera from below, you cannot easily determine which direction the camera
is actually pointing. Is it looking at you, at the corner, or somewhere else
entirely? This ambiguity is one of the primary advantages of dome cameras.
The main advantages of dome cameras are:

o Directional ambiguity: People cannot tell exactly which area is being
monitored, which provides a psychological deterrent effect. Someone
might decide not to commit a crime if they're unsure whether they're
being watched.

e Aesthetic appeal: Dome cameras have a more professional appearance
and blend better with interior décor compared to the more aggressive
look of bullet cameras. This makes them popular in retail environments,
banks, restaurants, and hotels where appearance matters.

o Physical protection: The dome cover protects the camera lens and
internal components from dust, accidental damage, and tampering.
Someone can't easily throw something at the camera or cover the lens.

e Wide coverage: Dome cameras typically have a wider field of view
compared to bullet cameras, allowing them to monitor larger areas.

However, dome cameras have some limitations:

o« Glare and reflection issues: The dome surface can create glare or
reflection problems if there's bright light shining directly on the dome,
sometimes making it difficult to see the interior components clearly.

e Cost: Dome cameras are generally more expensive than basic bullet
cameras due to their protective housing and internal construction.

o Installation considerations: Dome cameras need to be installed on
ceilings or walls where their field of view isn't blocked. Incorrect
installation height can result in poor coverage.

Dome cameras are ideally suited for indoor environments such as shopping
malls, retail stores, offices, restaurants, hospitals, and any location where
security is important but appearance and discretion are equally valued.
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Bullet Cameras

Bullet cameras are long, cylindrical cameras that resemble a bullet or small
cylinder. They're called bullet cameras simply because of their distinctive
elongated shape. The camera lens points in one specific direction, and it's
immediately obvious which area a bullet camera is monitoring.

The main advantages of bullet cameras are:

o Directional clarity: It's immediately clear which direction the camera
is pointing, allowing observers to understand the coverage area at a
glance.

e Weather resistance: Bullet cameras are designed to withstand outdoor
environmental conditions. They typically come with weatherproof
housing rated IP65 or higher, meaning they're protected against dust,
rain, and water jets from any direction.

o Easy installation: Bullet cameras are straightforward to install on
walls, poles, or brackets. They don't require ceiling mounting like dome
cameras.

o Cost-effectiveness: Bullet cameras are among the most affordable
CCTV camera options, making them popular for budget-conscious
projects.

o Visibility as deterrent: The obvious presence of a bullet camera can
itself discourage criminal activity. People know they're being monitored
and may think twice before attempting something wrong.

o Better for specific areas: The directional nature makes bullet cameras
ideal for monitoring specific zones or entry points rather than large open

areas.
The limitations of bullet cameras include:
e Obvious direction: The visibility means that determined individuals
might try to disable, cover, or damage the camera.
e Less aesthetically pleasing: Bullet cameras have an aggressive
appearance that doesn't blend as well with interior décor.
o Potential for blind spots: Because they only point in one direction,
multiple cameras might be needed to cover large areas without gaps.
Bullet cameras are ideal for outdoor applications such as parking lots,
building perimeters, warehouse entrances, street monitoring, gates and
driveways, and any external area where weather resistance and directional
monitoring are important.
Box Cameras
Box cameras are square or rectangular in shape, resembling a small box.
These cameras offer exceptional flexibility because they allow you to attach
different lenses, adjust the mounting angle in any direction, and customize
the field of view after installation.
Advantages of box cameras:
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o Lens flexibility: You can attach different lenses with various focal
lengths, allowing you to change from wide-angle to telephoto imaging
without replacing the entire camera.

e Mounting flexibility: The modular design allows mounting at any
angle—vertical, horizontal, or at various tilts.

o Professional appearance: Box cameras are often used in critical
security installations because they project a professional, serious
appearance.

o Customization: The ability to choose different lenses means you can
optimize the camera for specific viewing requirements.

Disadvantages include:

o Larger size: Box cameras are bulkier than dome or bullet cameras,
making them more conspicuous and sometimes difficult to conceal.

o Higher cost: The modular design and lens options make box cameras
more expensive than standard fixed-lens cameras.

 Less weather resistance: While protective housings are available, box
cameras are less inherently weather-resistant than purpose-built
outdoor bullet cameras.

e More complex installation: They require more careful mounting
alignment and configuration compared to simpler camera types.

Box cameras are used in specialized applications where precise camera
positioning and flexible lens options are required, such as critical access
points, areas requiring specific focal lengths, or professional security
installations where appearance of professional capability is important.

PTZ Cameras (Pan-Tilt-Zoom)

PTZ cameras are motorized cameras capable of three types of movement: pan
(moving left and right), tilt (moving up and down), and zoom (magnifying
distant objects). These movements are typically controlled by a security
operator using a joystick, keyboard, or remote control at the monitoring

station.

How PTZ cameras work: A PTZ camera contains electric motors that move the
camera body and lens. These motors are controlled through signals sent from
the monitoring station. The operator can pan the camera to scan left and right
across a wide area, tilt it up and down to follow events, and use the zoom
function to magnify details of distant objects or areas of interest.

Advantages of PTZ cameras:

o« Large area coverage: One PTZ camera can monitor an area that might
require five or ten fixed cameras. The operator can move the camera to
follow events in real time.

e Operator control: A trained operator can focus on areas of interest,
zoom in on suspicious activities, and follow moving subjects across the
monitored area.
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o« Long-distance detail: The zoom capability allows identification of faces
or reading of license plates from significant distances.

e« Active monitoring: PTZ cameras enable active, responsive security
rather than passive surveillance. The operator can react to events as
they happen.

o Flexible coverage: The same camera can monitor different areas
throughout the day as needs change.

Disadvantages include:

o High cost: PTZ cameras are significantly more expensive than fixed
cameras, often 3-5 times the price of a dome or bullet camera.

e Mechanical complexity: The motorized components require
maintenance and can wear out over time, potentially requiring

expensive repairs.

o Cannot record all areas simultaneously: While the camera is pointing
at one area, other areas are not being monitored or recorded. To record
all areas, special techniques or multiple recordings must be used.

e Operator dependent: The effectiveness depends on having a trained
operator continuously monitoring the system. If no one is actively
watching, the advantages are lost.

e Complex installation: PTZ camera installation and configuration is
more involved than fixed cameras.

PTZ cameras are ideal for large outdoor areas such as parking lots and
parking garages, large open grounds and perimeters, airports and transit
stations, sports stadiums, critical infrastructure facilities, and any situation
where an operator can actively monitor and one camera needs to cover a very
large area.
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IP Cameras (Network Cameras)

I[P cameras are digital cameras that connect directly to a network
infrastructure. Instead of sending analog video signals through coaxial cables
to a DVR, IP cameras transmit compressed digital video data over a network
to a Network Video Recorder (NVR), network storage, or cloud servers. They
function similarly to how your smartphone connects to the internet.

IP cameras can be connected in two ways:

e Wired IP cameras: Connected via ethernet cable (CatSe, Cat6, or
CatbA) to a network switch or PoE (Power over Ethernet) injector. PoE
technology allows the network cable to carry both data and electrical
power, eliminating the need for a separate power cable.

e Wireless IP cameras: Connected via WiFi to a wireless network. While
convenient for installation, wireless cameras require adequate WiFi
signal strength and are more susceptible to interference.

Advantages of IP cameras:

e High resolution: I[P cameras typically deliver higher resolution video
than analog cameras because they don't have the bandwidth limitations
of coaxial cable.

« Remote access: You can view live footage and recorded video from
anywhere using a computer, smartphone, or tablet connected to the
internet.

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL




CCTV INSTALLATION TECHNICIAN GRADE XII _

o Easy scalability: Adding more cameras is simple—just connect them
to the network. No special video cables or DVR modifications needed.

e Network flexibility: [P cameras can be distributed across large
geographic areas connected via network infrastructure.

e Built-in intelligence: Many IP cameras include motion detection, facial
recognition, object counting, and other analytics that can trigger alerts
automatically.

o Future-proof: [P camera technology is the industry trend, and new
features and improvements continue to be developed.

Disadvantages include:

e Network requirements: Requires adequate network infrastructure
with sufficient bandwidth. Poor network performance results in video
lag or dropped connections.

o Higher cost: [P cameras and NVR systems are typically more expensive
than analog camera systems.

e Security concerns: Network connectivity introduces potential
cybersecurity vulnerabilities. Proper network security measures must
be implemented.

e Technical complexity: Installation and configuration requires
network knowledge and is more complex than analog systems.

o« Power requirements: Although PoE simplifies power delivery, proper
power budgeting for multiple cameras is necessary.

I[P cameras are used in applications ranging from small business security,
medium to large facility monitoring, multi-location monitoring, remote
monitoring requirements, access control integration, and any installation
where high resolution, remote access, and expandability are important.
Thermal and Infrared Cameras

These specialized cameras operate on different principles than standard
visible-light cameras and are designed for low-light or no-light conditions.
Infrared (IR) Cameras use infrared LED lights to illuminate the scene with
invisible light that the camera's sensor can detect. When infrared light reflects
off objects and returns to the camera, the sensor captures it and creates a
clear black-and-white image. Infrared cameras work even in complete
darkness because they don't rely on ambient light—they provide their own
illumination.

Advantages of infrared cameras:

e Complete darkness operation: Work perfectly in total darkness,
useful for nighttime surveillance.

e Minimal lighting needed: No requirement to install external lighting,
saving installation costs and power consumption.

o Proven technology: IR technology has been widely used in security for
decades and is reliable.

Disadvantages:
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« Black-and-white images: Infrared footage is typically black and white,
making color identification impossible.
o Infrared reflection issues: Highly reflective surfaces can create
reflections or washout in IR images.
Thermal Cameras detect heat energy emitted by objects and people rather
than visible light. They create images based on temperature differences. A
person's warm body appears bright against cooler surroundings. These
cameras work through fog, smoke, and rain because they detect heat, not
visible light.
Advantages of thermal cameras:
e All-weather operation: Work through fog, rain, smoke, and other
conditions that blind visible-light cameras.
e Heat signature detection: Can detect people or objects based on
temperature, not visibility.
e Perimeter security: Excellent for detecting intruders attempting to
breach fences or boundaries by detecting body heat.
Disadvantages:
e High cost: Thermal cameras are significantly more expensive than
standard cameras.
o Image interpretation: Thermal images require operator training to
interpret properly.
o Limited detail: Cannot identify specific faces or read license plates like
high-resolution visible-light cameras.
Thermal and infrared cameras are used for nighttime surveillance, areas
without electrical lighting, perimeter and boundary monitoring, critical
security installations, and any application where all-weather, no-light
operation is required.
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Critical Camera Features and Specifications
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Beyond camera type, several technical specifications significantly affect
camera performance and suitability for different applications.

Resolution and Megapixels

Resolution describes how much detail a camera can capture, measured in
pixels (picture elements). Common resolution standards include:

e Standard Definition (SD): 720 x 480 pixels (NTSC) or 704 x 576 pixels
(PAL). This is the minimum acceptable quality. Useful for general area
monitoring but insufficient for identifying faces or reading small text
from a distance.

o HD (720p): 1280 x 720 pixels. This provides five times more detail than
SD. You can typically identify faces at closer distances and read license
plates from moderate distances.

e Full HD (1080p): 1920 x 1080 pixels. Even higher detail than 720p.
Professional standard for most modern surveillance systems providing
good detail for face identification and license plate reading.

e 2MP, 4MP, S5MP and higher: Higher megapixel cameras providing
progressively more detail. 4MP cameras are becoming standard for
professional installations. 8MP and above provide exceptional detail
useful for large areas or where extreme detail is required.

The relationship between resolution and storage is important: a 4MP camera
captures four times more data than a 1MP camera. This means you'll need
four times more storage space to record the same duration of video. Therefore,
resolution selection must balance the need for detail against practical
limitations like storage capacity and network bandwidth.

Sensor Type

As discussed earlier, cameras use either CCD or CMOS sensors:

e CCD sensors: Produce very high-quality images with low noise.
Consume more power. Used in high-end surveillance cameras where
image quality is paramount.

e CMOS sensors: Newer technology. Lower power consumption.
Increasingly popular in modern systems. Good image quality with
modern CMOS technology.

Light Sensitivity and Lux Rating

A camera's ability to produce usable images in low-light conditions is
measured by its lux rating. Lux is a unit of illumination (one lux equals the
light from one candle at one meter distance).

Common lux ratings and their environmental meanings:

e 50 lux or higher: Requires fairly bright conditions. Suitable for well-lit
indoor areas or outdoor areas during daylight. Standard cameras with
high lux ratings perform poorly at night.

e 10-20 lux: Low-light conditions. Twilight, dusk, or dimly lit indoor
spaces. A camera with this rating would work in moderately dark
environments.
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e 1 lux: Very dark conditions. Inside a dark warehouse at night or other
very dim environments. Requires a camera specifically designed for low-
light operation.

e 0.1 lux or less: Near-complete darkness. Only infrared or thermal
cameras can work at this illumination level.

For example, a parking lot at night under distant streetlights might have 0.5-
1.0 lux of illumination. A standard camera with 50 lux rating would produce
nearly black, unusable footage. You would need either an infrared camera or
to install additional lighting at the location. Understanding lux ratings
prevents installing unsuitable cameras that won't perform in the actual
lighting conditions.

Frame Rate (Frames Per Second)

Video is actually a series of still images displayed rapidly, one after another.
The number of images captured per second is the frame rate, measured in fps
(frames per second).

e 15 fps: Acceptable for monitoring static scenes where movement is
infrequent or slow. Produces somewhat jerky motion.

o« 25 fps (PAL standard) or 30 fps (NTSC standard): The minimum for
smooth, real-time video playback. Standard for most surveillance
applications. Provides acceptable motion smoothness for normal
surveillance.

e 60 fps: Captures smooth, fluid motion useful for monitoring fast-
moving subjects like vehicles at entrances or busy public areas. Also
useful if you need to capture license plates of moving vehicles.

o Higher frame rates: Some cameras support 120 fps or more, but this
is rarely necessary for normal surveillance and significantly increases
storage requirements.

Higher frame rates require more storage space and network bandwidth.
Recording at 60 fps uses twice as much storage as recording at 30 fps for the
same resolution and duration. Frame rate selection must balance the need to

capture motion smoothly against practical storage and bandwidth limitations.
Field of View (FOV)

Field of view describes the angle or area that a camera can see. It's determined
by the lens focal length.

o« Wide angle (90° or more): Captures a large area in one view, useful for
monitoring entrances or large open spaces. However, objects appear
smaller and distant details are less clear.

o« Standard angle (50-70°): Good balance between area coverage and
detail. Suitable for monitoring corridors, hallways, or moderate-sized
areas.

e Narrow angle (less than 30°): Captures a smaller area but shows
distant objects larger and with more detail. Useful for monitoring
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specific points at distance, like reading license plates across a parking

Narrow Field of View Normal Field of View
(Telephoto, 30°) (50°)

The choice depends on the installation location and monitoring objective. A
retail store entrance might need a wide 100° field of view to see all customers
entering. A parking lot might need multiple cameras with 50° angles to
capture adequate detail of license plates. A gate entrance might use a narrow
30° angle to focus on the specific entrance point.

Image Quality Controls

Modern CCTV cameras include various image quality settings:

o Brightness and contrast adjustment: Allows fine-tuning for specific
lighting conditions.

o Backlight compensation: Automatically adjusts exposure when bright
light sources are in the frame, preventing the subject from appearing
as a silhouette.

e Wide Dynamic Range (WDR): Useful in situations with both very bright
and very dark areas in the same frame. WDR processes the image to
show detail in both bright and dark regions.

o« Day/Night mode: Some cameras automatically switch between color
mode in daylight and black-and-white infrared mode at night for better
low-light performance.

Advanced Features
Modern cameras increasingly include:

e Motion detection: Triggers recording only when movement is detected,
saving storage space.

e Tampering detection: Alerts when the camera lens is blocked or
covered.

o Facial recognition: Al-powered identification of known individuals in
the video feed.
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o License plate recognition: Automatic reading and recording of vehicle

license plates.

e Object counting: Automatic counting of people or vehicles passing

through the camera's view.

o Perimeter protection: Alerts when objects cross defined lines or enter

defined zones in the camera's field of view.
Choosing the Right Camera for Different Environments

Selecting appropriate cameras requires analyzing the specific environment

and security requirements. The following table summarizes camera

specifications and recommendations for common installation scenarios:

ironment/Application | Camera Resolution | Light Field of | Frame Additional
Type Conditions | View Rate Requiremse

or Retail Environments | Dome 1080p to | Usually Wide 30 fps | Good C
cameras 4MP for | well-lit; angle minimum | manageme
for identifying | standard (90°+) for consider
aesthetic faces and | cameras large backlight
appeal and | reading with 30-50 | spaces; compensat
ambiguity | signage lux are | narrow for if wind
of adequate specific present
direction points like

cash
registers

door Parking Lots Bullet 4MP or | Low-light Moderate | 30 fps | Weatherpr
cameras or | higher to | or angle (40- | minimum; | housing;
PTZ read nighttime 60°) to | 60 fps | regular
cameras license operation; | capture preferred maintenan
depending | plates  at | infrared or | license to capture | for
on area | distance thermal plate vehicle cleaning
size capability | detail movements

required clearly

1-Security Perimeter PTZ 4MP or | All-weather | Adjustable | 30 fps | Trained
cameras higher capability; | via PTZ for | minimum | operator
for active nighttime flexible required;
monitoring operation; | coverage; backup pc
and rapid minimal thermal supply; stt
response reliance on | cameras mounting
capability; ambient have fixed prevent
thermal light viewing vibration
cameras angles
for all-
weather
operation
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-ance/Exit Points

Fixed 1080p to | Consider 70-85° to | 30 fps
dome or | 4MP to | both  day | capture minimum
bullet identify and night | entire to capture
camera individuals | lighting; entrance | individuals

infrared area with | clearly

capability | good

useful for | detail

24/7

monitoring

Positioning
avoid
backlightir
wide dyne
range oOp
helpful

Installation Considerations by Camera Type

Different camera types have different installation requirements:

Dome cameras typically mount on ceilings and require sufficient height so
the field of view isn't blocked. The installation height affects image quality—
mounting too high results in very small, detail-poor images of people.

Bullet cameras mount on walls or poles and point in one direction. They
require a clear, unobstructed line of sight to the monitored area. Weather
protection is important if mounting outdoors.

Box cameras require careful alignment after installation to achieve the
desired field of view and focus. The installation is more involved than simple
dome or bullet mounting.

PTZ cameras require stable, vibration-free mounting and careful calibration
of pan and tilt limits to prevent mechanical damage. They also require
electrical power and often require connection to a control system at the
monitoring station.

IP cameras require proper network connectivity and adequate cable quality.
PoE-powered cameras must connect to PoE-capable equipment or PoE
injectors.

1: Selecting mounting
location and angle

3. Connecting cables
(power, video, network)

; Tester

» Test cables with cable tester before
connection

2. Installing mounting bracket
on wall/ceiling

» Check wall structure (concrete/
wood) and electrical points

» Use appropriate screws

for wall type

4. Adjusting camera angle and
focus

5. Testing video feed on monitor
AN
84 Tools Lisits

drillk
screwdriver,
cable tester,
cable tester
Level

Stud finder

* Verify clear image and stable connection
Safety Notes:

+ Wear safety glasses when drilling

+ Turn off power before cable work

+ Tighten screws after angle
adjustment
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3. Differences: DVR vs. NVR

When your CCTV cameras capture video, that footage needs to be recorded
and stored somewhere. This is where DVR and NVR units come in. Think of
them as the brain and memory of your CCTV system. They control everything
and save all the video that the cameras capture.

DVR stands for Digital Video Recorder. NVR stands for Network Video
Recorder. Both do similar jobs—they record and store video—but they work
in different ways and use different types of cameras.

DVR - Digital Video Recorder

A DVR works with analog cameras. When an analog camera captures a scene,
it sends the video signal as an electrical current through a cable to the DVR.
Inside the DVR, there's a special circuit board that converts this analog signal
into digital data. This digital data is then compressed (made smaller) and
stored on a hard drive. Compression is important because it reduces file size
so you can store more video on the same hard drive.

The DVR usually looks like a box with buttons and a display screen on the
front. On the back, you'll see multiple connectors where camera cables attach,
plus a power connection and a network port if you want to connect it to the
internet.

One major advantage of DVRs is that they're affordable. Both analog cameras
and DVR units cost much less than IP cameras and NVR systems. This is why
DVR systems are still widely used in India, especially in small shops, offices,
and homes. However, DVRs have limitations. Analog cables can only send
signals for about 300-500 meters before quality gets worse. Also, analog
camera resolution is not as high as modern IP cameras—most can only record
at HD, not 4K. If you want to view recordings on your mobile phone, you need
extra network equipment.

NVR - Network Video Recorder

An NVR works with IP cameras. These cameras send video over a network
using ethernet cables or WiFi. The NVR receives the digital video data from
these network cameras and stores it on its hard drive.

I[P cameras already send digital video, so the NVR doesn't need to convert
anything. It just receives the digital data and saves it. This is more efficient.
NVR units look similar to DVRs but have network ports instead of many video
input connectors.

NVR systems are very flexible. Cameras can be placed anywhere as long as
they have a network connection—different floors, different buildings, or even
different locations. You can easily add more cameras without worrying about

cable length limits. You can also access video from anywhere using your
phone or computer through the internet. IP cameras support much higher
resolution, including 4K, giving you very clear images.

However, NVR systems are more expensive. IP cameras and NVR units cost
more than analog equipment. Setting up an NVR requires networking
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knowledge. You need to understand how networks work and how to secure
your system against hackers.

Comparison
Feature DVR NVR
Camera Type Analog IP (Network)
Video Quality Low-Medium High (Up to 4K)
Installation Easy Moderate-Complex
Cost Low High
Remote Access Limited Easy
Scalability Limited High

Recording Modes
Both systems support:

o Continuous Recording: Records 24x7

o« Motion-Based Recording: Records only when motion is detected

e Scheduled Recording: Records during selected times

« Event-Based Recording: Triggered by sensors or alarms
Storage and Maintenance
Storage depends on resolution and number of cameras. Generally, 1TB can
store about 7-10 days of Full HD video from 4 cameras. The retention time is
how long you keep video before it gets overwritten. Most systems keep 30 days
of footage.
Hard drives need replacement after 3-5 years of continuous use. Keep the
system clean and well-ventilated to prevent overheating. Regular backups of
important footage are important.
When to Choose Which?
For a small setup with limited budget, a DVR system is fine. For larger setups
needing flexibility and modern features, an NVR system is worth the extra
cost. Many professionals prefer NVR because it's more modern, flexible, and
better for future expansion.

4. Video Compression Formats (H.264, H.265)

When CCTV cameras record video, the amount of data created is enormous.
A single hour of uncompressed Full HD video from one camera can easily
exceed 100 GB of storage space. If you have multiple cameras recording
continuously, you would need terabytes of storage space within days. This
makes uncompressed video impractical and very expensive. This is where
video compression becomes essential. Compression reduces file size while
keeping the video quality good enough for surveillance purposes.

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL




CCTV INSTALLATION TECHNICIAN GRADE XII _

What is Video Compression?
Video compression is a process that makes video files smaller without losing
important details. Imagine you're watching a video where most of the scene
stays the same from one frame to the next. A compression algorithm
recognizes this repetition and stores only what changes instead of storing
everything repeatedly. This dramatically reduces file size.
There are two types of compression. Lossless compression keeps every bit of
information but achieves only modest size reduction (about 2-5 times
smaller). Lossy compression removes some information that humans don't
easily notice, achieving much greater compression (50-100 times smaller).
CCTV systems use lossy compression because we need to store many hours
of video.
H.264 Compression
H.264, also called AVC (Advanced Video Coding), is the most common
compression format used in CCTV systems today. It was introduced in 2003
and is supported by almost all cameras, DVRs, NVRs, and surveillance
software.
H.264 works by dividing each video frame into blocks and comparing each
block with the previous frame. If a block hasn't changed, the system only
stores a note saying "this block is the same." If it has changed, the system
stores the difference. This exploits the fact that most video frames are very
similar to the frame before them.
H.264 also reduces the precision of colors and details in ways that human
eyes don't easily notice. Complex mathematical transformations separate
important visual information from less important details, then discard or
compress the less important parts more aggressively.
Typical H.264 Bit Rates:

e 1080p at 30 fps, good quality: 2-4 Mbps

e 4MP at 30 fps, good quality: 4-6 Mbps
H.265 Compression
H.265, also called HEVC (High Efficiency Video Coding), is the newer
compression standard introduced in 2013. It works using similar principles
to H.264 but uses improved algorithms that achieve better compression.
The main advantage of H.265 is that it compresses video to about 40-50% the
size of H.264 while maintaining the same quality. This means you can store
the same amount of video using half the storage space, or you can record in
much higher quality using the same storage.
Typical H.265 Bit Rates:

e 1080p at 30 fps, good quality: 1-2 Mbps

e 4MP at 30 fps, good quality: 2-3 Mbps
However, H.265 has limitations. Not all older equipment supports it. H.265
requires more powerful processors in cameras and NVRs to encode and
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decode the video. It's better for new systems but creates compatibility
problems with existing equipment.

Comparison

Feature H.264 H.265

Compression Standard 40-50% better

Efficiency

Equipment Support | Nearly all equipment Modern equipment

only

Processing Power | Lower Higher

Needed

File Size Baseline Much smaller

Recommended For All systems, especially mixed | New installations
equipment only

Practical Impact

With H.264, a system with 4 Full HD cameras recording continuously needs
about 1-2 TB of storage per week. With H.265 at the same quality, the same
system needs only about 0.5-1 TB per week. Over a year, this saves significant
storage costs and electricity usage.

Which to Choose?

Use H.264 if you have existing equipment or need compatibility with older
systems. Use H.265 if you're building a new system and all equipment
supports it. H.265 is becoming more common as equipment becomes more
affordable.

What You Learned

1. You learned that CCTV is a closed-circuit system where video stays
within a private, controlled network and is only accessible to
authorized users, unlike public broadcast television.

2. You understood that every CCTV system consists of three main
units—the capture unit (cameras), the recording & processing unit
(DVR/NVR), and the display & monitoring unit—working together to
create a complete surveillance system.

3. You learned that cameras are the most critical part of the system, and
poor-quality cameras or incorrect placement can weaken the entire
surveillance setup regardless of the recorder or monitor used.
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4. You explored different camera types—dome, bullet, box, PTZ, IP,
infrared, and thermal—and understood that each type is suited for
specific  environments, lighting conditions, and security
requirements.

5. You discovered that key camera specifications such as resolution, lux
rating, frame rate, and field of view determine image clarity and must
be balanced with storage capacity and network bandwidth.

6. You understood the differences between DVR and NVR systems,
including the use of analog vs. IP cameras, coaxial vs. network cables,
and how these choices affect installation, image quality, remote
access, and future expansion.

7. You learned the importance of video compression (H.264/H.265) in
reducing file sizes, and how better compression efficiency directly
impacts storage requirements, recording duration, and overall system
performance.

Points to Remember

1. CCTV stands for Closed-Circuit Television, meaning video stays inside
a private, secure path and is visible only to authorized users.

2. A complete CCTV system has three main units—cameras for
capturing, DVR/NVR for recording and processing, and
monitors/alarms for displaying and responding to events.

3. Camera quality and placement determine footage usefulness; poor
cameras or wrong angles cannot be corrected by DVR/NVR settings
later.

4. Different camera types (dome, bullet, box, PTZ, IP, IR, thermal) are
selected based on location, lighting conditions, coverage needs, and
security requirements.

5. Key camera specifications—resolution, lux rating, frame rate, and
field of view—must be chosen to balance image clarity with storage
and network limitations.

6. DVR systems use analog cameras with coaxial cables, while NVR
systems use IP cameras over network cables, influencing installation
complexity, image quality, scalability, and remote access.

7. Video compression formats like H.264 and H.265 are essential,
helping reduce storage usage and improving recording efficiency, with
H.265 offering nearly double the compression efficiency of H.264.
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Practical 1: Display Various Camera Types

Objective
To identify and handle different types of CCTV cameras and understand
their basic physical features and typical applications.

Materials Required
a. Sample CCTV cameras (as available):
i. Dome camera
ii. Bullet camera
iii. Box camera
iv. PTZ camera
v. IP camera
vi. IR/thermal camera (demo or images, if physical unit not
available)
b. Printed images of camera types (if some physical cameras are
not available)
c. Table or bench for display
d. Labels or sticky notes
e. Notebook and pen

Procedure
1. Set up display table. Arrange all available camera types on a table and
keep adequate space between each camera.

2. Label each camera
Write simple labels such as “Dome Camera”, “Bullet Camera”, “Box
Camera”, “PTZ Camera”, “IP Camera”, “IR Camera”, “Thermal Camera”
and place them in front of each unit or printed photo.

3. For each camera type carefully observe and note:
e Shape and mounting style (ceiling/wall/pole)
o Visible lens position and direction
e Weatherproof housing (for outdoor cameras)
e Connectors (coaxial/BNC, RJ45, power jack, PoE)

4. Complete observation table
Camera Shape/Mount | Connectors | Indoor/Outdoor | Typical
Type Use
Dome
Bullet
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Box

PTZ

IP
IR/Thermal

5. Class discussion; As a class, discuss which camera type is best for:
e A school corridor
e A parking area
e A main gate
e A cash counter

Questions
1. Why are dome cameras often preferred in indoor shops and offices?
2. What is one clear advantage of bullet cameras for outdoor use?
3. How can you identify an IP camera by looking at its connections?
4. Why might a PTZ camera replace several fixed cameras in a large open
area?

Practical 2: Demonstrate Live View and Adjust Settings for Each
Camera Type

Objective
To access the live view of different CCTV cameras through a DVR/NVR or
IP interface and adjust basic image and recording settings.

Materials Required
e DVR with connected analog cameras (dome/bullet/box)
e NVR with connected IP cameras (if available)
e Monitor (or TV)
e Mouse and/or DVR/NVR front panel controls
e Network cable (for NVR/IP cameras)
e Notebook and pen

Procedure

1. Turn on system
Power on the DVR/NVR and monitor. Wait for the system to boot
completely and display the main live view screen.

2. Identify camera channels
On the live view screen, identify which camera type is shown on which
channel (e.g. CH1 — Dome, CH2 — Bullet, CH3 - Box, CH4 - IP). Note
these in your notebook.
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3. Open full-screen live view
Select one camera (for example, CH1) and switch it to full-screen
mode using the mouse or panel buttons. Observe the live video for a
few seconds and note clarity, brightness, and field of view.

4. Access camera/video settings
With teacher guidance, open the settings menu for that channel.
Locate and note the options for:

e Resolution (e.g. 720p, 1080p)

o Frame rate (e.g. 15 fps, 25/30 fps)

e Recording mode (continuous, motion, schedule)

o Basic image settings (brightness, contrast, color, sharpness)

5. Adjust one setting at a time
For each camera type, try changing:

e Resolution: switch from lower to higher and observe the
difference.

o Brightness/contrast: slightly increase or decrease and see how
the image changes.

e Recording mode: switch one camera from continuous to motion

detection.

6. Record observations
Camer | Channe | Resolutio | Fram | Recordin | Notes on Image
a Type |1 No. n Set e g Mode (bright/dim/shar

Rate P)
Dome
Bullet
Box
IP
Questions

1. How does increasing resolution affect the clarity of the live image?

2. What happens to smoothness of motion when you reduce frame rate?

3. Why is motion detection recording useful for some cameras but not
all?

4. Which setting changed the image appearance the most: resolution or
brightness?

Practical 3: Compare H.264 vs H.265 for File Size and Recording Time

Objective
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To compare H.264 and H.265 video compression formats in terms of file size
and recording time for the same camera settings.

Materials Required

e DVR or NVR that supports both H.264 and H.265 (or separate devices
for each)

o Atleast 1 camera connected (preferably 1080p or higher)

e Monitor

e Mouse/remote control

o External USB drive (optional, for exporting sample files)

e Notebook and pen

Procedure
1. Set common camera settings
Choose one camera channel for testing. In the video settings menu, set:
e Resolution: e.g. 1920x1080 (1080p)
e Frame rate: e.g. 25 or 30 fps
e Recording mode: continuous
o Bitrate mode: as recommended (CBR/VBR) — keep same target
bitrate for both formats if possible.

2. Record sample with H.264
a) Set compression/encoding format to H.264 in the DVR/NVR settings
for that channel.

b) Start continuous recording and note the start time.
c) Let it record for a fixed period, e.g.10 minutes.
d) Note the end time and stop recording.

3. Check H.264 file size
Go to playback or file management menu and find the recorded clip. Note
the file size for that 10-minute recording (in MB). If possible, export the
file to USB and confirm the size on a computer.

4. Record sample with H.265
a) Change only the compression/encoding format from H.264
to H.265 for the same channel.
b) Keep resolution, frame rate, and recording mode exactly the same as
before.

C) Again, record a new 10-minute clip.

d) Note start and end time, then stop recording.
5. Find the new H.265 clip and note its file size for the same 10-minute
duration.
6. Create comparison
Setting H.264 Recording | H.265 Recording
Resolution
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Frame rate (fps)

Recording duration | 10 minutes 10 minutes
File size (MB)
Approx. size per min

7. Calculate approximate file size per minute for each format:

. . Total size
Size per min = ———

(no need to show formula in student copy).
8. Based on the file sizes, estimate:
e Ifa 1 TB hard disk is used, which format gives more hours/days
of recording?
o Roughly what percentage smaller is H.265 compared to H.264 in
your test?
Questions
1. For the same resolution and frame rate, which format produced the
smaller file: H.264 or H.265?
2. Why can H.265 store more video on the same hard disk compared to
H.264°?
3. If your H.264 test needed 500 MB for 10 minutes, how much space
would 1 hour of recording need?
4. In what situation might you still choose H.264 instead of H.265, even
if H.265 is more efficient?

Fill in the Blanks

1. CCTV stands for -Circuit Television, where video signals stay
within a private network instead of being broadcast publicly.

2. A complete CCTV system consists of three main functional units: the

unit (cameras), the and processing unit (DVR/NVR),

and the unit (monitors).

3. DVR systems work with cameras using cables, while
NVR systems work with cameras using network cables.

4. cameras are preferred for indoor retail areas because of their
aesthetic appearance and directional ambiguity.

S. cameras are ideal for outdoor applications because they have
weatherproof housing and clear directional monitoring.

6. cameras can pan, tilt, and zoom, making one camera able to
cover the area that might require multiple fixed cameras.

7. The camera's ability to work in low light is measured by its
rating, where lower lux means better performance in darkness.

8. Resolution is measured in (like 1080p, 4MP), where higher
numbers provide more image detail but require more storage space.

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL




CCTV INSTALLATION TECHNICIAN GRADE XII _

9. Frame rate is measured in per second (fps), where 25-30 fps
provides smooth motion while 15 fps saves storage space.

10. H.____ is the standard video compression format used in most
CCTV systems, while H._ __ provides 40-50% better compression
efficiency.

Multiple Choice Questions
1. CCTV stands for:
a) Central Circuit Television
b) Closed-Circuit Television
c) Common Camera Television
d) Controlled Camera Transmission
2. A CCTV system is called “closed-circuit” because:
a) It uses only wireless signals
b) Anyone with a TV can watch it
c) Video stays within a private network
d) It records only at night
3. Which of the following is NOT one of the three main functional units ¢
a) Capture unit
b) Recording and processing unit
c) Display and monitoring unit
d) Transmission tower unit
4. Dome cameras are mainly preferred in:
a) Open fields only
b) Indoor shops and offices
c) Underwater monitoring
d) Only at highway toll booths
5. Which camera type is best suited for long, narrow outdoor areas like ¢
a) Dome camera
b) Bullet camera
c) Box camera with no lens
d) Thermal camera only
6. PTZ cameras are special because they can:
a) Record only sound
b) Work without any power supply
c) Pan, tilt and zoom to follow subjects
d) Store video without a recorder
7. The ability of a camera to see in low light is indicated by its:
a) Watt rating
b) Lux rating

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL




CCTV INSTALLATION TECHNICIAN GRADE XII

c) Ampere rating
d) Ohm rating
8. Higher resolution in a CCTV camera means:
a) Less detail and less storage needed
b) More detail and usually more storage needed
c) No change in detail or storage
d) More detail but always less storage needed

Short Answer Questions
1. Explain why CCTV systems are called "closed-circuit" systems.
2. List three advantages of dome cameras over bullet cameras for indoor
installations.
3. What is the main difference between box cameras and other fixed
camera types?
4. Why do PTZ cameras require a trained operator for effective use?
. How does a camera's lux rating affect its suitability for nighttime
surveillance?

ul
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Session 2 Networking Basics

Computer networking stands as one of the most transformative technologies
of the modern era, seamlessly connecting billions of devices worldwide to
enable instant communication, resource sharing, and collaborative
innovation. At its core, computer networking links diverse devices—from
personal computers, smartphones, and tablets to sophisticated routers,
switches, servers, and [oT sensors—to exchange information and resources
efficiently. This interconnected ecosystem powers everything from social
media interactions and video streaming to critical business operations, cloud
computing, and global infrastructure management. Whether in homes,
offices, smart cities, or data centres, networks form the invisible backbone
that supports our digital experience, making geographical distance irrelevant
and information universally accessible.

e
IP Phone =—
—
T ~
.—» :l: s Printer
==]
Internet Firewall Wireless I
Router -
| | Desktop
v Computer
Laptop

Figure: Components of a network

Effective communication within these networks demands strict adherence to
predefined rules known as communication protocols, which serve as the
universal language ensuring devices "speak" and "understand" each other
flawlessly. These protocols govern every aspect of data transmission and
reception, including packet formatting, error detection, routing decisions, and
flow control. Without protocols, devices would transmit chaotic, incompatible
signals, rendering communication impossible—like people shouting in
different languages without translation. Prominent examples include TCP/IP,
the foundation of the internet; HTTP/HTTPS for web browsing; and Wi-Fi
standards like 802.11ac/ax. Protocols operate across the seven layers of the
OSI model, from physical signal transmission at Layer 1 (physical layer) to
application-level interactions at Layer 7 (application layer), enabling reliable
data delivery even over vast, heterogeneous networks.
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Data travels through transmission media, which can be wired or wireless,
each offering unique advantages in speed, reliability, and deployment
flexibility. Wired media include twisted-pair copper cables (such as Ethernet
Cat6 for 1Gbps local networks), coaxial cables (used in cable internet and
older CCTV systems), and fibre-optic cables (delivering multi-gigabit speeds
over kilometres with minimal signal loss via light pulses). Wireless media
leverage radio waves through technologies like Wi-Fi (operating on 2.4/5/6
GHz bands), cellular networks (4G /5G), Bluetooth, and satellite links, making
them ideal for mobile and remote applications. The choice of media depends
on factors like distance, bandwidth requirements, interference risks, and cost;
fibre excels in enterprise backbones, while Wi-Fi dominates consumer spaces.
Computer networks comprise integrated hardware and software components
that work in harmony. Hardware provides tangible pathways, including
routers for traffic direction, switches for LAN connectivity, modems for ISP
signal conversion, network interface cards (NICs), and wireless access points
(WAPs). These networks are indispensable foundation of the digital world,
blending protocols, transmission media, hardware, software, and
performance optimization to deliver secure, high-performance connectivity.
They drive personal communication, entertainment, business operations, and
global infrastructure, opening career paths in cybersecurity, cloud
engineering, and network administration for those who master their
principles.

The key terminologies used in computer networks are:

IP Address: An IP Address uniquely identifies every device on a network, like
a postal address. IPv4 uses four decimal numbers (e.g., 192.168.1.100); IPv6
uses hexadecimal for more addresses. Static IPs are manually set, while
dynamic IPs are assigned via DHCP (dynamic host configuration protocol).
Operating at OSI Layer 3 (network layer), IP addresses enable routers to
forward packets across networks. Without unique IPs, devices cannot locate
each other for communication.

Nodes: Any device connected to a network that transmits, receives, processes,
and/or stores data. Examples include laptops, printers, IP cameras, servers,
and IoT sensors. Each node has a Network Interface Card (NIC) for
connectivity. Nodes act as end devices (consuming data) or intermediate
devices (relaying data like switches).

Routers: Devices that direct data packets between different networks (LAN to
WAN). They read packet headers containing source/destination IPs, consult
routing tables, and choose optimal paths. Routers perform NAT (allowing
multiple devices to share one public IP) and include firewalls. Unlike switches
(same network), routers connect disparate networks efficiently without data
loss.

Switches: devices managing data transfer within the same LAN using MAC
addresses. They learn device locations via ARP and send frames only to
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destination ports, unlike hubs that broadcast everywhere. Managed switches
support VLANs, QoS, and monitoring; unmanaged are plug-and-play. PoE
switches power IP cameras.

Ports: (0-65535) are virtual endpoints on devices directing traffic to specific
applications. IP addresses identify devices; ports identify services (e.g.,
HTTP=80, HTTPS=443, RTSP=554 for CCTV). Source/destination ports + IP
create a socket (192.168.1.100:80). Firewalls filter by port numbers.
Gateways: connect different networks with incompatible protocols at OSI
Layer 7 (application layer). They translate data formats for communication
(e.g., LAN to internet). The default gateway (usually the router) links local
networks to WANs. Gateways handle protocol conversion between legacy
systems and modern IP networks, ensuring compatibility.

Types of Computer Networks

Based, on the geographical areas (scale), speed and ownership, computer
network is classified as LAN (local area networks) or WAN (wide area
networks); figure below shows the organization of LANs and WANSs.

« ¥ » ¥ »
# LAN & fi  LAN
\_g \_b
WAN
« T N « ¥ »
¢ LAN & 4 LAN &
Y ? ) ?
=] jasey

Figure: LAN and WAN

LAN (Local Area Network): Local Area Networks (LANs) represent the
foundational backbone of modern connectivity, seamlessly linking devices
within compact environments such as homes, offices, classrooms, or small
campuses. Unlike expansive wide-area networks, LANs thrive in confined
spaces—typically spanning mere hundreds of meters to a couple of
kilometres, and deliver blistering data rates from 100 Mbps in legacy Fast
Ethernet setups to multi-gigabit speeds exceeding 10 Gbps. This high
throughput, coupled with ultra-low latency makes LANs indispensable for
real-time applications, like streaming high-definition video feeds in CCTV
surveillance.

At their core, LANs facilitate efficient resource pooling, allowing multiple
personal computers, printers, servers, and even IP cameras to share hardware
and software assets without redundancy. Privately owned and managed by
households, businesses, or educational institutions, these networks
emphasize simplicity and control. A hallmark feature is their reliance on a
single transmission medium per segment. Commonly used are twisted-pair
copper cables like Cat6 or Cat6a for wired Ethernet, fibre optics for high-speed
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backbones, or wireless spectrum via Wi-Fi, to minimize compatibility issues
and signal interference.

Ultimately, LANs democratize high-speed networking, empowering users to
harness collective computing power within bounded realms. Their blend of

speed, reliability, and manageability positions them as an ideal starting point
for budding engineers tackling real-world challenges like optimized CCTV
deployments.

WAN (Wide Area Network): A Wide Area Network (WAN) is a communication
network that spans large geographical areas such as cities, countries, or even
continents. It connects multiple Local Area Networks (LANs) or smaller
networks to enable long-distance data communication and resource sharing.
Unlike LANs, which are privately owned and limited to small areas like
buildings or campuses, WANs are often based on collective or distributed
ownership models, meaning they may be managed by multiple organizations
or service providers.

WANSs typically use telecommunication channels such as fibre-optic cables,
satellite links, or leased lines to establish connectivity across vast distances.
Due to the extensive coverage, data transmission rates in WANs are generally
slower, and latency is higher compared to LANs. Nevertheless, WANs play a
vital role in linking geographically dispersed offices, institutions, and users,
facilitating global communication and access to shared data.

Modern WANs often use public infrastructure like the Internet, which is the
most well-known example of a WAN, to interconnect private networks securely
through technologies such as Virtual Private Networks (VPNs) and MPLS.
WANs are essential for supporting business operations, cloud computing,
video conferencing, and data exchange across the world, forming the
backbone of global connectivity.

Use of LAN and WAN in CCTV systems:

In computer networks, generally LAN is used for internet connectivity in CCTV
installation mostly within buildings, campus, offices etc. These connect IP
cameras to the video displays or recorders for local viewing and playback.
LANSs provide secure and reliable internal communication. On the other hand,
WAN enables remote access and monitoring of CCTV systems from different
locations. It is essential for remote live viewing, cloud-based video storage.
This enables central monitoring of multiple sites. Comparative analysis
between LAN and WAN is presented in Table.

Table: LAN vs WAN

Feature LAN WAN

Full form Local Area Network Wide Area Network

Coverage Area Small (buildings, | Large (city, country,
campus) world)
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Speed High, up to 10 Gbps or | Slower, due to distance
more

Latency Low as short distances | High as long distances

Ownership Private Shared/Service-

Provider

Setup cost Low High

Congestion Less More

Maintenance Simple Complex

Example Office Wi-Fi, lab | Internet, Banking
networks

Router Setup for CCTV

Routers function as essential gatekeepers in CCTV networks, ensuring video
feeds from cameras reach user devices like computers, smartphones, and
tablets reliably and securely via internet connections. In a typical setup,
cameras connect to the router either wirelessly or through wired Ethernet
cables, allowing centralized management of data traffic. The router's role
extends beyond simple connectivity; it allocates IP addresses, prioritizes video
traffic, and enforces security rules to prevent unauthorized access. For
students, understanding this setup build foundational skills in networking
protocols like TCP/IP, DHCP, and port forwarding, which are core to IT
certifications such as CCNA.

= Internet

Figure: A typical router setup for CCTV

Understanding DHCP vs. Static IP in CCTV

DHCP (Dynamic Host Configuration Protocol) automatically assigns IP
addresses to devices as they join the network, making initial camera discovery
straightforward during installation. Each device receives a temporary IP from
the router's pool, such as 192.168.1.100, along with subnet mask
(255.255.255.0), gateway (router's IP), and DNS servers. This dynamic method
simplifies setup for multiple cameras, as no manual entry is needed initially.
However, static IPs are allotted to cameras post-installation for stability.
Unlike DHCP, where IPs can change after reboots or lease expirations, which
lead to potential break in remote links, static IPs remain fixed (e.g., Cameral:
192.168.1.101). Students should note that: DHCP aids network discovery via
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tools like router scans or apps, but static ensures consistent access for VMS
software and port forwarding.
Comparison Table: DHCP vs. Static IP for CCTV

Feature DHCP Static IP Best for CCTV

Assignment | Automatic by | Manual on | Static for reliability
router device/router

Ease of | High (plug-and- | Medium (one-time | DHCP initial, static

Setup play) config) ongoing

Stability Can change | Fixed forever Static prevents
(leases expire) downtime

Management | Router handles | Track per MAC | Static with
pool address reservations

Discovery Built-in scanning | Manual IP entry DHCP for install

phase

In practice, use DHCP first: Power on camera, check router's client list for its
IP/MAC, access via browser (e.g., http://192.168.1.101), then switch to static
matching the DHCP-assigned one. Reserve it in router's DHCP settings by
MAC for hybrid "static DHCP."

Port forwarding is a router configuration technique that allows external
internet traffic to reach specific devices on a private local network, like CCTV
cameras or NVRs. Routers use Network Address Translation (NAT) to protect
internal devices by hiding their private IP addresses (e.g., 192.168.1.101)
behind a single public IP. Without port forwarding, incoming requests from
the internet are blocked by the router's firewall, limiting access to local
network users only. In CCTV systems, this feature enables remote viewing of
live feeds on smartphones or computers from anywhere.

Here's how it works: Devices communicate using ports—virtual "doors"
numbered 0-65535. Common CCTV ports include 80 (HTTP web access), 554
(RTSP video streaming), and 37777 (NVR app data). When you set up port
forwarding, the router maps an external port on your public IP to an internal
device's IP and port. For example, a request to yourpublicIP:8080 gets
redirected to 192.168.1.100:80 (NVR web interface). The router checks the
incoming packet's destination port; if it matches a forwarding rule, it rewrites
the packet and sends it internally. Responses follow the same path back,
maintaining the session via connection tracking.

Step-by-Step Router Setup Process

Follow these detailed steps for a robust CCTV network. Assume a home/small
office with 4-8 IP cameras and an NVR.

Step 1: Hardware Preparation and Initial Connection: Power on the
camera and connect it to the network—Ethernet for reliability (Cat6 cable to
router LAN port) or WiFi for flexibility. Wired PoE cameras draw power via
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Ethernet, reducing cable clutter. For WiFi: Ensure 2.4GHz band (better range
than SGHz for video). Log into router admin (192.168.1.1, credentials:
admin/admin—change immediately). Enable DHCP server if off, setting pool
192.168.1.100-200.
Step 2: Dynamic IP Allocation and Discovery: Use the camera's app (e.g.,
Hik-Connect, Reolink) or router's "Connected Devices" page to spot the new
IP. Apps auto-discover via UDP broadcasts. Access camera web interface:
Enter IP in browser, default login (admin/12345—change now). Configure
basics: Set WiFi SSID /password if wireless, motion detection, resolution (start
1080p to test bandwidth).
Step 3: Camera Configuration and Static IP Switch: In camera settings >
Network > IP Address: Change from DHCP to Static. Enter:

e IP:192.168.1.101

e Subnet: 255.255.255.0

e Gateway: 192.168.1.1

« DNS: 8.8.8.8
Save and reboot camera. Verify ping from PC: Open Command Prompt, type
ping 192.168.1.101. Success confirms connectivity.
Step 4: Router-Side Static Reservation: Router > Advanced > DHCP
Reservation: Add entry—MAC from camera, [P 192.168.1.101, Name
"Cameral". This prevents conflicts even if camera resets to DHCP. Repeat for
NVR (192.168.1.100) and all cameras (101-108).
Step 5: Port Forwarding for Remote Access: Port forwarding maps external
internet requests to internal camera/NVR IPs. Without it, access limits to
local network. Router > Advanced > Port Forwarding > Add:

e Service: Custom, Name "Camera HTTP"

o External Port: 8081 (non-standard to avoid scans)

e Internal IP: 192.168.1.101

e Internal Port: 80 (HTTP)

e Protocol: TCP
Common ports:

e HTTP: 80 — 8081

e RTSP (streaming): 554 — 8554

e NVR App: 37777 (TCP/UDP) — 37777

Step 6: Final Testing and Streaming: Camera ready! Local access: Browser
to camera IP. Remote: App with DDNS/public IP:8080. View live feed on
phone/PC via VMS like Blue Iris or iSpy.

PoE Technology

Power over Ethernet (PoE) lets a single Ethernet cable carry both data and
electrical power to devices such as IP cameras. This greatly simplifies CCTV
installations because the same Cat5e or Cat6 cable that transports the video
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stream also supplies DC power, eliminating the need for separate power
adaptors and sockets near each camera.

One cable —» power + network — IP camera works
Basic PoE working
In a PoE system, a power sourcing device (PSE) such as a PoE switch or PoE
injector sends DC power onto the Ethernet cable while simultaneously
carrying network data. The copper pairs inside the cable deliver both the video
data from the IP camera and the electrical power. The powered device (PD),
such as the PoE IP camera, receives this power and operates without any
external power supply. Before full power is applied, the PSE and PD perform
a detection and classification process so that only PoE-capable devices are
powered and to ensure safe power levels.
PoE standards and power levels
Standardized PoE is defined by the IEEE 802.3 family, with each standard
specifying power limits, voltage ranges, and negotiation methods. IEEE
802.3af (often called PoE) provides up to about 15.4 W at the source, suitable
for basic fixed IP cameras. IEEE 802.3at (PoE+) increases this to about 30 W,
enabling more power-hungry devices like cameras with IR illumination. IEEE
802.3bt (PoE++ or 4-pair PoE) can deliver roughly 60-90 W, supporting PTZ
cameras, heaters, and other high-power surveillance equipment.
Higher-power variants build on these principles to meet the needs of advanced
PTZ domes, IR illuminators, and multi-sensor cameras.
Phantom power and data integrity
PoE uses a “phantom power” technique, where power is injected using a
common-mode voltage on the transformer windings inside the Ethernet
interface. As a result, the differential data signals remain unaffected and can
still operate at standard Ethernet speeds. Depending on the implementation,
power can be carried over spare pairs (in 10/100 Mbps) or over the same pairs
that carry data (all four pairs in gigabit and above), while maintaining full
compliance with Ethernet signalling.
Advantages of PoE for CCTV
PoE greatly simplifies I[P camera installation, because no separate power
cabling is needed and cameras can be placed in locations without nearby
mains outlets. This reduces cable clutter, speeds up deployment, and
improves the visual neatness of an installation. Centralized power at the PoE
switch also improves reliability: if the switch is on a UPS, cameras remain
powered during short power cuts, and remote power cycling (rebooting a
camera by toggling its PoE port) becomes possible from the control room.
Using low-voltage DC on structured cabling also enhances electrical safety
compared to running multiple high-voltage lines around the site.
Limitations and planning considerations
PoE has some limitations that must be considered during design. The
maximum standard cable length is 100 m between switch and device; beyond
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this, both signal quality and available power may degrade, so extenders or
intermediate switches are needed. Higher-power PoE links and large cable
bundles can generate heat, so good cable management and quality Cat6 or
better cables are recommended. PoE-capable switches, injectors, and cameras
cost more than their non-PoE equivalents, so overall system cost is higher
even though labour and cabling may be reduced. A proper power budget
calculation is essential: the total POE power available on the switch must
exceed the sum of the maximum power draw of all connected cameras.

PoE vs non-PoE in CCTV

In non-PoE systems, each camera needs both a network connection and a
separate power line from an adaptor or centralized power supply, leading to
more cables, more connectors, and more potential failure points. In PoE
systems, a single Ethernet cable handles both power and data. This makes
installation simpler, fault finding easier, and overall reliability higher,
especially for large IP-based CCTV deployments.

Table: Comparing PoE vs Non-PoE

Feature PoE Non-PoE

Power cable | Not required (over Ethernet) | Separate power cable required
Installation | Simple, fewer cables More complex, more wiring
Reliability High (centralized power) Moderate (many adaptors, joints)
CCTV type |IP cameras Analog or IP

PoE Switch

Y ¥ Y

[P Camera Installation using PoE

In typical CCTV router setups, cameras connect to a PoE switch, which in
turn connects to the router. The PoE switch delivers power and data to each
[P camera over a single cable. The router handles IP addressing, remote access
(for example via port forwarding or VPN), and overall traffic management,
while the PoE switch ensures each camera receives sufficient power. This
architecture scales well from small home systems to enterprise networks:
more cameras can be added simply by connecting them to available PoE ports,
provided the switch’s power budget supports the additional load.

Overall, PoE has become a preferred solution for modern IP surveillance
networks because it reduces cabling, simplifies installation, improves
reliability, and integrates neatly with existing Ethernet-based infrastructure.
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Points to Remember:

1. Computer networks connect devices via protocols over wired/wireless
media to share data, ensuring performance, reliability, and security.

2. Key terms: IP address (unique ID), nodes (connected devices), routers
(inter-network packet routing), switches (intra-network management),
ports (connection points), gateways (network bridges).

3. LAN covers small areas with high speed/low latency for local CCTV; WAN
spans large areas with higher latency for remote access.

4. Router setup for CCTV: Use DHCP initially, switch to static IPs, enable
port forwarding for external live feed access.

5. PoE delivers power + data over one Ethernet cable (CatSe+), with
standards 802.3af/at/bt up to 90W, simplifying IP camera installs.

6. PoE advantages: No extra power cables, flexible placement, high
reliability; limits: 100m cable max, needs compatible gear.

Lessons Learned:

1. Networks require protocols for reliable data sharing across
wired /wireless media, prioritizing performance, reliability, and security.

2. Use static IPs for CCTV cameras after initial DHCP discovery to ensure
consistent remote access.

3. LAN excels for high-speed local CCTV viewing, while WAN enables secure
multi-site remote monitoring.

4. Port forwarding on routers is essential to access CCTV feeds from
external networks.

5. PoE simplifies IP camera deployment by combining power and data in
one cable, reducing installation complexity and enhancing reliability.

6. Plan PoE power budgets and cable lengths carefully to avoid degradation
and compatibility issues.

Fill in the blanks:

1. Computer networks connect devices to share data via sets of rules known

as protocols.
2. Devices like computers and cameras connected to a network are called
, each identified by a unique address.
3. covers small areas like offices for local CCTV viewing, while
spans cities for remote access with higher latency.
4. For stable CCTV remote viewing, use initially for IP discovery,
then switch to [Ps and configure forwarding on the
router.
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5. technology delivers both power and data over a single
Ethernet cable using standards like IEEE 802.3af ( W).

Objective Questions:
1. What is the primary role of protocols in computer networks?
a. Hardware connection
b. Rules for data transmission
c. Power supply
d. Storage management
2. Which network type is best suited for high-speed local CCTV camera-
to-NVR communication within a building?
a. WAN
b. LAN
c. MAN
d. PAN
3. Why are static IP addresses preferred over DHCP for operational CCTV
cameras?
a. Faster boot time
b. IP addresses remain consistent for remote access
c. Lower power consumption
d. Automatic updates
4. What does port forwarding enable in a CCTV router setup?
a. Local viewing only
b. External network access to camera feed
c. Power delivery
d. Wireless encryption
5. Which IEEE standard provides up to 15.4W power for PoE IP
cameras?
a. 802.3at
b. 802.3bt
c. 802.3af
d. 802.3ab

Experiment-1: Demonstrate how cameras get IPs from DHCP and how
to switch to static for stability

Objective

To understand how IP cameras automatically obtain IP addresses using
DHCP. Demonstrate camera discovery using DHCP-assigned IP addresses.
Configure a static IP address for an IP camera.
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Hardware Required
1. Router with DHCP enabled (TP-Link, Cisco, or equivalent)
2. Network switch (managed or unmanaged)
3. 2-3 IP CCTV cameras (or simulation environment)
4. 2-3 Ethernet cables (CatSe or higher)
5. Computer/laptop with network admin privileges
Software Required
1. Network management software: Advanced IP Scanner, Angry IP
Scanner, or Nmap
2. Camera management software (Hikvision, Dahua, or generic IP
camera tool)
3. Windows Command Prompt or Linux Terminal
Web browser (Chrome, Firefox, Edge)
5. Router admin interface access (default IP: 192.168.1.1 or
192.168.0.1)

Part A: Observing DHCP IP Assignment
Step 1: Prepare the Network
1. Power on the router and ensure DHCP is enabled (check router
settings via web interface, typically admin/admin)
2. Verify the DHCP pool is configured (e.g., 192.168.1.100 -
192.168.1.254)
3. Connect the network switch to the router's LAN port using Ethernet
cable
4. Document the router's IP address, subnet mask, and default gateway
Step 2: Connect First Camera
1. Connect Camera 1 to the network switch via Ethernet cable
Power on Camera 1 and wait 30-60 seconds for boot completion
Note the time and open Advanced IP Scanner on your computer
Scan the network (192.168.1.0/24) to discover connected devices
Record Camera 1's MAC address and assigned IP address in Table 1

kb

below
6. Attempt to access the camera's web interface using the discovered IP
(e.g., http://192.168.1.109)
7. Document default login credentials if using a standard camera model
Step 3: Connect Additional Cameras
1. Repeat Step 2 for Camera 2 and Camera 3
2. Observe and record IPs in Table 1
3. Note whether IPs follow a sequence or random allocation pattern
Step 4: Monitor DHCP Lease Duration
1. Access the router's admin interface (192.168.1.1)
2. Navigate to DHCP settings — Connected Clients or Device List
3. Record the lease time (expiration) for each camera
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Part B: Configuring Static IP Addresses
Step 5: Access Camera Settings
1. Open the web browser and navigate to Camera 1's IP from Part A
2. Log in using default credentials (e.g., admin/ 12345 for many models)
3. Navigate to Network Settings or TCP/IP Configuration menu
4. Screenshot the current DHCP-assigned settings before changing
Step 6: Configure Static IP
1. Disable DHCP by selecting "Manual IP Configuration" or "Static IP"
2. Enter the following static settings:
o IP Address: 192.168.1.200 (for Camera 1)
o Subnet Mask: 255.255.255.0
o Default Gateway: 192.168.1.1
o DNS Server 1: 8.8.8.8
o DNS Server 2: 8.8.4.4 (optional secondary)
3. Click "Apply" or "Save" and wait for the camera to restart (30-60
seconds)
4. Close the browser window
Step 7: Verify Static IP Configuration
1. Open Advanced IP Scanner and re-scan the network
2. Locate Camera 1 and verify it now appears at 192.168.1.200
3. Attempt to access http://192.168.1.200 in the web browser
4. Log in and confirm Network Settings display the static IP
configuration
5. Repeat Steps 5-7 for Camera 2 (assign 192.168.1.201) and Camera 3
(assign 192.168.1.202)
Assessment

e Explains DHCP process and benefits
e Explains static IP advantages for CCTV systems
e Compares DHCP vs Static IP correctly

Experiment-2: Demonstrate basic router configuration for CCTV
remote access

Objective: Configure a Cisco router using Packet Tracer to enable remote
access to a CCTV NVR via static NAT port forwarding, simulating secure
external viewing of surveillance feeds. This lab demonstrates interface
setup, NAT rules for ports 80 (HTTP) and 554 (RTSP), and verification from
a remote host.

Requirements
1. Cisco Packet Tracer (version 8.0+)
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2. Devices: 1 Cisco 2911 Router, 1 NVR/Server (use Generic Server), 1
PC (local), 1 Laptop (remote, simulating WAN), 1 Switch
3. Cables: Copper Straight-Through (Ethernet)
. Router I0S: Default (supports NAT commands)
5. NVR IP: Static 192.168.1.10/24; Router LAN: 192.168.1.1/24; WAN:
203.0.113.1/30
Instructions
Step 1: Build Topology
Connect devices as follows:
e« Router GO/0 (LAN) to Switch (192.168.1.0/24 network]).
e Switch to NVR (192.168.1.10) and Local PC (192.168.1.20).
e Router GO/1 (WAN) to Remote Laptop (203.0.113.2/30, simulate ISP).
Power on all devices.
Step 2: Basic Router Configuration
Access Router CLI via console:

enable

configure terminal

hostname R1-CCTV

enable secret cisco

line console 0

login

password cisco

line vty 0 4

login

password cisco

service password-encryption
no ip domain-lookup

banner motd #Unauthorized Access Prohibited#

exit
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interface g0/0

ip address 192.168.1.1 255.255.255.0
ip nat inside

no shutdown

exit

interface g0/1

ip address 203.0.113.1 255.255.255.252
ip nat outside

no shutdown

exit

ip route 0.0.0.0 0.0.0.0 203.0.113.2

Step 3: Configure NVR and NAT Port Forwarding
On NVR (Desktop > IP Configuration): Set static IP 192.168.1.10, Gateway
192.168.1.1, DNS 8.8.8.8. Enable HTTP/RTSP services

ip nat inside source static tcp 192.168.1.10 80 203.0.113.1
80 extendable

ip nat inside source static tcp 192.168.1.10 554 203.0.113.1
554 extendable

Step 4: Test Local and Remote Access
e Local PC: Ping NVR (192.168.1.10), open HTTP to 192.168.1.10.
e Remote Laptop: Set IP 203.0.113.2/30, Gateway 203.0.113.1. Ping
203.0.113.1, then HTTP to 203.0.113.1:80

Assessment:
Why use extendable in NAT?
Difference between static NAT and PAT for multiple cameras?

Experiment-3: Monitor CCTV bandwidth needs based on resolution,
frame-rate and camera count, and compare with real time usage

Objective: Calculate theoretical bandwidth requirements for CCTV systems
based on resolution, frame rate, compression, and camera count, then
compare with real-time measurements using NVR tools and network
analyzers.
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Requirements:
1. Hikvision/Dahua NVR or Packet Tracer with I[P cameras (4-8
cameras)

2. Software: Wireshark (free), Advanced IP Scanner, NVR web interface
3. Hardware: Gigabit switch, 1080p/4K test cameras (or simulate), PC
with 100Mbps+ NIC

Instructions:
Step 1: Calculate Theoretical Bandwidth. Use online calculators or table
Resolution | FPS | Codec | Mbps/Camera | 4 Cameras | 8 Cameras
(Mbps) (Mbps)
720p 15 |H.264 | 1.5 6 12 cctv-
services
1080p 15 |H.264 |3 12 24 reolink
1080p 30 | H.265 |2 8 16 zositech
4K 10 |H.265|6 24 48 cctv-
services

Step 2: Setup and Record Real-Time Usage

1. Connect cameras to NVR; enable motion detection.

2. Access NVR: Maintenance > Network Detection > Traffic. Note
"Receiving Bandwidth" (camera input) and "Sending Bandwidth"
(remote output) over 5 minutes.

3. Run Wireshark on PC: Filter "ip.src == NVR_IP", capture during live
view from 2 clients. Export CSV: avg Mbps/stream.

Step 3: Compare and Optimize

1. Log data: Theoretical vs Measured (e.g., 1080p@15fps theory 3Mbps,
real 2.1Mbps idle/3.8Mbps motion).

2. Reduce: Lower FPS to 10, enable H.265+, motion-only recording (cuts
50%).

3. Verify: Remote view 4 streams; ensure <80% link utilization

Assessment:
1. Why real usage < theory?
1. Recommend bandwidth for 16x4K remote site?
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UNIT 2- DVR/NVR SETUP, REMOTE
ACCESS AND SECURITY

Session 1: DVR/NVR Configuration

1. System Overview

Before you start setting up a DVR or NVR system, it helps to understand what
you're working with. The components need to work together properly, like
parts of a puzzle. When one part isn't right, the whole system has problems.
A DVR system starts with analog cameras. These cameras send video signals
through thick cables called coaxial cables to the DVR box. The DVR is like the
central processor—it takes the analog signal, converts it to digital, compresses
it so it doesn't use too much space, and stores it on hard drives inside. You
need a monitor to watch what's happening, a power supply to run everything,
and possibly some networking stuff if you want to check the system from your
phone or computer.

An NVR system works differently. The IP cameras already convert and
compress the video themselves inside the camera. They send this digital data
over regular network cables (like the cables in your office or home) to a
network switch, which is like a junction box. The NVR receives the data from
the switch and stores it. You still need a monitor and power supply, but the
setup is different because everything is networked.

The signal path in a DVR is straightforward: camera sends signal through
coaxial cable to DVR, DVR processes it, stores it, and sends it to the monitor.
With an NVR, the signal is already digital when it leaves the camera, travels
over network cables to a switch, then to the NVR, then displayed on the
monitor.
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Internet

(Optional
Remote Access)

= J

Figure 2 Signal flow in a DVR system—cameras send analog signals through
coaxial cables to the DVR, which converts, compresses, and stores the video on
hard drives

Digital + Remote
Compression Access
done inside via Network

camera

NVR

Video
Reception |

Network

switch Ozgaql

Storage on
Hard Disk
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Figure 3 Signal flow in an NVR system—IP cameras send already-digital video
through a network switch to the NVR for storage and display

Before you physically install anything, you should plan. How many cameras
do you need? Where should they be placed? What resolution do you want?
How much storage will you need? How long do you want to keep video before
it gets deleted? These questions help you choose the right equipment and set
it up properly. One thing to remember is that DVR setup is simpler because
everything connects directly to the DVR box with cables. NVR setup needs
more planning because you're working with networks. But once an NVR is set
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up, adding new cameras is easier—you just plug them in to the network
instead of running new cables to the recorder.

Document everything before you start. Draw a simple diagram showing where
each camera goes. Write down what type of system you're using, how many
cameras you have, and what the DVR or NVR model number is. This helps
later if something breaks or if you need to add more cameras. Understanding
these basics makes the actual installation much smoother. You won't be
confused about why things connect the way they do or what each piece is
supposed to do.

2. Hardware Setup

Setting up the physical hardware means putting all the pieces in place and
connecting them properly. All the pieces need to connect correctly or the
system doesn't work. For a DVR system, first choose where to put the DVR
box. It should be somewhere safe where it won't overheat, get wet, or be
damaged. A locked cabinet or secure room is ideal. The box needs air flow
around it, so it doesn't get too hot. Get good quality coaxial cables for
connecting cameras. Cheap cables cause problems. Measure how far each
camera is from the DVR so you know what length cables you need. Run the
cables through plastic tubes called conduits to protect them from damage.
Label every cable at both ends so you know which camera each cable belongs
to—this makes troubleshooting much easier later. Connect each camera cable
to a BNC connector on the back of the DVR. Make sure the connections are
tight. Each camera also needs power, usually 12 volts. Some cameras get
power through the coaxial cable, but most need a separate power supply.
Connect the monitor to the HDMI port on the back of the DVR. If you want to
access the DVR from your phone or computer, connect a network cable too.

1
Video Input
CH1-CH8

| N | HDMI  VGA Network Power Input
Output Output Port 12V DC
(LAN/Internet) or 230V AC
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Figure 4 Typical DVR back panel—note the many BNC video input connectors,
monitor outputs (HDMI/ VGA), network port, and power input

For NVR setup, place the NVR in a similar safe location. Install a network
switch—this is a box with multiple ethernet ports that lets all the cameras
connect to the network. Run ethernet cables from each camera to the switch.
These are regular computer-style network cables, the same ones used in
offices. If your cameras use Power over Ethernet (PoE), one cable carries both
network signal and electrical power to the camera. This is simpler because
you don't need separate power supplies for each camera. Just make sure the
PoE switch is powerful enough for the number of cameras you have.
Connect the switch to the NVR with an ethernet cable. Connect the monitor
to the NVR. Label all cables clearly so you don't get confused later. Keep cables
organized and away from power cords—electrical interference can ruin video

quality.

I . B I p
Teveeee = = e,

PoE Camera Ports CH1-CH8 HDMI VGA or Audio
Output Output  230VAC (Optional)

) ES

USB for

Network Internet
Port (LAN) Port (WAN)

HDMI Mouse/ Audio Power
Output  Keyboard/ Input
Backup 12vDC

or 230VAC

Figure 5 : Typical NVR back panel—note the multiple network ports (PoE)
instead of BNC connectors, and built-in network connectivity for remote access
Before you turn anything on, check every connection. Make sure cables aren't
bent sharply or damaged. Then power up the system and let it initialize. This
first startup might take a few minutes as the system sets itself up.
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Poor Cable Management Good Cable Management
Tangled, Cables Neatly bunded Routed
messy cables tightly coiled with cable ties through

causing stress conduit or

.l tray
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® *‘j

Invut separated
) from power Timp=
with Cables mixed cords - Neatly bundled
F;g:’:jesf with power cords with cable ties

Figure 6 Proper cable management ensures system reliability—organize, label,
and protect all cables from damage and interference

3. System Initializing and Basic Settings

When you turn on a new DVR or NVR for the first time, it goes through an
initialization process. This is like teaching the system the basics so it knows
how to work. The system might ask you to initialize the hard drive. This
prepares the hard drive to store video and creates the necessary file system.
Don't worry if it asks to format the drive—that's normal. Just make sure
there's no important data on it before you start. One of the first things to set
is the correct date and time. This is really important because every video gets
marked with a timestamp. If the date and time are wrong, you won't be able
to find videos from the right time period later. Take a moment to get this
exactly right.

Set the language to what you prefer. Most systems support several languages.
Choose the video standard that matches your region—this is usually
automatically detected but it's good to verify. Create a password for the
administrator account. This password protects the system settings so other
people can't change how your system works. Write down the password
somewhere safe—if you forget it, you might not be able to change settings
later. For an NVR, you also need to set up network settings. The NVR needs
an IP address so it can communicate on the network. You can let the network
automatically assign one, or you can set a fixed address. Write down this IP
address because you'll need it to access the system from your phone or
computer.

Next, the system will detect your cameras. For DVR, cameras are recognized
automatically on each input. For NVR, the system scans the network and
finds all the IP cameras. Name each camera something meaningful like "Front
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Gate" or "Parking Lot" so you know which camera is which when you're
watching video. Check that your hard drive is working properly. The system
should show it as "Normal" or "Ready." If it shows an error, there might be a
problem. After all this, restart the system so everything saves properly. Now
you're ready to configure individual camera settings.

4 N 8 ) i N r R 4 X
Power System Choose Set Create
On Detects Language Video Administr-
System Hardware Standard ator
Password
\ 7 A LZC J \ ¥ 2 P N J J
N\
Name
r—. Cameras

EEEE
= &=
Figure 7 System initialization flowchart—follow these steps on first startup to
properly set up your DVR or NVR."
4. Video Settings and Camera Configuration
Now that your system is initialized, you need to set up how each camera
records. These settings affect video quality, how much storage you use, and
whether you can see what you need to see. Video resolution is the first
important setting. Higher resolution means clearer pictures but uses more
storage space. 720p is fine for general monitoring. Use 1080p or higher if you
need to identify people's faces. Don't use the highest resolution if you don't
need it—you'll waste storage space.
Frame rate is how many pictures per second the camera captures. 30 frames
per second is standard and looks smooth. Use 15 fps to save storage if the
area doesn't have much activity. Use 60 fps if you need to capture fast
movement like vehicles. Double the frame rate means double the storage
usage. Bitrate is how much data gets recorded per second. Some systems let
you choose a fixed bitrate or variable bitrate. Variable adjusts quality based
on what's happening—complex scenes use more data, simple scenes use less.
This saves storage.
For each camera, you can choose the recording mode. Continuous recording
saves everything 24 /7. Motion detection only records when something moves.
Scheduled recording records during certain times. Event recording triggers
when sensors detect something. You might use different modes for different
cameras. You can adjust brightness and contrast for each camera if the
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picture looks too dark or washed out. Backlight compensation helps if the
camera faces a bright window. Some cameras have night vision that you can

turn on or off.

Cameras | Resolution & | Recording Mode Storage Duration (1
FPS TB)
4 1080p @ 301ps Continuous 7-10 days
Recording
4 1080p @ 30fps Motion Recording 60-90 days
8 4MP @ 301fps Continuous 3-5 days
Recording
8 4MP @ 30fps Motion Recording 30-60 days

After configuring, test each camera. Watch the live video to make sure it looks
good and covers the area you want. Check that the timestamp shows
correctly. Make small adjustments if needed. Once everything looks right, let
the system record for a few minutes, then play it back. This confirms that
video is actually being saved and that everything works before you consider
the system ready to use.

VIDEO RECORDING MODES (24-HOUR PERIOD)
VISUALIZING RECORDING DURATION PER MODE

| | | | 1 I | !
0:00 3:00 6 9 12 12 18 18 21 il 24

| —
Motion-Based Recording —— m

Scheduled Recording |

o) o) | I ‘ l ’ A I

Event-Based Recording i -

M Continuous Recording
M (Dark Blue)
Greer

M Event-Bsed Recording (Red) |

Different recording modes affect how much video is stored—continuous
records everything, while motion and scheduled modes save storage space."
Table: Illustrates the approximate storage consumption for different camera
configurations and recording modes based on a 1TB storage drive.
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Camera Configuration: Front Gate

Camera Name: Front Gate

Recording Mode:

' Continuous Recording @ Scheculed

Recording Mode: ) Motion Detection Event-Based
Resolution: 0 720p 100p ) Scheduled
Frame Rate: ) 15 fps ) 4AMP ) 8MP

30 fps Medium High
Quality:
Brightness: [~ o] 50
Contrast e 40
Backlight Compentation: (@
Night Vision [On 7 Off]

Save Cancel

Figure 8 Typical camera configuration menu—settings control recording mode,
quality, brightness, and special features like night vision

A complete DVR or NVR system requires careful planning and setup. DVR
systems use analog cameras and coaxial cables, making them simpler and
cheaper but less flexible. NVR systems use IP cameras and networks, offering
better quality and remote access but requiring more technical knowledge.
Hardware setup includes choosing proper locations, using quality cables,
careful labeling, and proper cable management. System initialization sets up
the hard drive, date/time, password, and camera detection. Finally, video
settings like resolution, frame rate, and recording mode are configured for
each camera based on security needs and storage constraints. Proper setup
ensures reliable system operation and good video quality for surveillance
purposes.

What You Learned

1. You learned that DVR systems use coaxial cables to connect analog
cameras directly to the DVR unit, which converts the analog signal to
digital, compresses it, and stores it on hard drives.

2. You discovered that NVR systems use network cables to connect IP
cameras through a network switch to the NVR, and since cameras are
already digital, the NVR just receives and stores the video.

3. You understood that proper planning before installation—deciding
camera locations, resolution, storage needs, and cable routes—is
essential for a reliable and scalable CCTV system.
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4. You found out that proper cable management with organized, labeled,
and protected cables is critical for system reliability, troubleshooting,
and professional appearance.

5. You learned that system initialization sets up the hard drive, creates
administrator password, sets correct date and time, and detects all
connected cameras for proper operation.

6. You discovered that video settings like resolution, frame rate, and
recording mode directly affect both image quality and how much
storage space the system uses over time.

7. You understood that testing each camera before full operation—
checking live video quality, field of view, and doing a short
recording/playback test—confirms the system is properly configured
and ready.

Points to Remember

1. DVR works with analog cameras using coaxial cables, while NVR
works with IP cameras using network (ethernet) cables and switches.

2. Always plan camera locations, resolution, and storage needs before
installation to avoid rewiring and costly changes later.

3. Place DVR/NVR units in secure, well-ventilated locations to protect
them from theft, dust, heat, and accidental damage.

4. Use good quality, neatly routed and clearly labeled cables to reduce
signal problems and make maintenance easier.

5. During first startup, initialize the hard drive, set correct date and
time, and create a strong administrator password.

6. Choose suitable resolution, frame rate, and recording mode
(continuous, motion, schedule, event) for each camera based on
security needs and storage limits.

7. Always test live view and playback for every camera after
configuration to confirm that video is being recorded correctly.

Experiment-1: Demonstrate connecting IP cameras to an NVR

Objective: To demonstrate the physical and logical connection of IP
cameras to a POE NVR and verify live video and recording.

Requirements:
1. 1 PoE NVR (4/8-channel),
2. 1-2 PoE IP cameras,
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CATS5e/6 patch cords,
HDMI/VGA cable,
Monitor, USB mouse,
NVR power supply.

AL

Instructions:
1. Physical setup:

a. Connect the NVR HDMI/VGA port to the monitor and power on
the NVR.

b. Connect each IP camera to a PoE port on the NVR using
Ethernet; wait for link LEDs to stabilize.

2. Basic NVR configuration

a. Complete initial NVR setup wizard (time, date, language, admin
password) if prompted.

b. Open the NVR camera management page and verify that each
PoE port shows a connected camera with IP address and
“online”/green status.

3. Camera addition and testing

a. If any camera shows offline, use the “Add” or “Edit” option to
set the correct protocol, password, and ensure it is in the same
IP subnet as the NVR.

b. Display the live view grid and confirm real-time video; wave a
hand or move an object in front of each camera to check motion
and latency.

4. Simple recording verification

a. Enable continuous or motion recording on at least one channel
and set a short retention period if required.

b. After a few minutes, play back recent footage on the NVR to
show that video has been recorded correctly.

Assessment:
1. Explain the role of PoE, difference between LAN port and PoE ports
on the NVR, and why IP addressing/subnet must match.
2. Identify at least one common fault (e.g., wrong password, IP conflict,
bad cable) and state how to check or correct it.

Experiment-2: Demonstrate how to set a time-based recording plan

Objective: To demonstrate how to configure a time-based recording plan
(schedule) on an NVR for a selected camera channel. Understand the
difference between continuous and scheduled/event recording and its
impact on storage and surveillance policy.

Requirements:
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1 NVR (with at least 1 camera already online and recording-capable),
1 monitor, USB mouse, and

surveillance HDD installed in the NVR

Router/PC access if you want to show both local GUI and web
interface;

5. one IP camera focused on the classroom door/area for clear testing.

b

Instructions:
1. Access recording schedule

e Log into the NVR as admin via local GUI; open Main Menu —
Storage/Record — Schedule (or similar).

e Select one camera channel (e.g., CH1) to configure; ensure “Enable
Schedule” is ticked if such option exists.

2. Create a time-based plan

e Clear the existing 24 /7 schedule for a chosen day (e.g., Monday)
by removing or erasing the colored bar.

e Add a new time period for “Continuous” or “General” recording
from, for example, 09:00 to 15:00 only, using either drag-on-
timeline or “Add Period” with start/end time.

3. Apply to multiple days (optional but recommended)

e Use “Copy” or “Apply to All Weekdays” to copy this 09:00-15:00
schedule to other days (Tue-Fri) so weekends are not recorded.

e Save or Apply the schedule and exit the menu; confirm the time
bars now show blocks only in the selected periods.

4. Verify operation
1. Wait until the scheduled time window begins; then move in front
of the camera so there is visible activity.
2. After the time window ends, go to Playback for that channel and
check that video exists only between 09:00 and 15:00 and is
missing outside those hours.

Assessment
1. What “continuous”, “event/motion”, and “time-based schedule” mean
on an NVR.
2. Why organizations may choose scheduled recording (e.g., working
hours) to control storage and protect privacy.

Experiment-3: Explain for resolution and FPS affect video quality and
image

Objective: To demonstrate how changing resolution (e.g., 720p vs 1080p)
affects image detail in recorded video. To show how changing FPS (e.g., 10
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FPS vs 25-30 FPS) affects motion smoothness and how much information
is captured over time.

Requirements:

1. 1 IP camera or webcam with adjustable resolution and FPS,
connected to a PC, NVR, or simple recording software that shows
these settings.

2. 1 display (monitor/TV), tripod or stable stand for the camera,

3. a moving subject (student walking across frame or a small object on
a string), and a printed detail chart (e.g., text at different font sizes or
a simple line pattern).

4. Pre-set test combinations such as:

e Resolution: 640x480 (low), 1280x720 (HD), 1920x1080 (Full HD).

e« FPS: 10 FPS (low), 15 FPS (medium), 25-30 FPS (high).

Instructions:
1. Resolution test (static detail)

a. Place the printed detail chart at a fixed distance and point the
camera at it without moving the camera. Set FPS to a fixed value
(e.g., 15 or 25 FPS).

b. Record a short clip or take snapshots at low, medium, and high
resolution in sequence, then play back on the monitor and ask
students to compare how clearly they can read small text and see
fine lines at each resolution.

2. FPS test (motion smoothness)

a. Keep resolution fixed (e.g., 1280%x720). Ask one student to walk
across the scene or swing a small object within the frame.

b. Record three short clips at 10 FPS, 15 FPS, and 25-30 FPS. Play
back and have students observe differences in motion:
smoothness, presence of blur or “jumping” movement, and how
easy it is to see the exact position of the moving subject.

3. Quality vs resources discussion

a. Show how higher resolution and higher FPS both make video look
better but would also require more bandwidth and storage in a real
CCTV system.

b. Ask students which combination they would choose for: (a)
detailed identification (faces, number plates) and (b) general
monitoring with limited storage, and have them justify their
choices.

Assessment:
1. Student explains in their own words: “Resolution” controls how much
detail is in each frame; “FPS” controls how smooth the motion looks and

how many frames are captured each second.
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Student answers reasoning questions such as: “Why might a bank entrance
use higher resolution?” and “Why might a system with limited storage
choose 15 FPS instead of 30 FPS?”, referring to detail vs smoothness vs
resource limits.

Fill in the Blanks

1. DVR systems use cables to connect analog cameras directly
to the DVR unit.

2. NVR systems require a switch to connect multiple IP cameras
to the NVR.

3. During system initialization, you must set the correct and

because all video gets timestamped.

4. The DVR back panel has multiple connectors for camera
inputs, while NVR back panels have (RJ45) connectors.

5. over Ethernet (PoE) allows one network cable to carry both

data and power to IP cameras.
6. Before powering on, always check cable connections and ensure good
around the DVR/NVR unit to prevent overheating.

7. Video determines image clarity but uses more storage space
at higher settings.
8. recording saves storage by only recording when motion is

detected in the camera view.

Multiple Choice Questions

1. What type of cable connects analog cameras to a DVR?
a) Ethernet cable
b) Coaxial cable
c) Fiber optic cable
d) USB cable
2. Which device connects multiple IP cameras to an NVR?
a) Power supply
b) Network switch
c) Monitor
d) Hard drive
3. During DVR/NVR initialization, what is the FIRST important
setting?
a) Camera names
b) Date and time
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c) Recording mode
d) Resolution
4. What does PoE stand for in NVR systems?
a) Power over Ethernet
b) Plug or Ethernet
c) Power on Equipment
d) Private over Ethernet
5. Higher video resolution provides:
a) Less storage usage
b) Clearer images but more storage needed
c) No effect on storage
d) Only affects frame rate
6. Which recording mode saves the most storage space?
a) Continuous recording
b) Motion detection recording
c) Scheduled recording
d) All use same storage
7. What should you check on the DVR/NVR back panel before power-
on?
a) All cable connections are secure
b) Date and time settings
c) Camera names
d) Recording schedule
8. The DVR/NVR unit should be placed where there is:
a) Direct sunlight for warmth
b) Good ventilation to prevent overheating
c) Near water sources
d) Locked with no airflow

Short Answer Questions
1. Why must DVR/NVR units have good ventilation around them?
2. Name two differences between DVR and NVR back panel connectors.
3. What is the purpose of labeling cables at both ends during

installation?
4. Why is correct date/time setting critical during system initialization?
5. How does motion detection recording differ from continuous

recording?
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Sesion 2: Remote Monitoring and Cloud Access

1. Overview of Remote Access

In modern surveillance systems, being able to watch your cameras from
anywhere in the world has become essential. Remote access means you can
view live video and recorded footage from your DVR or NVR using your
smartphone, tablet, or computer, no matter where you are. This is one of the
biggest advantages of CCTV systems today. Imagine you own a shop and
you're away on vacation. With remote access, you can check on your shop's
security from your phone at any time. Or if you're managing a large facility,
you can monitor multiple locations from a single control point without being
physically present at each location. This flexibility is why remote monitoring
has become standard in modern security systems.

Remote access works because DVRs and NVRs can be connected to the
internet. The system sends video data over the internet to your phone or
computer. Your device receives the signal, decodes it, and displays the live
video or recorded footage on your screen. It's similar to watching a video on
YouTube, but instead of YouTube's servers, you're watching from your own
recording device. There are different ways to access your system remotely. The
simplest way is to use a web browser. You type the IP address of your DVR or
NVR into your browser, log in with your password, and you can view cameras.
Most modern systems also have mobile apps—special applications you
download on your phone that make remote viewing easier and more
convenient than using a web browser.

Mobile Tablet/IPad
Phone App

@iﬂ DVR/NVR Unit

’ 4
@%’ﬁ
= Internet (b
A— Internet ml‘-‘ Connection f
Computer/Web Browser Connection Required Cloud Storage

Figure 9 Remote access allows viewing live and recorded video from DVR/NVR
through various devices connected to the internet

However, remote access also brings security concerns. Because your system
is connected to the internet, hackers could potentially access it if security is
not properly configured. This means you need to protect your system with
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strong passwords and proper network security settings. Different systems
have different remote access capabilities. Some older DVRs have limited
remote access and may require additional equipment or special software.
Modern NVRs almost always have built-in remote access that's easy to set up.
The method you use depends on your system type and what internet
connectivity you have available. Remote access requires a stable internet
connection. If your internet is slow or unstable, video streaming might be
choppy or delayed. Faster internet connections (like fiber or 4G mobile data)
give smoother, more reliable remote viewing. Understanding these basics
helps you set up and use remote access effectively.

2. Network Configuration for Remote Viewing

To enable remote access to your DVR or NVR, you need to properly configure
your network. This is where many people struggle because network
configuration sounds technical, but it's actually a series of straightforward
steps. Every device connected to a network—including your DVR or NVR—
needs an IP address. An IP address is like a postal address for your device on
the internet. It tells the network where to send and receive data. There are
two ways to assign an IP address: static or dynamic.

A dynamic IP address is automatically assigned by your router. Your DVR or
NVR gets a different IP address each time you restart it or each time your
internet service provider reassigns addresses. This is simpler but can be
problematic for remote access because the address keeps changing. A static
IP address is one you manually set and doesn't change. For remote access,
static IP addresses are better because you always know the exact address to
use to connect to your system. When setting up remote monitoring, you
should assign a static IP address to your DVR or NVR.

~ =
Internet@ 3

Internet Modem | WifiRouter [---..__ J
' i vi. Sm:t;ﬁone
| e (Dynamic IP)
Computer
DVR/NVR Unit Printer (Dynamic IP)

Static IP: 132.168.1.100

Static IP: Doesn't change (good for
for DVR/NVR. Dynamic IP: Changes
‘ automatically (fine for phones/computers)

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL




CCTV INSTALLATION TECHNICIAN GRADE XII _

Figure 10 Network configuration—the DVR/NVR should have a static IP
address that doesn't change, while other devices can use dynamic addresses
Your router also has firewall settings that control which data can pass in and
out of your network. By default, the firewall blocks external internet
connections for security reasons. To allow remote access to your DVR or NVR,
you need to open a port on the firewall. A port is like a specific door or channel
through which data travels. When you set up remote access, the system tells
you which port to open. Common ports for DVR and NVR systems are 80,
8080, or 9000, but different manufacturers use different ports. You go into
your router's settings and tell it to forward traffic on that port to your DVR or
NVR's IP address. This process is called port forwarding. Port forwarding is a
bit like giving the postman a specific address where to deliver mail for certain
items. Internet traffic coming in on that port gets directed to your DVR or
NVR. Without port forwarding, data from the internet can't reach your
recording device.
You also need to configure your DVR or NVR's network settings. You need to:

e Set a static IP address for the device

e Set the port number it will use for remote access

o Enable remote access in the system settings

e Create strong usernames and passwords

Router/Firewall  (3)

Port DVR/NVR
iy (192:168:1.100) | | \sigeo Stream

Remote Request Video to Phone

Port Forwarding = Telling the router where
to send remote access requests

Figure 11 Port forwarding allows internet traffic to reach your DVR/NVR by
designating a specific port on the router

Some newer systems use alternative methods that are simpler than port
forwarding. For example, some NVRs use cloud relay services. Instead of
directly connecting through your router, the system automatically registers
with a cloud service, and remote users connect through that service. This is
simpler because you don't need to manually configure port forwarding, but it
depends on the manufacturer's cloud service being available.

When setting up network configuration, write down your settings. Document
the static IP address you assigned, the port number used, your username and
password, and any cloud service information. Keep this information safe and
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secure—it's critical for both remote access and troubleshooting. Testing your
remote access setup is important. Once you think it's configured, try
accessing your system from a different network (like using your phone's 4G
data instead of WiFi) to verify it works. This confirms that your configuration
is correct.

3. Cloud and Mobile App-Based Access

Modern surveillance systems offer two popular ways to access your system
remotely: through cloud services and through mobile apps. These methods
are more user-friendly than manually configuring network settings. A cloud-
based system stores video on remote servers (computers owned by the service
provider) rather than only on your local hard drive. When your DVR or NVR
records video, a copy is automatically uploaded to the cloud. This means your
video is stored in multiple places—both on your local hard drive and on the
provider's servers. If your local system fails or is damaged, your video is still
safe in the cloud.

Cloud access has several advantages. You don't need to worry about port
forwarding or complex network configuration. The system automatically
handles the connection to the cloud service. You can access your video from
any device with internet access. Cloud services also provide automatic
backup, so you never lose important recordings.

However, cloud services have some drawbacks. You typically need to pay a
monthly or yearly subscription fee to use cloud storage. You also need a
reliable, reasonably fast internet connection to upload video to the cloud. If
your internet is slow, uploading video might lag behind real-time recording.
Privacy is another concern—your video is stored on someone else's servers,
so you need to trust that the service provider properly secures your data.
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Local Storage Only Cloud + Local Storage

Upload

l -

|
Cloud Server

X
Local Monitor / l \
Video only on your hard drive D D =
- no internet needed Access from anywhere

Cloud: Slower,
subscription fee,
accessible everywhere.

Local: Fast, private,

limited access.

Figure 12 Local storage stores video only on your hard drive, while cloud
storage uploads copies to remote servers for access anywhere
Mobile apps are special applications you download on your smartphone or
tablet that make remote viewing convenient. Instead of opening a web browser
and typing an IP address, you open the app and see your cameras
immediately. Most modern DVRs and NVRs have official mobile apps, and
some popular brands include apps that work with multiple models.
A good mobile app provides:

o Easy live viewing of all cameras at once or selected cameras
Playback of recorded video
e Camera control (some apps let you zoom or pan cameras)
Push notifications when motion is detected

o Simple settings adjustment
Mobile apps are usually easier to use than web browsers, especially for non-
technical users. The interface is designed for touch screens and smaller phone
screens. Many apps work with both iPhone (iOS) and Android phones. Some
apps also work with smartwatches, letting you see camera feeds on your wrist.
However, using a mobile app means downloading software from the
manufacturer or an app store. You need to make sure you're downloading the
official app from a trusted source. Third-party apps claiming to work with
your system might actually be security risks. Always download official apps
from the manufacturer or major app stores like Google Play Store or Apple
App Store.
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SecurityCam Pro

Version 1.2.3

Front Gate Parking Lot
® Live @ Live

Back Exit
@ Live

samnans
Playback |

Settings

Landscape and Portrait Viewing Supported

e 8 H &

Live View Playback  Settings Alerts

Figure 13 Typical mobile app interface—users can view multiple cameras,
access playback, configure settings, and receive alerts

When using cloud and mobile app services, security is critical. Create a
strong, unique password that's different from passwords you use for other
services. Don't share your login credentials with people you don't trust. Be
cautious about using public WiFi to access your system—hackers can
intercept data on public networks. Instead, use your phone's mobile data
(4G /5G) or a secure home WiFi network. Many mobile apps and cloud services
use encryption, which scrambles your video data so it can't be easily
intercepted. Look for apps that clearly state they use encryption (usually
shown by a lock symbol). Regularly update your mobile app and your
DVR/NVR firmware to get security patches that fix known vulnerabilities.

4. Alerts, Notifications, and User Management

Modern surveillance systems aren't just about watching video—they're also
about being informed when something important happens. Alerts and
notifications notify you immediately when the system detects motion,
tampering, or other events you've configured.

Motion detection is the most common alert trigger. The system continuously
analyzes video from each camera looking for changes. When motion exceeds
a threshold you set, the system triggers an alert. Instead of watching all
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cameras all the time, you only get notified when something actually happens.
This is much more practical than continuous monitoring.

You can configure motion detection sensitivity for each camera. High
sensitivity triggers alerts for small movements (good for detecting intruders
but might give false alarms from trees moving in wind or animals). Low
sensitivity only triggers for significant movement (fewer false alarms but might
miss subtle intrusions). Finding the right balance takes some
experimentation.

Motion Detected
in Camera

Motion >
Threshold?

Continue Monitoring

Compared to
Sensitiviity @ 52 _@,
L '*';; Send Notiﬁcgtion to
Continue Monitoring L User Devices

Sensitivity Level:
Can adjust per camera

* Alert sent within 1-5 seconds of detection

Figure 14 Alert system detects motion, compares it to sensitivity settings, and
notifies users when threshold is exceeded
Notifications can be delivered through different channels. Push notifications
appear directly on your phone as app notifications. Email alerts send an email
to your address when something happens. SMS alerts (text messages) notify
you via text. Some systems also support web notifications and even phone
calls for critical alerts. You can choose which notifications you want to receive
and on which devices. You can also set up alert rules based on time and
location. For example, you might want motion alerts only during night hours
when your business is closed. Or you might want alerts from the front
entrance but not from interior cameras during business hours. This
customization prevents alert fatigue—too many false or irrelevant
notifications can cause people to ignore them.
Other alert triggers besides motion include:

e Camera offline (system can't connect to camera)

e Hard drive full (running out of storage space)

e Hard drive error (disk might be failing)

e System shutdown or restart
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e Unauthorized access attempts (someone trying wrong passwords)
e Video loss or tampering detection (camera blocked or unplugged)
User management is important in systems with multiple people monitoring
security. Different users might need different access levels. For example:
e Administrator: Full access to all settings, can change anything
e Supervisor: Can view all cameras and playback, but can't change
system settings
e Guard: Can view live cameras but not change settings or access
playback
e Guest: Temporary access to specific cameras only

View | Playback | Change Manage Export
User Role Vive Video | Settings Users Video
Video
Administrator v v V4 v v
Supervisor Vv X X X X
Guard v X X X X
Guest Limited X X X X
Assign roles based on job responsibilities and security needs.

Assign roles based on preponsibilities and security needs.

Figure 15 User roles determine what each person can do in the system—from
full administrator control to limited guest access
When creating user accounts, you should enforce strong password
requirements. A strong password:

e Has at least 8-12 characters

e Includes uppercase and lowercase letters

o Includes numbers and special characters ({(@#$%)

e Is unique and not used elsewhere

e Is changed regularly (every 90 days is common)

e Is not easily guessed (not your birthdate, pet name, or simple

sequences)

Many systems allow you to set password expiration, forcing users to change
passwords periodically. Some systems also track user activity—logging who
accessed the system, what they viewed, and what changes they made. This
audit trail is important for security and compliance. Two-factor
authentication is an additional security measure. When enabled, users need
both a password and a second verification (like a code from a phone app or a
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text message). This makes the system much harder to hack, even if someone
steals your password.
When managing multiple users, keep these security practices:

o Create accounts only for people who need them

e Assign the minimum permissions necessary for each role

o Regularly review who has access and delete unused accounts

o Change passwords if someone leaves your organization

e Monitor access logs for suspicious activity

e Require password changes after a certain period

o Use two-factor authentication for administrative accounts

Managing alerts effectively means setting them up thoughtfully. Too many
alerts and people ignore them. Too few and you might miss something
important. Work with your security team to define what events are actually
important in your specific environment.

Remote monitoring allows you to view your CCTV system from anywhere using
smartphones, tablets, or computers. This requires proper network
configuration, including static IP addresses and port forwarding. Modern
systems offer cloud storage for automatic backup and mobile apps for
convenient access. Alerts and notifications keep you informed when important
events occur. User management allows different people to access the system
with appropriate permission levels. Strong passwords and security practices
protect your system from unauthorized access. Proper setup of remote access
and security measures ensures that your surveillance system is not only
convenient to use but also secure against hacking and unauthorized viewing.

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL




CCTV INSTALLATION TECHNICIAN GRADE XII

What You Learned

1. You learned that remote access allows you to view live and recorded video
from your DVR or NVR using smartphones, tablets, or computers from
anywhere in the world via internet.

2. You discovered that remote access requires a static IP address for your DVR
or NVR and proper port forwarding on your router to allow secure
connections from the internet to your system.

3. You understood that cloud storage automatically backs up your recorded
video to remote servers, providing automatic backup and the ability to
access video from anywhere without local storage limits.

4. You found out that mobile apps are official applications you download on
your smartphone that make remote viewing more convenient and user-
friendly than using web browsers.

5. You learned that strong passwords (at least 8-12 characters with mixed
letters, numbers, and symbols) and two-factor authentication protect your
system from being hacked by unauthorized users.

6. You discovered that motion detection analyzes video continuously and
triggers alerts when movement exceeds a sensitivity threshold, and you can
set alert rules to avoid unnecessary notifications.

7. You understood that user management with different roles—Administrator,
Supervisor, Guard, and Guest—allows different people to access only what
they need for their specific job responsibilities.

Points to Remember

1. Remote access lets you watch live and recorded CCTV video from
phones, tablets, or computers over the internet, but it needs a stable
connection.

2. For direct remote viewing, the DVR/NVR usually needs a static IP
address and correct port forwarding on the router.

3. Cloud services and P2P/QR-code methods can simplify remote access
setup but may require subscriptions and depend on vendor servers.

4. Official mobile apps from trusted sources make remote viewing and
playback easier than using a web browser on a phone.

5. Strong passwords, encryption, regular updates, and (where available)
two-factor authentication are essential to protect the system from
hacking.

6. Motion detection and alert rules should be tuned carefully so you

receive important notifications without too many false alarms.
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7. User accounts with roles (admin, operator, guard, guest) help give
each person only the access they need, improving security and
accountability.

Points to remember

Experiment-1: Set up Remote Access to cameras/NVR via Port forwarding
and DDNS

Objective: To demonstrate how to configure basic port forwarding on a
router so that an NVR can be accessed from outside the local network. To
show how DDNS provides a fixed hostname that follows a changing public
IP, allowing remote access to the NVR without a static IP address.

Requirements:

1. NVR with at least one camera online and working locally, connected to a
router with Internet access.

2. PC/laptop on the same LAN as the NVR (for configuration), and a second
device (phone or another PC with mobile data or different network) to
test remote access.

3. Basic info: NVR LAN IP, HTTP/Server ports (e.g., 80, 8000, or custom),
and router LAN IP (gateway).

4. A free DDNS account (e.g., No-IP or similar), with a chosen hostname

Instructions:
1. Prepare NVR network settings

e On the NVR (or via its web interface), go to Network settings and
ensure it has a fixed LAN IP (e.g., 192.168.1.x) and correct gateway
(router IP).

e Note the ports used for remote access (HTTP/web, server/client,
RTSP) and, if directed by the teacher, change them from defaults for
safety (e.g., 8080 instead of 80).

2. Configure port forwarding on the router

e From the PC, open a browser, enter the router’s IP, and log in to the
router admin page.

e Find Port Forwarding / Virtual Server, then create rules mapping
chosen external ports to the NVR’s internal IP and ports (e.g., external
8080 — internal 192.168.1.x:8080).

3. Set up DDNS
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e Sign in to the DDNS provider account, create a hostname (e.g.,
schoolcctv.ddns.net), and link it to the current public IP (often
automatic).

e On the NVR (or sometimes on the router), go to Network — DDNS,
enable DDNS, select the provider, and enter the DDNS username,
password, and hostname.

4. Test remote access

o From an external network (teacher’s mobile hotspot or student phone

on mobile data), open a browser or NVR app and connect using

http:/ /hostname:port.
e Log in and verify live view or the NVR login page appears; if it fails,
check port forwarding status and DDNS configuration.

Assessment:

Student explains in simple terms: port forwarding maps a request from the
Internet through the router to the NVR; DDNS maps a changing public IP
to a fixed hostname. Student can state at least one security consideration
(e.g., strong passwords, non-default ports, limiting who knows the
hostname) when exposing an NVR to the Internet.

Experiment-2: Remote monitoring via cloud/Mobile app

Objective:

To demonstrate how to link an NVR to a vendor cloud (P2P) service and view
live camera feeds on a mobile app. To help students understand the basic
idea of device ID/QR code pairing and cloud relay for remote access.

Requirements:
1. NVR with at least one camera online and already viewable on the local
monitor.

2. Router with Internet access connected to the NVR, and at least one
smartphone or tablet with mobile data or Wi-Fi.

3. Vendor mobile app installed on the phone (e.g., Hik-Connect, iVMS,
CP Plus gCMOB, etc., depending on NVR brand).

4. User account created in the app (email/phone registration) and NVR’s
cloud/P2P feature enabled.

Instructions:
1. Enable cloud/P2P on the NVR
a. On the NVR, go to Configuration — Network — Platform Access /
Cloud / P2P.
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b. Tick “Enable”, set a verification code if required, and confirm the
NVR status becomes “Online” (indicating it has reached the cloud
server).
2. Prepare the mobile app
a. Open the vendor app on the smartphone and sign in with the
previously created account.
b. In the app, choose “Add Device” and select the option to scan QR
code or enter device serial number.
3. Link NVR to the app
a. On the NVR monitor, display the QR code for device or serial
number in the Platform Access / Device Information page.
b. Use the phone to scan the QR code; confirm the device is added
and listed in the app with its channels/cameras.
4. Test remote monitoring
a. From the app, tap the NVR and open live view for at least one
channel; observe video and basic controls (start/stop, snapshot).
b. If possible, move the phone to a different network (e.g., mobile data
instead of school Wi-Fi) and verify that live view still works via the
cloud.

Assessment:

1. Student explains the difference between cloud/P2P access and
traditional port forwarding/DDNS (no manual router setup, uses vendor
Servers).

2. Student mentions at least one security consideration: using strong
account passwords, enabling verification codes, and not sharing device
QR/ID publicly.

Experiment-3: Create User accounts with Limited permissions and
verify access controls

Objective: To demonstrate how to create user accounts on an NVR with
restricted permissions (e.g., live view only) and verify access control by
logging in with different accounts and observing allowed/blocked
operations.

Requirements

1. NVR with at least one camera online, connected to a monitor and mouse,
and an existing admin account.

2. Optional PC/web access to the NVR for easier typing and a second
student to act as the “limited user” during testing.

Instructions
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1. Plan roles and permissions

e Teacher explains roles: “admin” (full control) vs
“operator/viewer” (limited functions such as live view only, no
configuration).

e Decide a simple test set:
o Admin: full rights.
o Student user: live view only (no configuration, no user
management, no recording settings).
2. Create a limited user account

e Log in to the NVR as admin and open the User / Account /
System — User menu.

e Choose “Add User”, enter username (e.g., “studentl”) and
strong password, then select a lower role or manually uncheck
permissions for configuration, playback, and user
management, leaving only live view selected. Save the new user.

3. Verify permissions

e Log out of the admin account and log in as “studentl” at the
NVR or via web client.

e Try the following and note results:

o View live camera: should be allowed.
o Open configuration menus (network, recording): should
be blocked or greyed out.
o Open user management: should be blocked.
4. Create another role

e Create a second account (e.g., “operatorl”) with live view and
playback allowed but no configuration or user management.

e Log in as “operatorl” and confirm playback works but system
settings remain restricted.

Assessment:

1. Student explains why an organization would use limited accounts
(security, preventing accidental changes, accountability).

Student can match simple scenarios to roles, e.g., “guard at gate = live view

» o«

only”, “supervisor = live + playback”, “IT admin = full control”

Fill in the Blanks
1. Remote access allows viewing DVR/NVR video from using
smartphones, tablets, or computers connected to the .
2. For reliable remote viewing, DVR/NVR needs a [P address that
doesn't change automatically.
3. forwarding tells the router to direct internet traffic on a
specific port to your DVR/NVR.
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4. Cloud storage automatically uploads video copies to remote
for backup and worldwide access.

5. Mobile apps make remote viewing easier than web browsers because
they're designed for screens and touch controls.

0. detection analyzes video continuously and triggers alerts
when movement exceeds the sensitivity

7. Strong passwords should have at least 8-12 characters including

uppercase, lowercase, and special symbols.
8. -factor authentication requires both a password and a second
verification like a phone code for extra security.

Multiple Choices Questions

1. Remote access becomes possible when DVR/NVR is connected to:
a) Electricity only
b) Local network only
c) The internet
d) Telephone line
2. Which IP address type is BEST for remote access to DVR/NVR?
a) Dynamic IP
b) Static IP
c) Public IP
d) Private IP only
3. Port forwarding is needed because routers have:
a) Weak signal strength
b) Firewall that blocks external connections
c) Limited storage space
d) Slow processing speed
4. Cloud storage advantage is:
a) No internet needed
b) Automatic backup to remote servers
c) Always free
d) Works offline
5. Mobile apps are preferred over web browsers because:
a) They work without internet
b) Designed for touch screens and phone displays
c) They don't need passwords
d) Always free to download
6. Motion detection sensitivity set too high causes:
a) Missed events
b) Too many false alarms
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c) Better video quality
d) Smaller file sizes
7. Which user role has FULL system access?
a) Guest
b) Guard
c) Supervisor
d) Administrator
8. Two-factor authentication requires:
a) Two passwords
b) Password + second verification
c) Two user accounts
d) Two devices only

Short Answer Questions
1. Why is a static IP address better than dynamic IP for remote access?
2. Explain what port forwarding does on a router.
3. Name two advantages of cloud storage for CCTV systems.
4. What makes mobile apps better than web browsers for phone access?
5. Why should motion detection sensitivity be adjusted for each camera
location?
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Session 3 Security and Privacy

2.3.1-Importance of Security in CCTV Systems
In the modern world, a CCTV system is not just about installing cameras on
a wall and connecting them to a screen. It has become a sophisticated digital
network that captures, processes, and stores sensitive information. For a
CCTV technician, understanding the "Security of the Security System" is as
important as knowing how to drill a hole or crimp a cable. If a CCTV system
is not secured properly, it can become a tool for criminals instead of stopping
them.
Why Security Matters
The primary purpose of a CCTV system is to provide safety. It records evidence
of crimes, monitors employee behavior, and deters theft. However, imagine if
a thief could access the camera system remotely and turn it off before entering
a building. Or imagine if a hacker could watch the live feed of a bank vault or
a private home. In these cases, the CCTV system fails its main purpose. It
becomes a liability rather than an asset.
Security in CCTV systems is crucial for three main reasons:
1. Confidentiality: Preventing unauthorized people from viewing private
footage.
2. Integrity: Ensuring that the recorded video is not deleted, altered, or
replaced by bad actors.
3. Availability: Making sure the system is always working and recording
when needed, without being disabled by attackers.

CCTV SECURITY: SECURING THE SYSTEM ITSELF

Physical Security of the System

The first layer of security is physical. The recording device (DVR or NVR) is
the heart of the system. If someone steals the DVR, all the video evidence is
gone. Therefore, the DVR/NVR should always be kept in a locked room or a
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secure metal rack (network cabinet). Only authorized personnel like the
security manager or the technician should have the key.

Cables are also vulnerable. If an exposed cable is cut, the camera goes blind.
A good technician always runs cables through conduits (pipes) or conceals
them inside walls to prevent tampering. Outdoor cameras should be mounted
high enough so that vandals cannot easily reach up and cover the lens with
spray paint or turn the camera face towards the wall.

Network and Cyber Security

Today, most CCTV systems are IP-based and connected to the internet for
remote viewing on mobile phones. This connectivity brings a big risk: cyber
attacks. Many people do not realize that a CCTV camera is actually a small
computer. If it is connected to the internet with a weak password, hackers
from anywhere in the world can break into it.

Once a hacker enters the system, they can do many dangerous things:

e Spying: They can watch the live activities of the residents or staff.

e Sabotage: They can delete old recordings to hide evidence of a crime.

e Botnets: They can infect the cameras with viruses and use them to
attack other websites. This has happened in major global cyber attacks
where thousands of insecure cameras were used to crash the internet.

They can be targeted using hacking techniques. If default usernames and
passwords are not changed, attackers can easily log in from outside the
building. Once inside, they may watch live streams, download recordings, or
change settings. In some cases, attackers can even use a weak CCTV device
as an entry point into the larger office network, putting other systems at risk.
Therefore, setting strong passwords, updating firmware, disabling unused
network services, and limiting remote access are all part of CCTV security.
Leaving the default password is like leaving the front door of a house wide
open.

SPYING: SABOTAGE: BOTNETS:
LIVEVIEW DELETEDRECORDINGS ~ GLOBALATTACK
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Network and Cyber Security

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL




CCTV INSTALLATION TECHNICIAN GRADE XII

Protecting the Data

The video data stored on the hard disk is valuable evidence. In legal cases or
police investigations, the authenticity of this footage is critical. If the system
is not secure, someone could potentially edit a video clip to frame an innocent
person or hide a guilty one. Secure systems use features like "Watermarking"
to prove that a video has not been tampered with.

Furthermore, if the hard disk fails or gets corrupted, the data is lost. Security
also means having a backup plan. For critical sites like banks, video data is
often backed up to a second server or cloud storage automatically. This
ensures that even if the local device is destroyed in a fire or theft, the footage
survives.

Building Trust

Security is about trust. Employees in an office or family members in a home
trust that the cameras are there for their safety, not to spy on them
inappropriately. If they feel the system is insecure and anyone can watch
them, they will feel unsafe and uncomfortable. A secure system with proper
access controls (knowing exactly who logged in and when) builds confidence
that the technology is being used ethically and professionally.

Security in CCTV also protects the owner from legal and reputational
problems. If a system is hacked and footage is leaked on social media, the
building owner or organization may face complaints, loss of reputation, or
even legal action. For example, if a shop’s CCTV footage showing customers
is shared without consent, customers may feel their privacy has been violated.
If a school’s cameras are accessed by strangers, parents will lose confidence
in the school’s ability to keep children safe. By securing the system properly,
the technician helps the organization meet legal obligations and maintain
public trust.

As a CCTV technician, technician’s point of view, good security practices
should start from the installation stage. you are the guardian of this security.

This includes changing default login credentials, creating different user roles
with limited permissions, documenting who will have admin rights, and
teaching the client basic security habits.

Security in CCTV systems is not a one-time activity. It is an ongoing process.
Over time, new vulnerabilities are discovered, software updates are released,
and staff members change. A secure CCTV system should be reviewed
regularly. Regular checks help ensure that no one has added an unknown
device, changed settings without permission, or tried to disable recording in
specific cameras. As technology continues to advance, a well-trained CCTV
technician must stay alert and treat security as an integral part of installation,
maintenance, and service. It is your duty to educate the customer about
keeping their passwords safe, physically locking the DVR, and regularly
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updating the system software. By doing so, you ensure that the CCTV system
remains a true shield against danger.

2.3.2-User Access and Password Protection

In any modern CCTV system, controlling who can access what is just as
important as installing good quality cameras. User access and password
protection are the main tools used to control this. A CCTV system handles
sensitive information about people’s movements, behaviour, and sometimes
very private activities. If anyone can easily log in to the DVR, NVR, or mobile
viewing app, the system becomes unsafe. In any security system,
controlling who can enter and what they can do is critical. Just as you have
a key for your house or a PIN for your ATM card, a CCTV system relies on User
Access and Password Protection to stay safe. Without these controls, anyone
could view private cameras, delete evidence, or turn off the recording.

For a CCTV technician, setting up proper user access is not optional; it is a
mandatory part of the installation process.

The Role of User Accounts

A modern DVR or NVR is a multi-user system. This means it allows different
people to use it, but not everyone needs the same power. We manage this
through User Roles or Levels.

Typically, there are three main levels of access:

1. Administrator (Admin): This is the "Super User." The Admin has full
control. They can change settings, format the hard disk, delete
recordings, create new users, and reset the system. There should
usually be only one Admin account, held by the owner or the head of
security.

2. Operator: This role is for daily users, like a security supervisor. An
Operator can view live video, play back old recordings, and maybe
control PTZ (Pan-Tilt-Zoom) cameras. However, they cannot delete
footage or change crucial system settings.

3. Guest User / Viewer: This is the lowest level. A Guest can only watch
live video. They cannot play back recordings or change anything. This
is suitable for general staff or receptionists who just need to monitor a
specific area.

This structure is called role-based access control. It ensures that not everyone
can do everything, which reduces the risk of misuse or accidental damage. By
separating these roles, we follow the principle of "Least Privilege." This means
giving a user only the permission they need to do their job, and nothing more.
If a Guest user's password is stolen, the hacker can only watch live video;
they cannot destroy the system.
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PRINCIPLE OF LEAST PRIVILEGE: Give only the permissions needed to do the job.

Modern DVR or NVR is a multi-user system: role-based access control
The Danger of Default Passwords
When you buy a new DVR or NVR, it comes with a factory-set username and
password. Common examples are admin / admin, admin / 12345, or admin
/ (blank).
Warning: Leaving these default passwords unchanged is the single biggest
security mistake a technician can make.
Hackers know these defaults. They use automated software to scan the
internet for CCTV systems that still use admin/12345. Once found, they take
over the system instantly. Therefore, the very first step in configuring a new
system is to change the default password.
Creating Strong Passwords
A "strong" password is one that is difficult for a human to guess and difficult
for a computer to crack.
e Don't use obvious words: Avoid "camera", "cctv", "12345", or the name
of the shop (e.g., "bakery123").
e Mix it up: A good password combines Uppercase letters (A-Z),
Lowercase letters (a-z), Numbers (0-9), and Symbols (@, #, $).
e Length matters: The longer the password, the harder it is to crack. Aim
for at least 8 to 12 characters.
Example: instead of hotel123, use HOtel@Mumb@i!. It is easy to remember
but hard to guess.
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THE DANGER OF DEFAULT PASSWORDS CREATING STRONG PASSWORDS
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HACKERS scan with ) LENGTH MATTERS: Aim for 8-12 characters
automated software .

for instant takeover! @ EXAMPLE: HOtel@Mumb@i!
(Not hotel123)

CCTV password security: the first Defence

Best Practices for User Access

User access is not only about passwords. Most DVRs and NVRs allow you to
decide which cameras each user can see and what actions they can perform.
For example, in a school, the principal may need access to all cameras, while
a security guard at the main gate may only need live view of outdoor and gate
cameras. In a retail store, the owner may have full access, but a cashier may
only be allowed to view the public shop area and not the back office or
counting room. Setting up these limits correctly protects privacy and reduces
the chance of misuse by staff who do not need full access for their job.

As a professional technician, you should follow these rules and teach them to
your customers:

1. One Person, One Account: Avoid sharing passwords. If there are three
security guards—Ram, Shyam, and Geeta—create three separate
accounts (guard_ram, guard_shyam, guard_geeta). This way, if a
recording is deleted at 2:00 AM, the system logs will show
exactly who was logged in at that time. This is called Accountability.

2. Regular Updates: Passwords should not be permanent. Advise clients
to change their passwords every 3 to 6 months, especially after an
employee leaves the company.

3. Disable Unused Accounts: If a staff member quits, their user account
should be deleted or disabled immediately. Leaving "ghost accounts"
active is a security risk.

4. Auto-Logout: Configure the DVR/NVR to automatically log out after a
period of inactivity (e.g., S minutes). This prevents unauthorized people
from using the system if an operator steps away for a tea break without
logging off.

5. Physical Protection: Remember, a password only protects the software.
If the DVR is kept on an open table, anyone can walk up and unplug it.
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Ensure the recorder is in a locked cabinet, so physical access is also

restricted.
By implementing strict user access controls and strong passwords, you
ensure that the CCTV system serves its true purpose: protecting the user,
rather than becoming a vulnerability itself.
Remote access makes this even more important because once the system is
reachable through the internet, weak passwords can be attacked from
anywhere. Strong credentials and, where possible, two-factor authentication
lower this risk. It also helps to keep a separate admin account that is used
only for configuration. Daily monitoring should be done with limited-rights
accounts so that even if a password leaks, the system’s core settings stay safe.
Activity logs in most recorders show who logged in and what they did, and
clients should be taught to check these logs.
Security also depends on human behaviour. Many problems happen from
inside when people share passwords too freely or write them where anyone
can see. Only trusted individuals should know the admin password, and some
organizations keep it sealed with a senior manager for emergencies.
Technicians should avoid keeping client passwords unless there is clear
written permission. Regular reviews of user accounts are equally important
because staff may leave or roles may change. If old accounts stay active,
former employees might still access the cameras. Reminding clients to update
or delete user accounts during maintenance visits helps them keep their
system safe in the long run.
2.3.3-Privacy Concerns in CCTV Use
CCTV cameras are everywhere today. We see them in shops, schools, roads,
offices, and even outside our homes. While cameras are installed for safety
and security, they also bring up a very big question: What about privacy? As
a CCTV technician, your job is not just to fix cameras but also to understand
how they affect people’s lives. Privacy is a fundamental right, and using
technology to watch people comes with a responsibility to respect that right.
If cameras are used incorrectly, they can make people feel uncomfortable,
unsafe, or violated.
Privacy in Surveillance
Privacy means the right of an individual to keep their personal life to
themselves. In the context of CCTV, it means that people should not be
watched or recorded in places where they expect to be alone or unseen. For
example, if you are walking on a public road, you know that people can see
you. But if you are inside your home, changing clothes in a trial room, or
using a washroom, you expect complete privacy. Placing a camera in such
places is not just wrong; it is a serious violation of human dignity and have
legal issues as well.
Even in public or semi-public places like offices or schools, privacy matters.
Employees do not want their every small movement, like eating lunch or
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taking a break, to be constantly monitored by a boss. Students do not want
to feel like they are being spied on every second of the school day. There is a
fine line between monitoring for safety and spying on people. A good CCTV
system respects this line.

PUBLIC & SEMI-PUBLIC SPACES PRIVATE & PERSONAL SPACES
(Monitoring for Safety) ' (Expectation of Privacy)

N

3

Office:
Common Areas

. | 7 Hallways

A GOOD CCTV SYSTEM
RESPECTS THIS LINE.
= PROTECTING DIGNITY.

7

Privacy in Surveillance: Balancing Safety & Respect

The Problem of "Intrusion”

One of the biggest privacy concerns is intrusion. This happens when a camera
records areas it is not supposed to. Imagine you install a camera on the outer
wall of a client's house to watch their car parking. If that camera also captures
the neighbour's bedroom window or their private garden, it is an intrusion.
The neighbour has not agreed to be filmed, and they have a right to relax in
their own home without being recorded.

In technical terms, this is often called "Privacy Masking"'. Many modern
cameras have a feature where you can digitally block out certain parts of the
image. As a technician, if you cannot move the camera to avoid the
neighbour's window, you must use privacy masking to black out that specific
area on the screen. This ensures the client sees their car, but the neighbour’s
privacy remains protected. Ignoring this can lead to fights between neighbours
and even legal complaints.
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PRIVACY MASK
(Digital Blockout)

Camera records areas it is NOT supposed to. Digitally block out private areas. Client sees their car,
Neighbor’s privacy is violated. Legal & neighborly issues. Neighbor's privacy remains protected. Ensures peace.
9 TECHNICIAN’S DUTY: USE PRIVACY MASKING TO AVOID CONFLICTS. Y

The Problem of Intrusion and privacy Masking

Data Misuse and Leaks

Another major worry is what happens to the video after it is recorded. Privacy
is not just about capturing the video; it is about storing and sharing it. People
worry: "Who is watching this footage?" or "Will this video end up on the
internet?"

We have all seen news reports where private videos from CCTV cameras were
leaked on social media. Sometimes, a video of a couple in a lift or a customer
in a shop becomes viral for entertainment. This is a huge breach of privacy.
The people in the video did not give permission for the world to see them.
When a technician installs a system, they must ensure the owner
understands that CCTV footage is confidential. It is for security purposes
only, not for making fun of people or sharing on WhatsApp. This is a
nightmare scenario for privacy. Therefore, securing the data is a direct way of
protecting privacy.

The "Chilling Effect"

There is a psychological side to CCTV privacy called the "Chilling Effect."
When people know they are being watched, they change their behaviour. They
become less free. They stop talking openly, they feel nervous, and they lose
their natural way of acting.

For example, in a workplace, if cameras are placed in the relaxation area or
canteen, employees might stop socializing. They might feel the management
does not trust them. This creates a bad atmosphere. Similarly, in schools,
while cameras in corridors help stop bullying, cameras inside classrooms can
make teachers and students feel under pressure, as if every mistake is being
judged.
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Technicians and system planners must advise clients to place cameras only
where necessary. "Just because you can install a camera everywhere, doesn't
mean you should." Putting cameras in non-critical areas often reduces trust
more than it increases security.

Transparency and Notice

A key principle of privacy is transparency. People have a right to know if they
are being recorded. Secret recording is generally considered unethical and, in
many cases, illegal.

This is why you often see signs that say "YOU ARE UNDER CCTV
SURVEILLANCE". These signs are not just for scaring thieves; they are a
privacy requirement. They inform honest people that a camera is present so
they can choose their actions. If a shop installs hidden cameras and records
customers without telling them, it is a privacy violation.

As a technician, part of your installation checklist should be to ask the client:
"Where will we put the signage?" This simple step makes the surveillance open
and honest, rather than secretive and creepy.

OPEN AND HONEST:
PRIVACY RESPECTED

INFORMING
HONEST PEOPLE.
A PRIVACY REQUIREMENT,

Transparency and Notice: Honest Surveillance

Audio Recording: A Special Risk

Most standard CCTV cameras record only video. However, some modern
cameras also have microphones to record audio (sound). Audio recording is a
much bigger privacy risk than video. Video captures what you do; audio
captures what you think and speak.

Recording private conversations without consent is a serious legal offense in
many countries, including India. If a camera records two employees
discussing their personal family problems or their health issues, that is highly
sensitive data. Unless there is a very strong security reason (like at a bank
teller counter), audio recording should generally be disabled. Technicians
should warn clients about the legal risks of turning on audio recording in
general office areas or public waiting rooms.
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AUDIO RECORDING: A HIGHER PRIVACY RISK
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‘ & TECHNICIAN'S ADVICE: WARN CLIENTS OF LEGAL RISKS. GENERALLY DISABLE AUDIO.
Use only for Strong Security Reasons (e.g., Bank Teller).

Audio Recording: A Special Risk

Privacy is not an obstacle to security; it is a partner to it. A system that
protects a building but violates the dignity of the people inside is a failed
system. As a CCTV technician, you are the expert on the ground. You have
the power to angle a camera away from a private door. You have the skill to
set up privacy masks. You have the knowledge to tell a client, "Sir, putting a
camera inside the changing room is not allowed."

By understanding these concerns, you ensure that the technology you install
serves humanity safely and respectfully. You help build a society where people
feel secure because of cameras, not scared of them.

2.3.4-Ethical and Legal Issues in CCTV Surveillance

When we talk about CCTV technology, we usually focus on wires, cameras,
and hard disks. But there is another side to this technology that is just as
important—the rules of right and wrong. This brings us to Ethics and Law.
As a future CCTV technician, you will hold a tool that can record people's
private moments. This is a big power, and with great power comes great
responsibility. You need to know not just howto install a camera,
but where and why it is right to do so.

Understanding Ethics in Surveillance

Ethics is about moral principles. It is the voice inside us that tells us what is
good or bad, even if there is no specific law written about it. In CCTV
surveillance, ethics means using cameras in a way that respects human
dignity.

Imagine a situation where a shop owner asks you to install a hidden camera
in the employee break room because he wants to hear their gossip. Is there a
law strictly against it? Maybe, maybe not, depending on the local rules. But
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is it ethical? No. It is wrong because it breaks the trust between the employer
and employees. It treats people like suspects without any reason.

Ethical surveillance follows a few key principles:

1. Purpose Limitation: Cameras should only be used for a specific, clear
purpose, usually security or safety. If a camera is installed to prevent theft in
a warehouse, the footage should not be used to count how many times a
worker goes to drink water. Using security footage for petty monitoring is
unethical.

2. Transparency: People should know they are being watched. This is why
"Hidden Cameras" or "Spy Cameras" are generally considered unethical in
public or commercial spaces. Honest surveillance has nothing to hide. Hiding
a camera implies you are doing something sneaky. An ethical installation
always includes visible signage saying, "You are under CCTV surveillance."
3. Proportionality: The solution should match the problem. If a school wants
to stop students from running in the corridor, installing a high-definition 4K
camera with facial recognition is too much. It is like killing a mosquito with a
cannon. Ethical surveillance uses the minimum amount of intrusion
necessary to solve the problem.

1. PURPOSE LIMITATION 2. TRANSPARENCY 3. PROPORTIONALITY

09 @ zssx:*gy* =3
- v

NOT for Petty SURVEILLANCE )
Monitoring Sie
Use only for a specific, People must know they are The solution should match
clear purpose (e.g., theft watched. No hidden cameras. the problem. Use minimum
prevention). Visible signage is key. intrusion necessary.

Ethical surveillance builds trust and respects privacy.

Ethical Surveillance Principles: Respecting Human Dignity

Legal Issues and Regulations

While ethics are about morals, Laws are written rules that, if broken, can lead
to fines or jail time. In India and many other countries, there is no single
"CCTV Law," but surveillance is governed by various rights and acts, such as
the Right to Privacy and the Information Technology (IT) Act.

The Right to Privacy

In a landmark judgment (the Puttaswamy case), the Supreme Court of India
declared that the Right to Privacy is a fundamental right. This means you
cannot just record anyone, anywhere, anytime.
e Public Places: In public places like roads or parks, privacy expectations
are lower. Police and government bodies can install cameras for public
safety.
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e Private Property: If you own a house, you can install cameras to protect
it. However, your right ends at your boundary wall. If your camera
points directly into your neighbour's window or swimming pool, you are
violating their privacy. The neighbour can take legal action against you
for "nuisance" or violation of privacy.

The Information Technology Act (IT Act), 2000

This act deals with digital data. Since modern CCTV footage is digital data, it
falls under this law.

e Section 66E of the IT Act is very important for technicians. It says that
capturing, publishing, or transmitting the image of a private area of any
person without their consent is a crime. Punishment can be
imprisonment up to three years or a fine up to two lakh rupees.

e What this means for you: If you accidentally or intentionally install a
camera in a trial room, toilet, or changing room, you (and the client)
can be arrested. As a technician, if a client asks you to put a camera in
such a place, you must refuse. It is illegal.

Workplace Surveillance Laws

In offices, employers have a right to protect their assets. However, they cannot
monitor employees indiscriminately.

e Notice: Employees must be informed that CCTV is in operation.

o Sensitive Areas: Cameras cannot be placed in restrooms, prayer rooms,
or changing lockers.

e Data Protection: If an employee's video is recorded, the company is
responsible for keeping it safe. If the HR manager leaks a video of an
employee crying in the corridor, the company can be sued for
negligence.

Audio Recording: A Legal Landmine

Video is one thing, but Audio is another. Recording conversations is legally
much riskier than recording video. In many legal systems, recording a
conversation between two people without the consent of at least one of them
is illegal wiretapping.

Most standard CCTV installations should have audio disabled. If a
microphone is enabled in an office lobby, it picks up sensitive business
discussions, personal phone calls, and private chats. If this data leaks, the
legal consequences are severe. Unless there is a specific, high-security reason
(like a bank teller counter where disputes over cash verbal amounts happen),
never enable audio recording.
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AUDIO RECORDING: A LEGAL LANDMINE IN CCTV

STANDARD CCTV: AUDIO DISABLED HIGH-SECURITY EXCEPTION
(LOWER RISK) (HIGHER RISK)

SEVERE LEGAL

WITHOUT CONSENT = CONSEQUENCES
ILLEGAL WIRETAPPING FOR LEAKS
Recording private conversations is often illegal. Use ONLY for specific reasons (e.g., bank disputes).
Avoids capturing sensitive business or personal chats. Never enable for general areas.

Unless for a specific, high-security reason, audio recording should generally be disabled.

Audio Recording: A Legal Landmine in CCTV

The Technician's Responsibility

You might think, "I am just the installer. The owner decides where to put the
camera." Legally and ethically, that is not entirely true. You are the technical
expert. If you install a device that is used for a crime (like voyeurism), you can
be considered an accomplice.

Here is a simple guide for you to stay on the right side of the law:

1. Refuse Illegal Requests: If a customer asks for a hidden camera in a
bathroom or bedroom of a guest house, say no. Walk away from the job.
No money is worth a police case.

2. Advise on Signage: Always tell the customer to put up "CCTV
Surveillance" stickers. It protects them legally. If a thief is caught on
camera but there was no sign, a clever lawyer might argue in court that
the recording was an illegal privacy violation. Signs make the evidence
stronger.

3. Secure the Footage: Legally, the person who collects the data must
protect it. By changing the default passwords and securing the DVR,
you help the client comply with data protection laws.

4. Be Careful with Social Media: Never, ever take a video clip from a client's
DVR and post it on your Instagram or YouTube, even if it is funny or
shows a thief. That footage belongs to the client, and the people in the
video have rights. Sharing it without permission is a data breach.
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As a technical expert, you are legally and ethically responsible for your installations.

1. REFUSE ILLEGAL REQUESTS 2. ADVISE ON SIGNAGE
. CCTV > CCTV
@ uialt Smeice)
Say NO to hidden cameras in private areas. Tell customers to use stickers.
Walk away from illegal jobs. Signs protect them legally and strengthen evidence.
3, SECURE THE FOOTAGE 4. BE CAREFUL WITH SOCIAL MEDIA
x m
Help clients comply with data laws. Never post client footage online.
Change default passwords and secure the DVR. Sharing without permission is a data breach.

Your professionalism protects you, the client, and the public.

The Technician's Responsibility: Staying on the Right Side of The Law

CCTV surveillance is a balance between Safety and Freedom. We want to be
safe from crime, but we also want to be free from constant watching. Ethical
and legal guidelines help us find this balance. When you work ethically, you
build a reputation as a professional who can be trusted. Clients will respect
you more if you say, "Sir, we cannot put a camera there because it violates
the neighbour's privacy," rather than just saying "Yes" to everything. You
become a consultant, not just a mechanic.

Remember, technology is neutral. A camera is neither good nor bad. It is the
human behind the camera—the owner and the technician—who decides
whether it becomes a tool for protection or a tool for oppression. By
understanding these ethical and legal boundaries, you ensure that your work
contributes to a safer, fairer society.

2.3.5-Data Protection

In the world of CCTV, we often talk about cameras and cables, but the real
product of any surveillance system is Data. This data—the video recordings
of people, vehicles, and events—is valuable and sensitive. Data Protection is
the practice of keeping this information safe from theft, loss, damage, or
misuse. For CCTV technician, understanding data protection is critical
because you are the first person who sets up how this data is handled. If you
set it up wrong, the data might be lost when it is needed most, or stolen by
someone who wants to cause harm.

CCTV Data

CCTV data is not just a movie file. It is a record of reality. It contains personal
information: what time someone left their house, who they met, what car they
drove, or how a shopkeeper handles cash. Because it contains personal
details, it is subject to privacy laws and ethical rules.
Data protection involves three main stages: Storage, Transmission,
and Disposal.
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Securing Stored Data
The most common place where data lives is the Hard Disk Drive (HDD) inside
the DVR or NVR. This is the "vault" of the system.

1. Physical Safety: The first rule of data protection is physical security. If
a thief breaks into a shop, the first thing they might try to steal is the
DVR, so there is no evidence of their crime. If the DVR is sitting openly
on a counter, the data is not safe. As a technician, you must advise the
client to keep the recording unit in a locked cabinet or a secure server
rack. The harder it is to touch the DVR, the safer the data is.

2. Encryption: This sounds technical, but it is simple. Encryption
scrambles the data so that it cannot be read without a password. Many
modern NVRs have an option to encrypt the hard disk. If this is enabled,
even if a thief steals the hard disk and connects it to their own
computer, they will only see gibberish code, not the video. This is a very
powerful way to protect data.

3. Backups: Data can be lost not just by theft, but by accident. A hard
disk can fail (crash), or a fire can destroy the equipment. For critical
data, "Redundancy" is used. This means keeping a second copy. In
simple systems, this might mean copying important incidents to a pen
drive or a cloud account immediately. In advanced systems, we use
RAID (Redundant Array of Independent Disks), where two hard disks
record the same thing at the same time. If one fails, the other still has
the data.

1.PHYSICALSAFETY | [ 2.ENCRYPTION | 3. BACKUPS (REDUNDANCY)

@.stzzap
& .

plop

Lock in a secure cabinet Scrambles data; unreadable Create a second copy.
or rack. without a password. Protects against failure,
Prevent physical theft. Protects stolen disks. L fire, or theft.

A multi-layered approach ensures your data remains safe and accessible.

Securing Stored Data: Protecting the Vault
Securing Data in Transmission
Data does not just sit still; it moves. It travels from the camera to the recorder,
and from the recorder to the user's mobile phone via the internet. This journey
is risky.
e The "Man-in-the-Middle": Imagine you are sending a letter. If the
postman opens it, reads it, and seals it back, you would never know.
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Similarly, hackers can intercept video streams as they travel over the
internet.

e Secure Protocols: To stop this, we use secure languages for data
transfer. You might have seen "HTTP" and "HTTPS" on websites. The 'S’
stands for Secure. Similarly, in CCTV, we should disable insecure
services (like Telnet) and use secure connections (like VPNs or
encrypted P2P services) for remote viewing. This ensures that the video
stream is inside a digital "tunnel" that hackers cannot see into.

Data Retention and Disposal
Data protection also means knowing when to say goodbye to data. You cannot
keep video forever.

1. Retention Policy: This is a rule that says, "We will keep video for X days."
For most shops or homes, 30 days is standard. For banks, it might be
90 days. Keeping data for too long is a risk—if a hard disk is full of year-
old videos, it might contain sensitive information that is no longer
needed but could be leaked. A "Loop Recording" or "Overwrite" feature
automatically deletes the oldest footage to make space for the new. This
is good for privacy because it ensures old data disappears naturally.

2. Secure Disposal: What happens when a hard disk gets old and needs
to be thrown away? You cannot just throw it in the dustbin. Clever
people can recover deleted files from thrown-away disks. Before
disposing of a storage device, it must be "wiped" (using software to
completely erase it) or physically destroyed (drilled or crushed) so that
the data can never be recovered.

The Human Factor
Finally, the biggest threat to data is often humans.

e Social Engineering: Sometimes hackers don't break codes; they just
trick people. They might call an employee saying, "I am from the CCTV
support team, please give me the password." This is why data protection

includes training. You must teach the client: Never give the password
to anyone over the phone.

e Exporting Data: When an incident happens (like a theft), the video
needs to be copied to a USB drive to give to the police. This is a critical
moment. Who does this? If an untrained staff member, does it, they
might accidentally delete the file or copy the wrong time. Data
protection rules say that only authorized persons (like the Admin)
should export data, and that portable drives should be handled
carefully.

Data Protection is like a chain. It is only as strong as its weakest link. You
can have the best encryption, but if the DVR is left unlocked, the data is
unsafe. You can have a locked room, but if the password is "1234", the data
is unsafe. As a technician, your job is to strengthen every link in this chain.
By securing the hardware, encrypting the software, managing backups, and
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teaching the client about safe habits, you ensure that the truth captured by
the camera remains safe, pure, and ready to be used for justice.
What You Learned
1. Security in CCTV systems is essential to protect both the physical
equipment and the digital data from theft or misuse.
2. User access controls allow the administrator to decide who can view
cameras and who can change system settings.
3. Changing the default password of a DVR or NVR is the most critical
step to prevent hacking.
4. Privacy concerns arise when cameras are placed in sensitive areas or
record people without their knowledge.
5. Ethical surveillance means using cameras only for safety, being
transparent with signage, and avoiding hidden cameras.
6. Data protection involves securing the hard disk, encrypting video
footage, and safely disposing of old data.

Points to Remember

1. Always change the factory default username and password
immediately after installing a new CCTV system.

2. Keep the DVR or NVR in a locked cabinet to prevent physical theft or
tampering.

3. Use strong passwords that combine letters, numbers, and symbols,
and update them regularly.

4. Do not install cameras in private areas like changing rooms,
restrooms, or a neighbor’s private property.

5. Display clear "CCTV Surveillance" signs to inform people that they are
being recorded.

6. Disable audio recording unless there is a specific, legal reason to
capture sound.

7. Securely wipe or destroy old hard disks before throwing them away to
prevent data recovery.

Practical Exercises

Practical Exercise 1: Setting Up User Access and Password Protection
Objective:
To learn how to configure user accounts, create strong passwords, and
assign different permission levels on a DVR/NVR system.
Tools and Materials Required:

e A working DVR or NVR connected to a monitor and mouse.
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e Access to the device’s administrative menu.
e Notebook and pen.

Procedure:
1. Initial Login:

e Power on the DVR/NVR.

e Log in using the existing Administrator account. (Note: If this
is a new device, identify the default password from the manual).

2. Creating a New User:

o Navigate to the Main Menu > System > User
Management (or Account).

e Select the option to "Add User".

e Username: Create a user named Operatorl.

e Password: Create a weak password (e.g., 1234) and note if the
system warns you. Then, create a Strong
Password (e.g., Op@r#2024) containing uppercase, lowercase,
numbers, and symbols. Enter this strong password.

3. Assigning Permissions (Role-Based Access):

e Look for the Authority or Permissions list.

e Uncheck critical permissions like "Format Disk," "Factory
Reset," and "User Management."

o Keep basic permissions enabled: "Live View," "Playback," and
"Log Search."

e Save the new user profile.

4. Testing the Account:

e Log out from the Admin account.

e Login as Operatorl.

e Try to access the "HDD Management" or "Format" section.
Verify that the system denies access (usually shows "No
Permission" or greys out the option).

o Try to view live video to confirm that basic functions work.

5. Observation:

e Write down which functions were accessible and which were
blocked for the Operatorl account.
Assessment:
e Did the student successfully create a strong password?
o Did the restricted account effectively block administrative tasks?

Practical Exercise 2: Identifying Privacy Concerns in Real-Life CCTV
Surveillance

Objective:

To develop an "ethical eye" by identifying proper and improper camera
placements in a simulated or real environment.

Tools and Materials Required:
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e A printed floor plan of a hypothetical building (School, Hotel, or Mall)
provided by the teacher.
e Red and Green marker pens.
e "Privacy Zone" checklist.
Procedure:
1. Review the Floor Plan:
e The teacher provides a layout that includes areas like: Main
Entrance, Parking, Reception, Corridor, Washroom Entrance,
Inside Washroom, Staff Changing Room, Canteen, Classroom,
and Manager's Cabin.
2. Marking Zones:
e Green Marking (Ethical): Identify areas where
cameras should be placed for security. Mark these spots with a
Green tick (e.g., Main Gate, Cash Counter).
e Red Marking (Unethical/Illegal): Identify areas where cameras
violate privacy. Mark these spots with a Red cross (e.g., Inside
Washroom, Changing Room).

3. Privacy Masking Simulation:

o Imagine a camera at the "Parking Lot" also views a part of the
"Neighbor’s Bedroom Window."

e On the drawing, shade the neighbor’s window area to represent
digital Privacy Masking.

4. Discussion:

e Explain why a camera inside a Changing Room is a legal
violation (referencing IT Act/Privacy laws).

e Discuss where to place a camera to monitor a
washroom without violating privacy (Answer: Only in the
corridor outside the main door).

Assessment:
o Correct identification of Red vs. Green zones.
o Logical explanation for why specific areas are private.

Practical Exercise 3: Safe Storage and Data Protection of CCTV Footage
Objective:
To understand the physical and digital methods of securing CCTV data
against theft and tampering.
Tools and Materials Required:

e DVR/NVR unit.

e USB Drive (Pen drive).

e A physical lockable cabinet (or simulation of one).
Procedure:

1. Physical Security Check:

e Inspect the DVR placement. Is it on an open desk?
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e Simulate securing it: Place the DVR inside the lockable
rack/cabinet. Ensure cables are routed through the rear so
they cannot be easily unplugged.

2. Data Backup (Redundancy):

e Insert a USB drive into the DVR.

e Go to Menu > Export or Backup.

e Select a short video clip (e.g., 5 minutes from yesterday).

e Choose the file format (e.g., MP4 or DAV). Note that proprietary
formats (DAV) are more secure than standard MP4.

e Complete the backup process.

3. Secure Disposal (Concept Demonstration):

o Navigate to HDD Management.

e Locate the "Overwrite" or "Loop Recording" setting.

o Set the system to overwrite data after 30 days (or as instructed).
This demonstrates automated data disposal.

e Caution: Do NOT format the actual disk unless instructed by
the teacher.
Assessment:
o Demonstrate ability to physically secure the device.
e Successfully export a backup file to a USB drive.

Practical Exercise 4: Case Study Analysis on Legal Issues in CCTV
Surveillance
Objective:
To analyze a real-world scenario and apply legal and ethical knowledge to
resolve it.
Tools and Materials Required:
e Case Study Sheet (text provided below).
e Worksheet for answers.
Procedure:
1. Read the Case Study:

e Scenario: "Mr. Sharma owns a garment shop. To prevent theft,
he installed a hidden spy camera inside the trial room disguised
as a coat hook. He also installed a camera with audio recording
at the reception desk to listen to customer complaints. One day,
a video from the trial room was leaked online. The customer in
the video has filed a police complaint."

2. Analyze the Issues:

e Issue 1: Hidden camera in a trial room.

e Issue 2: Audio recording in a public space.

e Issue 3: Data leak.

3. Answer the Questions:
e (QI:Is Mr. Sharma's action ethical? Why or why not?
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e (Q2: Which specific law (IT Act Section 66E) has been violated
regarding the trial room camera?

e (Q3: What should Mr. Sharma have done differently to secure
his shop legally? (Hint: Visible cameras, signage, no cameras in
private zones).

e (4:Is audio recording allowed at the reception? (Discussion on
consent).

4. Group Discussion:

e Discuss the consequences for the shop owner (Arrest, Fine,
Reputation loss) and the technician who installed it (Potential
legal complicity).

Assessment:
o Ability to identify the legal violations.
e Providing correct "Ethical Fixes" for the scenario.

Practice Questions

Fill in the Blanks
1. In a CCTV system, the main purpose of security is to prevent
access, misuse, and tampering of equipment and data.

2. A CCTV Administrator account should always have a strong and
unique to protect system settings.

3. Areas such as toilets, changing rooms, and private bedrooms are
considered spaces and must not be covered by CCTV
cameras.

4. Recording, storing, and sharing CCTV footage must respect a person’s
fundamental to privacy.

5. Capturing and transmitting images of a private area without consent
can be punishable under Section 66E of the Act in India.

6. Keeping extra copies of important video footage on another device or
location is called creating a data

7. When a hard disk containing CCTV footage is no longer needed, it
should be securely so that data cannot be recovered.

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL




CCTV INSTALLATION TECHNICIAN GRADE XII _

Multiple Choice Questions
1. Which statement best describes the role of security in a CCTV
system?

a) It only improves video resolution

b) It controls who can access, view, or change system data
¢) It reduces the number of cameras needed

d) It helps to decorate the premises

2. Which of the following is an example of a privacy violation?

a) Camera at school main gate with a CCTV notice board
b) Camera in the corridor outside classrooms

c) Camera secretly installed inside a trial room

d) Camera monitoring the shop’s cash counter

3. What is the main purpose of user roles like Admin, Operator, and
Viewer?

a) To increase storage space

b) To organize camera names

c) To limit each user’s permissions and control
d) To improve image colour

4. Which action is most appropriate for protecting CCTV data on a
DVR/NVR?

a) Keeping the DVR on an open table near the entrance

b) Using “admin/1234” as the password

c) Locking the DVR in a secure cabinet and using strong passwords
d) Allowing all staff to know the admin password

5. Which of the following is a good data protection practice?
a) Posting interesting CCTV clips on social media

b) Giving footage copies to friends for fun

c) Setting loop recording according to a clear retention policy
d) Leaving old hard disks unformatted in a drawer

6. Ethical CCTV use mainly requires that cameras be:

a) Hidden so that nobody can see them
b) Installed only in places where they look good
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c) Installed openly with proper signage and clear purpose
d) Used to listen to all private conversations

Short Answer Questions
1. Why is it important to change default passwords and create separate
user accounts in a CCTV system?

2. Explain how CCTV surveillance can create privacy concerns if
cameras are placed without proper planning.

3. What are ethical guidelines a CCTV technician should follow when a
client asks to install cameras in sensitive areas?

4. How does proper data protection of CCTV footage help both security
and privacy at the same time?

5. Briefly describe what could happen if CCTV footage from a shop or
school is leaked on social media without consent.

Answer Key
Fill in the Blanks
1. unauthorized
2. password
3. private
4. right
S. IT (Information Technology)
6. backup

7. wiped / destroyed / erased

Multiple Choice
1. b) It controls who can access, view, or change system data

2. c¢) Camera secretly installed inside a trial room

3. ¢) To limit each user’s permissions and control
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4. c) Locking the DVR in a secure cabinet and using strong passwords

5. c¢) Setting loop recording according to a clear retention policy

6. c) Installed openly with proper signage and clear purpose
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UNIT 3 ADVANCE CCTV TECHNIQUES AND
FEATHERS

Session 1-System Scaling
As CCTV systems grow from a single camera to large-scale surveillance
networks, careful planning becomes essential. System scaling refers to the
process of expanding a CCTV setup while maintaining performance,
reliability, and ease of management. A scalable system is one that can
smoothly accommodate more cameras, higher storage needs, greater network
load, and additional security features without major redesign. CCTV systems
expand from single cameras to enterprise networks covering thousands of
square meters. Proper scaling planning prevents costly failures and ensures
continuous coverage.
3.1.1 Planning multicamera installation
Planning a multi-camera installation is one of the most important steps in
designing an effective CCTV surveillance system. When multiple cameras
must work together to secure an area, careful planning ensures that every
critical location is covered, blind spots are minimized, and the system
functions reliably as a whole. A well-designed plan also reduces installation
errors, prevents unnecessary cost, and makes future expansion easier. Multi-
camera planning involves assessing site requirements, selecting appropriate
camera types, deciding mounting locations, planning wiring and power
distribution, and ensuring network and storage readiness. Each of these
elements must be addressed systematically to achieve a professional-grade
monitoring setup. Multi-camera CCTV installations fail 65% of the time due
to inadequate upfront planning, resulting in coverage gaps, power shortages,
and excessive cabling costs. The flowchart of the complete process is shown
below:
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Figure: Multi-camera installation planning process
1. Site Survey and Requirement Analysis
The first step in planning a multi-camera installation is conducting a detailed
site survey. This includes physically inspecting the premises, understanding
customer expectations, and identifying security risks. A site survey map or a
simple floor plan helps in marking entry points, exits, parking areas,
corridors, staircases, cash counters, and other sensitive zones. A detailed site
survey is conducted during both daylight and evening hours to assess lighting
variations and identify all critical protection zones. Once these critical areas
are identified, planners can determine how many cameras are required and
what type they should be.
During requirement analysis, questions such as the following must be
answered clearly:

e« What is the purpose of surveillance—protection, monitoring, evidence?

e Is the system going to be monitored in real time or used primarily for

playback?
e Should the cameras capture broad overviews or detailed facial/number
plate recognition?

e Are lighting conditions stable, low, or highly variable?
These factors influence resolution, lens type, and wide dynamic range (WDR)
needs. Good requirement analysis avoids situations where many cameras are
installed but still fail to record usable footage.
2. Selecting Suitable Camera Types
Multi-camera installations rarely use a single type of camera for the entire
premises. Based on area and purpose, planners choose from dome, bullet,
PTZ, fisheye, and box cameras. For example, dome cameras are ideal for
indoor hallways due to their discreet appearance, while bullet cameras are
preferred outdoors for long-range monitoring. PTZ cameras are used in large
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open areas where pan-tilt-zoom functionality reduces the number of static
cameras required.

Lens selection also plays a key role. Fixed-lens cameras work well in stable
environments, but varifocal lenses are useful when angle and distance must
be adjusted during installation. Ultra-wide lenses help in covering large rooms
with fewer cameras, while narrow lenses are useful for gates and entrances
where identification is important. Choosing the wrong lens may either provide
unnecessary wide coverage with poor detail or a very narrow view missing
important zones. Therefore, multi-camera planning must balance coverage
and clarity through smart selection.
3. Coverage Planning and Positioning
Coverage planning is the heart of multi-camera system design. The goal is to
ensure that all important zones are visible and that overlapping coverage
eliminates blind spots. Cameras should be placed at strategic height—usually
between 8-12 feet—to prevent tampering while still providing a useful angle.
A combination of top-view and side-view placements often gives the best
results.
When multiple cameras are used, planners must ensure that:

« Every entry and exit points have direct and clear coverage.

e Corridors and staircases are covered from both ends if possible.

e Long hallways may require multiple cameras due to lens limitations.

e Outdoor cameras should not face direct sunlight or bright headlights,

which cause glare.
o Cameras intended for identification should be placed at face-level angle,
not too high.

A coverage diagram or camera placement map is usually created during this
stage. This map shows each camera’s field of view, approximate distance, and
blind spots. Planners also consider mounting options such as wall mounts,
ceiling mounts, pole mounts, and specialized brackets. Proper coverage
design ensures that cameras complement each other instead of unnecessarily
duplicating views.
4. Cable Routing and Power Requirements
A multi-camera setup requires careful planning of cable paths for both data
and power. Typically, power supplies (SMPS), PoE (Power over Ethernet)
switches, conduits, cable lengths, and junction boxes must be decided well in
advance. Efficient routing avoids long cable runs, reduces signal loss, and
minimizes damage risk.
For IP camera installations, PoE networking simplifies wiring because a single
Cat-5e or Cat-6 cable carries both data and power. However, planners must
ensure that PoE budget of the switch is adequate for all connected cameras.
For analog or HD-over-coax systems, Siamese cables are used to carry video
and power separately. In both cases, cable quality, shielding, and maximum
distance limitations must be considered. Planners also estimate overall power

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL




CCTV INSTALLATION TECHNICIAN GRADE XII m

consumption and design backup systems such as UPS to keep the cameras
running during outages.
5. Storage, Bandwidth, and Network Planning
Large multi-camera setups generate heavy data traffic. Therefore, recording
storage and network capacity must be carefully calculated. Factors such as
resolution (1080p, 4MP, 8MP), frame rate, compression technology
(H.265/H.265+), and retention period (15/30/60 days) influence storage
requirements. NVRs or DVRs must be selected accordingly, with enough hard
disk bays and sufficient throughput to handle multiple streams.
Similarly, network planning ensures that switches, routers, and cables
support the required bandwidth. A separate VLAN for CCTV traffic is often
recommended for large installations. Poor network design can lead to lag,
frame drops, or complete camera disconnections. Hence, planners must check
uplink speeds, switch backplane capacity, and cable quality.
6. Integration, Testing, and Documentation
Once planning is complete and installation begins, integration of all
components is performed. This includes assigning IP addresses, configuring
recording schedules, setting motion detection zones, and adjusting image
parameters such as brightness and exposure. After installation, a thorough
test is conducted to verify coverage, night vision, playback quality, and remote
access functionality.
Finally, documentation is prepared. This includes the layout map, camera
list, cable routing diagrams, IP plan, power plan, and user instructions. Good
documentation helps future technicians maintain and expand the system
easily. The survey team documents property dimensions, measures all
potential cable runs (remembering Ethernet's 100m maximum distance
without repeaters), identifies existing power sources and network closets,
notes environmental factors like weather exposure and temperature extremes,
and verifies compliance with local privacy laws requiring signage and
restricted recording zones. A graphical site survey plan is shown in the figure;
details of the site plan are:
Site Layout Floor Plan (Top-Down View):
e Blue dots (16 cameras): Perimeter wide-angle units positioned at
corners and building edges
e Green dots (28 cameras): Fixed cameras along internal walkways
spaced precisely at 20m intervals
e Red icons (8 cameras): PTZ cameras strategically placed in centre
court areas for flexible coverage
e Yellow triangles (4 cameras): ANPR cameras at all vehicle entrances
capturing license plates
o Coverage zones: Color-coded areas showing blue perimeter protection,
green walkway monitoring, red centre court sweeps
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Figure: Site survey plot for a multi-camera installation in a shopping mall
3.1.2 Camera Coverage Planning
Camera coverage planning is one of the most essential tasks in the design and
installation of a CCTV surveillance system. A camera is useful only when it
captures the right area with the right clarity. Many installations fail not
because the camera is of poor quality, but because it was placed incorrectly,
at the wrong height, or with an unsuitable lens. Therefore, camera coverage
planning ensures that every important zone is clearly visible, blind spots are
eliminated, and the security objectives of the system are fully achieved.
Camera coverage refers to the portion of space or area that a camera can
observe and record. The main purpose of coverage planning is to ensure that
the field of view (FOV) of each camera matches the security requirement of the
area. Good coverage planning improves visibility, prevents security lapses,
and makes the entire CCTV system more effective. If not planned properly,
the system may miss important events, capture blurred images, or leave
critical spots unmonitored. Coverage planning is important because it directly
affects:

e The number of cameras required

e Image clarity and identification capability

e Cost of installation

e Overall security performance
A well-designed coverage plan allows cameras to work together, complement
each other, and provide complete surveillance.
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1. Identifying Critical Areas

Before determining where cameras should be placed, it is necessary to identify
the locations that need monitoring. These areas are known as critical zones.
They generally include entrances and exits, gates, parking areas, corridors,
staircases, store rooms, cash counters, playgrounds, reception areas, and
isolated corners. Each critical area has a specific purpose, and the type of
coverage required varies accordingly. For example, entrances require clear
face recognition, corridors require long-distance monitoring, and large halls
require wide-area visibility. Identifying these zones is the foundation of
camera coverage planning.

2. Field of View (FOV) and Lens Selection

The Field of View (FOV) is the width and range of the area visible through the
camera lens. FOV depends mainly on the lens type and focal length. A wide-
angle lens provides a broad view but with less detail, whereas a narrow-angle
lens captures a limited area with greater clarity and zoom. Selecting the
correct lens is one of the most important steps in coverage planning. Lens
selection must match the security objective of the location. The coverage width
formula is:

0
W=H><tan(§)

calculates the protected area where W represents width in meters, H is
mounting height, and 6 is HFOV in degrees. A 2.8mm lens provides 105° HFOV
suitable for 3m mounting heights covering 12m widths at lobbies and
entrances. The 4.0mm lens with 87° HFOV mounted at 3.5m covers 15m
widths along corridors. For parking lots, 6.0mm lenses at 4m height deliver
18m coverage while 12.0mm lenses mounted at 6m provide targeted 22m
coverage for perimeter detection. Varifocal lenses offer adjustable coverage
from 20 — 90° for flexible applications.

3. Camera Placement and Mounting Height

The position and height at which a camera is installed influence the quality
and effectiveness of coverage. A camera mounted too high may capture only
the tops of people’s heads, making identification difficult. Conversely, a
camera mounted too low may be vulnerable to tampering. In general, indoor
cameras should be installed between 8 and 12 feet, while outdoor cameras
are placed between 12 and 15 feet depending on the structure. For large open
spaces such as playgrounds, cameras may be mounted on high poles. The
angle of the camera is equally important. Cameras should be positioned so
that they face the area of interest without looking directly toward bright light
sources such as sunlight or vehicle headlights. A downward tilt provides
better visibility while reducing glare.

5. Avoiding Blind Spots

A blind spot is an area that the camera cannot see. Proper coverage planning
aims to eliminate blind spots completely. In multi-camera installations, the
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fields of view should overlap slightly to ensure continuous coverage. Corridors
should be covered from both ends if possible. Staircases should have at least
one camera covering the upward and downward movement. In large rooms,
two cameras placed at opposite corners can provide complete coverage. Blind
spot elimination is crucial because even a small uncovered area can become
a security risk.

6. Coverage Planning for Different Types of Areas

Different locations require different coverage strategies:

a) Entrances and Exits: These areas require clear identification of individuals
entering or leaving the premises. Cameras should be placed at a height that
aligns with the face level. Backlighting must be avoided. A narrow-angle lens
is usually preferred for clarity.

b) Corridors and Hallways: Corridors are long and narrow; hence they
require cameras with longer focal lengths. A single camera may cover an entire
hallway, but longer hallways may need two cameras.

c) Large Rooms and Halls: Wide and open areas need wide-angle coverage.
Fisheye or dome cameras may be used for maximum visibility. Placing
cameras at diagonally opposite corners is an effective method.

d) Outdoor Locations: Outdoor coverage must account for weather, lighting
changes, and long distances. Bullet cameras or PTZ cameras with infrared
capabilities are often preferred.

7. Lighting Considerations in Coverage Planning

Lighting is one of the most significant factors affecting coverage quality. Poor
lighting can reduce visibility and result in unclear recordings. Planners must
study the natural and artificial lighting conditions of each area. Wide Dynamic
Range (WDR) cameras are helpful in locations with contrasting lighting, such
as entrances facing sunlight. Additional lighting may be required in dark
corners to ensure proper night vision.

8. Pixel Density Standards for Evidence Quality

Pixel density determines identification capability across three Ilevels:
observation (25 pixels/m for general monitoring), recognition (80 pixels/m for
known individuals), and identification (120+ pixels/m for courtroom
evidence). A 4MP camera at 40m provides observation quality while the same
camera at 25m achieves recognition and requires only 20m distance for
identification standards. Critical areas like ATM machines and cash registers
demand 250 pixels/m using 8MP cameras with 6mm lenses mounted at 2.5m.
Coverage plans verify all protection zones meet minimum pixel density
through calculations or manufacturer FOV calculators.

9. Steps in Camera Coverage Planning

The process of planning camera coverage can be carried out in a series of
simple steps, a visual representation is depicted in figure:
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Conduct a site survey.

Identify critical zones and determine security objectives.

Select appropriate lens types based on required coverage.

Decide placement, height, and angle for each camera.

Prepare coverage diagrams and check for blind spots.

Consider lighting conditions and choose compatible camera features.
Finalize the placement plan and proceed with installation.
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Figure: Detail steps for CCTV camera coverage

Camera coverage planning is a systematic and essential part of CCTV design.
It combines technical understanding with practical decision-making. By
carefully selecting the correct lenses, angles, heights, and positions, installers
can ensure maximum coverage, high-quality footage, and efficient use of
equipment. Properly planned coverage contributes significantly to the overall
effectiveness and reliability of the surveillance system, making it a vital skill
for students and professionals in the field of security technology.

Campus Coverage Example: A five-building university campus totalling
25,000m? will typically deploy 48 cameras to achieve 99.3% coverage. Each
building will receive 8-12 cameras with four wide-angle corner units
complemented by corridor-mounted fixed cameras. Stairwells will represent
only 0.7% blind coverage addressed by motion sensors integrated with the
CCTV VMS.

3.1.3 Power Management

Power management is a critical component of any CCTV surveillance system.
While cameras, recorders, and networks often receive the most attention, the
system ultimately depends on reliable and stable power to function effectively.
Even the best-quality cameras fail when the power supply is inconsistent,
improperly distributed, or unable to support the load. Therefore, power
management ensures that every device receives the correct voltage, current,
and backup support necessary for uninterrupted operation.
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Power management prevents 45% of CCTV outages through precise budgeting
of camera, NVR, and network equipment loads. Standard 4MP dome cameras
consume 3.2W idle rising to 6.5W maximum and 8.0W peak with infrared
illumination active. 8MP bullet cameras draw 4.0-10.0W depending on wide
dynamic range processing. PTZ cameras represent highest loads at 12W idle,
25W operational, and 40W peak with heaters active in cold climates. 360°
fisheye cameras require 7.5-18.0W for panoramic stitching while ANPR
cameras consume 6-15W including license plate illumination. All modern
cameras utilize IEEE 802.3af/at PoE standards eliminating separate power
wiring.
1. Importance of Power Management
Power management refers to the systematic planning, distribution,
monitoring, and protection of electrical power for all components in a CCTV
system. Its main purpose is to maintain stable operation, prevent device
failure, and reduce the risk of data loss. A poorly planned power system may
lead to flickering video, camera shutdowns, burning of components, or even
complete system failure. In security environments such as banks, schools,
offices, and public spaces, power reliability is more important than ever,
because any interruption can lead to loss of evidence or breach of security.
Effective power management ensures:

e Continuous functioning of cameras and NVR/DVR

e Prevention of voltage fluctuations and overload

o Longer life of equipment

e Proper utilization of power sources

e Stable recording and monitoring

2. Power Sources in CCTV Systems

CCTV systems generally use two main types of power sources:

a) Direct Power Supply: This is provided through AC mains, usually stepped
down to DC using adapters or SMPS (Switched Mode Power Supply). Each
camera may use an individual adapter, or multiple cameras may share a
common power box. This method is typically used in analog and HD-over-
coax systems.

b) Power over Ethernet (PoE): PoE is widely used in IP camera setups. A
single Ethernet cable (Cat6) carries both power and data to the camera. PoE
switches, PoE injectors, and PoE NVRs are common methods of delivering
power in such systems. PoE provides greater safety, easier wiring, and
centralized power distribution.

3. Calculating Power Requirements

Accurate calculation ensures that each device receives sufficient current
without overloading the power supply. For PoE systems, the PoE budget (total
wattage) must be calculated. If a switch supports 120W PoE output and each
camera consumes 10W, a maximum of 12 cameras can be supported safely.
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Good power planning prevents overload and ensures reliable performance.
The various steps are shown below:

! Check voltage
Identify camera requirements
and devices

(NVR, router,

Compute total
current (20%-

Select power

Verify Current supply

ratings and
requirements

Cameras - 12 V

PoE switch, bC
display monitor) IP over PoE -
48 V

50%) margin
for safety

according to
requirements

Figure: Basic-steps in power calculation

4. Power Budget Calculation
The PoE budget calculation will be done according to the formula:
P =1.25x Y.(Max Power)
This accounts for worst case scenario, simultaneously maximum power
loading plus safety margin. A 32-camera system comprising twenty 8W domes
(160W), eight 25W PTZ units (200W), and four 15W fisheye cameras (60W)
totals 420W before applying the 1.25 safety factor yielding 525W required
budget.
PoE switch selection follows capacity-based logic: 1-8 cameras require 8-
port/120W switches, 9-24 cameras need 24-port/370W units, 25-48 cameras
demand 48-port/600W+ switches, and systems exceeding 49 cameras deploy
managed core switches with distribution layer PoE switches. The UPS runtime
formula
UPS Wh x 0.85
Total Load (W)

determines backup requirements. A 525W CCTV system requires 260 Watt-
hours (Wh) UPS capacity for 30-minute runtime during power failures.
5. Power Cabling and Distance Considerations
Voltage drop is an important factor in power management. When power
travels through long cables, the voltage may decrease, causing cameras to
malfunction.
Key Practices:

o Keep cable lengths within recommended limits.

o Use thicker cables for longer distances to reduce voltage drop.

o Place power supplies closer to the camera clusters.

o For long-distance transmissions, prefer PoE or fiber-based solutions.

Runtime (mins) =
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Poor cabling or thin wires can cause cameras to restart frequently or night
vision IR LEDs to fail.

6. Backup Power and Power Protection

To ensure 24x7 operation, a CCTV system requires power backup and
protection from electrical disturbances. Reliable backup mechanisms ensure
that the surveillance system remains operational even during emergencies.

a) UPS (Uninterruptible Power Supply): A UPS ensures that the NVR/DVR,
PoE switch, and critical cameras run during power outages. It prevents
sudden shutdowns which can corrupt recordings. PoE switch selection follows
capacity-based logic: 1-8 cameras require 8-port/120W switches, 9-24
cameras need 24-port/370W units, 25-48 cameras demand 48-port/600W+
switches, and systems exceeding 49 cameras deploy managed core switches
with distribution layer PoE switches. The UPS runtime formula

UPS Wh x 0.85

Total Load (W)
determines backup requirements. A 525W CCTV system requires 260 Watt-
hours (Wh) UPS capacity for 30-minute runtime during power failures.
b) Stabilizers and Surge Protectors: These protect cameras and NVRs from
voltage spikes caused by lightning or sudden changes in the electrical grid.
c) Inverters and Battery Systems: Large installations may require heavy-
duty inverters or battery banks to maintain power during long outages.

Runtime (mins) =

7. Power Distribution in Multi-Camera Installations
In multi-camera setups, power distribution must be organized and safe. A
structured approach includes:

e Using dedicated SMPS boxes for grouped areas

e Labelling power cables for troubleshooting

e Avoiding loose wires or overloaded adapters

e Ensuring all connections are insulated and secure

e Separating power cables from data cables wherever possible
Centralized power systems make maintenance easier, while decentralized
power reduces the impact of individual failures.

3.1.4 System Integration

System Integration is one of the most crucial stages in building a reliable,
scalable, and efficient CCTV surveillance setup. While planning, installing,
and configuring individual cameras are important steps, a security system
only becomes powerful when all its components work together smoothly.
System integration ensures that cameras, networking devices, storage
systems, monitoring tools, alarms, and software platforms function as one
unified solution. It refers to the process of interconnecting different hardware
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and software elements to create a coordinated system. The goal is seamless
communication, efficient data flow, and centralized control. In CCTV
installations, this involves linking:

e Cameras (IP, analog, PTZ, etc.)

e Network infrastructure (switches, routers, PoE injectors)

e Recording and storage systems (NVRs, DVRs, cloud storage)

e Monitoring systems (video management software, control rooms)

e Supporting components (UPS, alarms, access control, sensors)

1. Importance of System Integration
For modern smart campuses, malls, hospitals, or industries, integration is
the backbone that connects all surveillance operations. A well-integrated
system offers several advantages:
1. Centralized Management — Cameras and devices are controlled and
monitored from a single interface.
2. Higher Reliability — Integrated systems reduce conflict between
devices and improve uptime.
3. Improved Security - Integration ensures fast alerts, automated
responses, and secure storage of footage.
4. Better User Experience — Operators can easily search footage, view live
streams, and manage settings.
5. Scalability - New cameras or features can be added without disrupting
the existing setup.

2. Key Components Involved in Integration
The key components to be integrated for deployment of CCTV surveillance
system are:
a. Cameras: Different types of cameras (bullet, dome, PTZ, fisheye) must be
compatible with the system. For IP cameras, ONVIF compliance ensures
interoperability with a wide variety of NVRs and software.
b. Video Management System (VMS): This software acts as the command
center. It enables live monitoring, playback, analytics, user permissions, and
health-monitoring of devices.
c. Storage Devices: NVRs, NAS units, and cloud platforms must be properly
integrated to ensure continuous recording, data backups, and retrieval.
d. Networking Components: Switches (especially PoE), routers, and cabling
must support the bandwidth required for high-resolution video streams.
e. Auxiliary Systems

e Access control (RFID, biometric)

e Intrusion alarms

e Motion sensors

o Fire safety systems
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3. Steps in System Integration

System integration is a step-by-step process.

Step 1: Requirement Analysis: Before integration, technicians identify
various features like purpose of surveillance, number of cameras, storage
duration, network capabilities and other required additional features like
motion detection or facial recognition to ensure every component selected
matches the system’s goals

Step 2: Compatibility Check: All devices should speak a common
“language.” For IP cameras, ONVIF and RTSP protocols help in cross-brand
integration. For analog systems, BNC connectors and signal formats (TVI, CVI,
AHD) must match the DVR.

Step 3: Network Planning: This includes assigning IP addresses to cameras
connected on the network, configuring VLANs for video traffic, ensuring
sufficient bandwidth for switches and routers and designing a stable pathway
for video streams. It is desired that the network is well-structured to prevent
lag, jitter, and video loss.

Step 4: Physical Integration: Connecting cameras, switches, NVRs, and
monitors physically using cables and power sources. Ensuring cable length
limits (100m for Ethernet) and avoiding interference are essential.

Step 5: Software Integration: The VMS is installed, and all devices are
added to the platform. Settings like frame rate, resolution, alerts, and
recording schedules are configured. Integrations with alarms or analytics
software are enabled at this stage.

Step 6: Testing and Troubleshooting: Technicians test live viewing,
playback, alerts, and networking. Any issues like IP conflicts, low bandwidth,
weak Wi-Fi, or storage errors are fixed before deployment.

Step 7: Documentation: A system diagram, device list, IP plan, and user
manual are prepared. This helps future maintenance and upgrades.

Step 8: Integration with Modern Technologies (if required): With cloud
computing, many CCTV systems now upload footage to cloud storage for
remote access and secure backups. Integration ensures encrypted
transmission and stable synchronization. Therefore, integrating the cloud

storage will require internet connectivity with the cloud. Al systems will be
used to detect motion, human figures, vehicles, number plate detection etc.
Integration with Al requires specialized serves or smart NVRs. Users can view
cameras on mobile apps, receive push notifications, or control systems
through IoT dashboards. This requires proper API and network
configurations.

System Integration is the backbone of any professional CCTV security setup.
It transforms isolated components into a cohesive surveillance network where
every device collaborates efficiently. For Grade 12 students studying security
systems, understanding integration provides essential foundational
knowledge for careers in electronics, IT networking, and security technology.
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By mastering integration principles, students gain the ability to design
scalable and reliable surveillance systems suited for modern smart

environments.

Points to Remember:

e System scaling means planning CCTV growth so more cameras, storage,
and network load can be added without redesign or loss of performance.

e Multi-camera installations must start with a detailed site survey, risk
assessment, and coverage map to avoid blind spots, wasted cameras,
and excessive cabling.

e Camera coverage planning (FOV, lens choice, mounting height, overlap,
pixel density) directly affects image clarity, identification capability, and
total camera count.

e Power management (PoE budget, voltage drop, UPS, surge protection) is
critical, as many CCTV outages are caused by under-sized or poorly
distributed power.

e System integration links cameras, network, storage, VMS, and auxiliary
systems (access control, alarms, cloud/Al) into a centralized, scalable,
and secure surveillance platform.

Lessons Learned:

e Detailed site surveys prevent 65% of scaling failures by identifying
coverage gaps, cable routes, power sources, and compliance needs before
installation begins.

e Match lens FOV and pixel density to security goals — wide-angle for
overview (25 px/m), narrow for identification (120+ px/m) to optimize
camera count and evidence quality.

e Calculate PoE power budgets with 25% safety margin to avoid camera
dropouts during peak loads like IR activation.

e Overlap camera fields of view by 25% minimum and verify no blind spots
exceed 2m to ensure continuous coverage across multi-camera
deployments.

e Use ONVIF standards and VLAN segmentation for seamless system
integration, enabling cameras, NVRs, VMS, alarms, and cloud services
to work as a unified, scalable platform.

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL




CCTV INSTALLATION TECHNICIAN GRADE XII m

Fill in the blanks

1. Multi-camera installations fail 65% of the time due to inadequate
upfront planning, resulting in coverage gaps and power shortages.

2. Camera coverage planning must ensure 25% minimum FOV overlap
between adjacent cameras to eliminate blind spots larger than 2m.

3. PoE power budget is calculated as Total Power = (Sum of Max Watts)
x 1.25 safety margin to handle peak loads like IR activation.

4. ONVIF standards enable seamless integration between cameras from
different manufacturers and various NVR/VMS platforms.

5. Critical areas like entrances require 120+ pixels/m pixel density for
facial identification, while general monitoring needs only 25 pixels/m

Objective Questions
1. What is the primary purpose of system scaling in CCTV surveillance?
a) Reducing camera costs
b) Expanding setups while maintaining performance and reliability
c) Installing only wireless cameras
d) Using only PTZ cameras
2. The first step in multi-camera installation planning is:
a) Selecting camera types
b) Conducting a detailed site survey
c) Calculating PoE budget
d) Configuring NVR settings
3. Camera coverage planning primarily focuses on:
a) Matching field of view and lens type to security objectives
b) Installing the maximum number of cameras
c) Using only wide-angle lenses
d) Placing all cameras at the same height
4. Power management in CCTV systems ensures:
a) Stable voltage delivery to all devices with surge protection
b) Using only wireless power sources
c) Installing cameras without backup power
d) Sharing one power adapter for all cameras
5. System integration in CCTV refers to:
a) Connecting cameras, networks, storage, and VMS as one unified
solution
b) Installing cameras separately from recorders
c) Using only analog cameras
d) Avoiding network connectivity
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Experiment-1: Set Up Multiple Cameras on NVR and Verify
Simultaneous Streaming Without Lag
Objective
e To configure multiple IP cameras on an NVR.
e To observe and verify that all cameras can stream live video
simultaneously without noticeable lag, freezing, or frame drops.
e To relate video performance to basic network and NVR limitations
(bandwidth and processing).
Requirements
1. 1 NVR with at least 4 IP channels (PoE NVR preferred).
3—4 IP cameras (fixed dome or bullet).
PoE switch or PoE ports on NVR.
Network cables (CatSe/Cat6) for each camera and NVR.
Monitor connected to NVR (HDMI/VGA).
6. Optional: Laptop on same network (for ping / web access).
Instructions
Part A: Basic Connection and Camera Addition
1. Physical Connections
o Connect NVR to monitor and power it ON.
o Connect each IP camera to a PoE port on the NVR or PoE
switch.
o Ensure the NVR is connected to the same network/switch as
the cameras (if not directly PoE).
2. Initial Checks
o Verify power LEDs on cameras are ON.
o Confirm NVR boots to main screen without errors.
3. Add Cameras to NVR
o Login to NVR (use local display and mouse).
o Go to Camera Management / Device Management.
o Use “Auto-search” / “Add” to detect IP cameras.
o Add all available cameras (3—4) and confirm status shows
Online / Connected.
4. Verify Individual Streams
o View each camera one by one in full-screen mode.
o Check basic quality: clear image, no freezing, correct

S

orientation.
Part B: Simultaneous Streaming and Lag Check
5. Multi-View Display
o Switch NVR to 4-split view (or 8-split if available).
o Ensure all configured cameras are visible simultaneously.
6. Lag Observation
o Ask a friend/student to walk across the camera field of view (or
wave hands) so motion is visible.

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL




CCTV INSTALLATION TECHNICIAN GRADE XII

o Watch all camera windows at once and look for:
= Freezing or jitter.
= Large delay between real movement and displayed video.
= Any camera that stops updating.
7. Adjust Settings if Lag Appears
o On NVR, open Encode / Video Settings for each camera.
o Reduce one setting at a time (e.g., lower resolution or frame rate
or bitrate).
o Return to multi-view and observe if lag or freezing improves.
o Note which setting changes have visible effect.
Part C: Recording and Playback (Quick Check)
9. Enable Recording
o Ensure recording schedule is set to Continuous for these
cameras during lab time.
o Let the system run for at least 5-10 minutes.
10. Playback Test
o Stop live view and open Playback.
o Select one time period from the last 5-10 minutes.
o Play back all cameras together in multi-view and observe:
= Smoothness of playback.
= Any missing segments or stutter.

Assessment:

1. Why is it important to test multiple cameras streaming at the same time,
instead of just one?

2. Name two reasons why video may lag or freeze when many cameras are
viewed together.

3. Which camera settings can be reduced to improve performance on a
limited network or NVR?

4. What does the NVR do when its recording bandwidth or processing limit
is exceeded?

Experiment-2: Calculate Total Power for PoOE Cameras and Identify
Non-PoE Power Requirements

Objective:

e Calculate total PoE power budget required for a multi-camera CCTV
system using manufacturer specifications.

o Identify cameras requiring separate non-PoE power supplies and
determine appropriate adapters.

o Verify power calculations against PoE switch capacity to prevent overload
failures.
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e Understand voltage drop considerations for cable lengths in real
installations.

Requirements:
e Manufacturer datasheets for 6 different cameras (printouts or PDFs)
o Sample PoE switch specification sheet (48-port, 370W budget)
e Calculator or spreadsheet software
o Sample power adapters (12V DC, 24V AC for demonstration)
e Multimeter (for voltage verification)
o Ethernet cables of different lengths (5m, 30m, SOm)

Instructions:

List PoE requirements from the data sheet
Calculate the total PoE

From datasheet verify per port limits
Calculate non-PoE adapter requirements
Select appropriate power supplies

S

e Thermal: Recommend 12V 2A adapter (covers 1A + margin)
e ANPR: Recommend 24V AC 1A transformer
6. Measure Voltage Drop Test
e Connect multimeter across 5Sm cable: Record voltage drop
e Connect across 50m cable: Record voltage drop
7. Determine Safe Cable Lengths

Assessment

1. Why do we add 25% safety margin to PoE calculations?

2. What happens if a 25W PTZ camera is connected to a standard 15.4W
PoE port?

3. Name two advantages of PoE over separate power adapters.

4. When would voltage drop become critical in CCTV installations?

5. Recommend power solution for a remote camera 150m from power
source.

Experiment-3: Design CCTV Layout for Optimal Coverage of a Building
or Outdoor Area

Objective:

e Design a CCTV camera layout for a given building or outdoor area
ensuring 98%+ coverage with minimal blind spots.

e Apply coverage planning principles (FOV, lens selection, pixel density,
overlap).
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e Calculate required camera count, types, and positions for different
security objectives.
o Create professional coverage diagrams and justify design decisions.

Requirements:
1. Building floor plan or outdoor site map (printed A3 size)
2. CCTV camera specification sheets (4 types: wide-angle, standard,
PTZ, narrow)
Colored markers/pens (blue, green, red, yellow)
Ruler, protractor, or scale tool
Calculator for FOV calculations
Coverage planning worksheet

o Uk

Instructions
Part A: Site Analysis
1. Study the Floor Plan/Site Map
o Identify critical zones (Red = High risk, Yellow = Medium, Green =
Low)
e Mark: Entrances, corridors, cash points, blind corners, staircases
2. Determine Security Objectives: Area type, pixel density required.
3. Select Camera Types for Each Zone: wide-angle, standard, narrow,
PTZ
4. Draw Camera Positions on Floor Plan
e Use colored dots for camera locations:
e Blue = Wide-angle
e Green = Standard
e Red =PTZ
e Yellow = Narrow
e Draw FOV arcs showing coverage areas
e Ensure 25% overlap between adjacent cameras
e Mark any remaining blind spots (<2m width acceptable)
5. Calculate Total Coverage
6. Pixel Density Check for Critical Areas

Assessment:
1. Why did you choose wide-angle cameras for the entrance?
2. How did you ensure no blind spots >2m?
3. What pixel density did you achieve at the cash counter?
4. Why 25% FOV overlap between cameras?
5. How would you modify this design for night-only coverage?
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Session 2 - Advanced Features

Advanced CCTV systems go far beyond simple video recording. Modern
installations integrate Al, networking, and intelligent analytics to improve
security, efficiency, and situational awareness. Modern CCTV systems feature
Al-driven analytics, ultra-high-definition imaging, and advanced night vision

7 Intelligent Motion

Detection :

smart

i
1} +=

5 Auto

- Heat

Tracking 3
w Motion Mapping

Object Recognition

Figure: Glimpse of advance CCTV features.

Advance CCTV cameras use Al and deep learning to analyze video in real time.
They are enabled with motion detection and objection recognition features
that can distinguish between humans, vehicles and animals. Buildings and
houses feature with intrusion detection and perimeter protection. Line
crossing and entry and exit detection, facial recognition and analysis,
movement tracking are some of the advanced features that are now available
with CCTV systems. Crowd density analysis, people count in malls, offices,
streets etc. are possible by combining CCTV video footage with Al techniques.
Al analytics is used to analyse behavioural patterns and detect loitering or
threats, thereby reducing false alarms by up to 90%. License plate recognition
(ANPR) and predictive threat assessment further automate responses, with
edge processing on cameras minimizing latency. These align with IP CCTV
setups using PoE and static IPs for reliable remote access in networked
environments.

With the advancement of technology, image capturing and acquisition are
raised to another level. Cameras feature 4K/8K resolutions, provide sharp
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details for identification at a distance, along with full-colour night vision via
low-light sensors and extended IR up to 200 meters and also feature thermal
imaging for heat signatures. Smart zoom retains quality without pixel loss,
enhancing evidence collection.

Modern CCTV systems support event-based recording which helps to
minimize storage space and evidence search. Rather than storing the
continuous videos, the camera records on certain triggers like motion
detection, tampering, alarm-based etc.

Cloud storage has enabled remote access monitoring, multi-location
monitoring and offsite backup. Through multi-location monitoring,
movements can be traced by the video captured by CCTV cameras at different
locations. Remote monitoring also supports automatic push notifications,
emalil alerts in case of malicious activities recorded via CCTV cameras.
Overall, advanced CCTV systems combine different techniques like AlI,
networking and intelligent analytics for better decision making. Actionable
information gathered after analysis have known to reduce security risks, false
alarms and storage space. Modern CCTV systems have become an integral
part of smart cities, enterprises, campuses and industrial environments.

3.2.1 Al-enabled cameras

Al-enabled cameras integrate machine learning for real-time video analytics,
transforming passive recording into proactive threat detection in CCTV
systems. These represent the next generation of video surveillance systems,
combining traditional imaging hardware with artificial intelligence and
machine learning algorithms. Unlike conventional CCTV systems that merely
capture and store video footage, Al-enabled cameras can analyse video data
in real time and make intelligent decisions based on detected patterns and
objects. These mark a paradigm shift from reactive recording to intelligent
surveillance, embedding neural networks directly into hardware for on-device
processing.

Al enabled CCTV cameras use deep learning to classify objects—
distinguishing humans, vehicles, or animals—while performing facial
recognition, license plate reading (ANPR), and behaviour analysis like loitering
or falls. Edge processing on the camera itself enables instant alerts for
anomalies, reducing false alarms by filtering normal motion such as wind or
pets. Predictive analytics reviews past footage to forecast risks, supporting
applications in IP CCTV with PoE for low-latency remote access.

Some key benefits of using Al-enabled cameras include:

1. Proactive security cuts response times, with 24 /7 monitoring free from
human fatigue; systems trigger alarms for intrusions or crowds without
constant oversight.

1. Integration with IoT and cloud platforms allows seamless connectivity
to alarms or access controls, optimizing bandwidth via H.265 in
networked setups.
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1. Retail and campuses gain from theft prevention and low-latency edge
Al, enhancing evidence quality in 4K/8K feeds.

1. Leverage on computer vision for real-time object detection, facial
biometrics, and anomaly flagging—reducing false positives by 90%
through contextual learning. These cameras understanding what is
happening in a scene rather than just detecting movement to reduce
false alarms caused by rain, shadows, or moving vegetation.

1. Features like PTZ auto-tracking, thermal fusion for =zero-light
conditions, and generative Al for scenario simulation empower
predictive policing, spotting unattended items or aggressive gestures
before escalation.

1. Another important advantage is efficient data management. Al cameras
use event-based recording and smart search features, allowing users to
quickly retrieve specific incidents without manually reviewing hours of
footage. Many systems integrate with cloud platforms, mobile
applications, and centralized video management systems for remote
monitoring.

Figure: Al enabled CCTV Camera Surveillance
In 2025 deployments, edge Al minimized cloud dependency, slashing latency
for PoE IP cameras in labs or enterprises. Static IPs and port forwarding
ensured stable remote feeds. The various benefits are:

a. efficiency, automating nearly 80% of monitoring tasks, scalability, and

integration with VSaa$S for hybrid storage.

b. Retailers curb shrinkage via ALPR and dwell-time alerts;

c. campuses deploy solar variants for remote perimeters.
Future trends point to multimodal Al fusing video with audio/IoT sensors,
aligning upcoming Industry 5.0 for ultra-reliable surveillance. Al-enabled
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CCTV cameras enhance accuracy, automation, and situational awareness,
thereby transforming CCTV from a passive recording tool into an intelligent
surveillance solution that supports proactive security and operational
efficiency.
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3.2.2 Facial recognition overview

Facial recognition is an advanced feature of modern Al-enabled CCTV systems
that allows automatic identification or verification of individuals by analysing
facial characteristics captured in video footage. Unlike traditional CCTV,
which only records visual evidence, facial recognition transforms surveillance
into an intelligent and proactive security tool. It begins with face detection;
the camera or video management software locates human faces within a video
frame. Once detected, the system extracts distinctive facial features such as
the distance between the eyes, nose shape, jawline, and facial contours. These
features are converted into a mathematical template known as a faceprint.
The faceprint is then compared with templates stored in a database to identify
or verify an individual. Algorithms detect faces via edge detection and
landmark mapping (eyes, nose, jawline), creating biometric templates
compared at 99% accuracy even in low light or angles up to 45 degrees.
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Figure: Step-by-step facial recognition

Facial recognition in CCTV can operate in real-time or in post-event analysis.
In real-time mode, the system instantly alerts security personnel when a
match is found, such as a blacklisted individual entering a restricted area. In
forensic mode, recorded footage can be searched to track an individual’s
movement across multiple cameras, which is particularly useful in
investigations. Integrated with IP cameras over PoE networks, it supports edge
processing to minimize latency, alerting via apps or sirens upon matches to
watchlists of suspects or employees. This technology is widely used in
airports, railway stations, campuses, commercial complexes, and smart
cities. It enhances access control, supports suspect identification, and
improves public safety. Integration with other systems such as access control
and alarm systems further strengthens security operations.
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Figure: Face detection in CCTV video (marked by red box)
However, this also raises privacy and ethical concerns. Proper data protection,
encryption, user access control, and compliance with legal regulations are
essential. When implemented responsibly, facial recognition significantly
improves the effectiveness and intelligence of CCTV surveillance systems.
3.2.3 Video Analytics
Video analytics in CCTV cameras uses software algorithms and artificial
intelligence (Al) to automatically analyse live or recorded video footage to
extract meaningful information. It enables cameras to understand events and
activities occurring within the monitored area to transform surveillance into
an intelligent system. Modern video analytics uses computer vision and deep
learning techniques to detect, classify, and track objects such as people,
vehicles, and other moving entities. Common analytical functions include
intelligent motion detection, line-crossing detection, intrusion detection,
loitering detection, people counting, and object tracking. Advanced systems
can also identify abnormal behaviours, abandoned objects, or crowd
congestion in public areas.
A key advantage of video analytics is the reduction of false alarms. Traditional
motion detection often triggers alerts due to shadows, rain, or moving foliage.
Video analytics filters such disturbances by recognizing the actual nature of
objects, ensuring alerts are generated only for relevant events. This
significantly improves operational efficiency and response accuracy. Video
analytics can operate in real-time, where alerts are instantly sent to security
personnel, or in forensic mode, allowing quick searches through recorded
footage based on attributes such as time, location, or event type. Integration
with Video Management Systems (VMS), access control, and alarm systems
further enhances security automation.
These technologies are widely applied in smart cities, airports, railway
stations, retail stores, industrial facilities, and campuses. In retail, video
analytics supports customer footfall analysis, while in traffic surveillance it
enables vehicle counting and violation detection.
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Figure: Traffic monitoring using Video Analytics based CCTV System
Overall, video analytics enhances the effectiveness of CCTV systems by
enabling proactive monitoring, efficient data usage, and informed decision-
making, making it an essential feature of modern intelligent surveillance
solutions.

3.2.4 Secure data storage options
Secure data storage is a critical component of CCTV systems, as surveillance
footage often contains sensitive and legally significant information. Modern
CCTV installations use a combination of local, network-based, and cloud
storage solutions along with strong security mechanisms to ensure data
confidentiality, integrity, and availability. Local storage includes Digital
Video Recorders (DVRs) and Network Video Recorders (NVRs), where video
data is stored on internal hard drives. These systems offer controlled access,
faster retrieval, and independence from internet connectivity. Security is
enhanced through password protection, role-based user access, disk
encryption, and tamper alerts. Many NVRs also support RAID configurations
to provide redundancy and prevent data loss due to hard drive failure.
Network Attached Storage (NAS) is another widely used option, especially
in medium to large CCTV deployments. NAS allows centralized storage over a
local area network and supports advanced security features such as user
authentication, access logs, encrypted data transfer, and scheduled backups.
It offers scalability and easier management compared to standalone recorders.
Cloud-based storage provides off-site data backup and remote accessibility.
Footage is securely transmitted to cloud servers using encrypted connections
(such as HTTPS or VPNs). Cloud storage protects video data from physical
threats like theft, fire, or vandalism at the site. It also enables flexible
retention policies and disaster recovery, making it suitable for multi-location
and smart city projects.
Many modern systems adopt a hybrid storage approach, combining on-site
NVR/DVR storage with cloud backup. This ensures high availability,
operational continuity, and enhanced data protection. Additional security
measures include end-to-end encryption, digital watermarking, regular
firmware updates, secure user authentication, and audit logs. By selecting
appropriate storage options and implementing robust security practices,
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CCTV systems provide reliable, tamper-proof, and legally compliant video data
management.

Points to Remember:

e Advanced CCTV systems integrate Al analytics, 4K/8K imaging,
event-based recording, and hybrid storage for proactive security
beyond basic video capture.

e Al-enabled cameras use deep learning for real-time object
classification (humans/vehicles/animals), facial recognition (99%
accuracy via keypoints), and behaviour analysis, reducing false
alarms by 90% with edge processing.

e Video analytics detects line-crossing, loitering, intrusions, people
counting, and anomalies like abandoned objects, enabling instant
alerts and forensic search in retail, campuses, and smart cities.

¢ Imaging features include full-color low-light vision, 200m IR/thermal
fusion, PTZ auto-tracking, and smart zoom for sharp evidence
collection without pixel loss.

e Secure storage options: local NVR/DVR/RAID for speed, edge
microSD for redundancy, cloud/VSaaS for off-site backup/remote
access, with AES encryption, MFA, and tamper-proofing.

e Networking aligns with PoE IP cameras, static IPs, port forwarding for
low-latency remote monitoring, and H.265 optimization for
bandwidth efficiency.

e Benefits: 80% automation of monitoring tasks, ROI via fewer guards,
[oT integration for alarms/access control, and scalability for multi-
site/Industry 4.0 deployments.

Lessons Learned:

o Al transforms CCTV from passive recording to proactive intelligence,
with edge processing enabling real-time analytics like object
classification and facial recognition while slashing false alarms by
90% through contextual filtering.

e Video analytics excels at behaviour detection (loitering, intrusions,
crowds) but requires quality 4K feeds and hybrid storage to handle
high-bandwidth H.265 streams without network overload.

e Secure storage demands layered redundancy—edge microSD + local
NVR/RAID + encrypted cloud—to survive outages, theft, or
ransomware, always with AES encryption and MFA for compliance.
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e PoE IP cameras with static IPs and port forwarding ensure reliable
remote access, but plan bandwidth (10Mbps upload minimum for
4x1080p) and retention policies upfront to avoid surprises.

e High-res imaging (4K/8K, thermal/IR fusion) boosts evidence quality,
yet event-based triggers (motion/tampering) optimize storage 50-80%
over continuous recording.

e Integration yields ROI: automate 80% monitoring tasks, cut guard
needs, fuse with IoT for auto-responses, but address privacy via
anonymization and liveness checks for ethical FRR use.

e Future-proof deployments prioritize NDAA-compliant edge Al hybrids
for smart cities/Industry 4.0, where multimodal sensors
(video+audio+gait) enable predictive threat assessment over reactive
alerts.

Fill in the blanks:

1. Advanced CCTV systems use Al for real-time OBJECT__
detection, classifying humans, vehicles, or animals to reduce false
alarms by up to 90% via edge processing.

2. Facial recognition creates biometric templates from facial
_ FEATURES (eyes, nose, jawline) for 99% accurate matching
even at 45-degree angles or low light.

3. Video analytics flags behaviours like _ LOITERING____ or line-
crossing, enabling instant alerts while filtering shadows or rain for
operational efficiency.

4. Secure CCTV storage combines edge SSD cards, local
NVR/RAID, and encrypted cloud for redundancy against outages or
ransomware attacks.

5. PoE IP cameras require ___STATIC [Ps and port forwarding for
stable remote access, with H.265 optimizing bandwidth in networked
surveillance setups.

Objective Questions:
1. Advanced CCTV systems primarily use Al-based object detection to:

a) Increase cable length
b) Classify and track humans, vehicles, and animals
C) Reduce camera power consumption only
d) Eliminate the need for NVRs altogether

2. In facial recognition, a faceprint is:
a) The raw color image of the face
b) A mathematical template of facial landmarks
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c) The camera’s MAC address
d) A password stored in the NVR
3. Which feature best describes video analytics in CCTV?

a) Simple pixel-based motion detection only
b) Automatic analysis of video to detect events like loitering and line-
crossing

c) Manual review of recordings by guards

d) Only adjusting camera brightness
4. Which combination best represents secure CCTV storage design?

a) Analog DVR + unencrypted USB stick
b) Edge microSD + local NVR/RAID + encrypted cloud backup
c) Local PC hard disk only

d) Only SD card in camera without passwords
5. Why are static IPs preferred for PoE IP cameras in advanced CCTV

networks?

a) They make cables cheaper
b) They allow consistent remote access and reliable port forwarding
C) They reduce camera resolution

d) They disable video analytics features

Experiment-1: Set up an Al-enabled camera with motion detection and
object classification

Objective: Configure and test an Al-enabled CCTV camera with motion
detection and real-time object classification (humans, vehicles, animals) to
understand edge Al processing, alert mechanisms, and integration with
NVR systems.

Requirements:
1. Al-enabled IP CCTV camera
2. PoE switch or PoE injector (IEEE 802.3, 95W preferred for Al
processing)
Network Video Recorder (NVR) or compatible VMS
Ethernet Cat6 cable (50m max for PoE) with proper shielding
Router with DHCP and port forwarding capability
Test PC/laptop with static IP (192.168.1.x subnet)

ok

Instructions:

Part A: Camera Installation and Network Configuration

Step 1: Physical Setup
1. Mount the Al camera at 2-3m height, angled to cover the test area
2. Connect power via PoE from the switch; verify LED indicators
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3. Connect the camera to the PoE switch using Cat6 cable with proper
strain relief
4. Boot the NVR and verify it powers on; wait 2-3 minutes for system
initialization
Step 2: IP Configuration
1. Use Advanced IP Scanner to discover the camera's default IP (e.g.,
192.168.1.64)
2. Open the camera's web interface:
3. Navigate to Network > TCP/IP and set:
o DHCP: Disable (toggle off)
o Static IP: 192.168.1.100 (or next available in subnet)
o Gateway: 192.168.1.1 (router IP)
o Subnet Mask: 255.255.255.0
4. Click Save and reboot the camera (wait 30 seconds)
5. Verify connectivity: ping 192.168.1.100 from test PC
Step 3: NVR Integration
1. Access the NVR's web interface or management software
2. Go to Add Device > IP Camera and enter:
o Camera IP: 192.168.1.100
o Username: admin
o Password: [camera password]
3. Click Add and wait for the camera to appear in the NVR's channel list
4. Verify live video feed displays without lag or artifacts
5. Check NVR storage space for continuous recording (Settings >
Storage)
Part B: Motion Detection and Sensitivity Tuning
Step 4: Configure Motion Detection
1. In the camera's web interface, navigate to Events > Motion

Detection
2. Set initial sensitivity level:
o Sensitivity: 50% (medium)
o Target Size: 5% (minimum object size as % of frame)
o Time Threshold: 3 seconds (hold time before alert)
3. Draw ROI (Region of Interest) around the test area, excluding static
objects (trees, poles)
4. Save settings and monitor live view for false triggers (e.g., shadows,
wind)
Step 5: Test and Tune
1. Walk slowly across the camera's FOV at various distances (5m, 10m,
20m)
2. Record in the logbook: distance — detection time (should be <2
seconds)
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3. Gradually increase sensitivity if motion is missed at distance;
decrease if false alarms occur
4. Target tuning: 95% human detection at 15m, <5% false alarms from
shadows
Step 6: Document Settings
o Photograph the sensitivity slider position
e Note the ROI boundaries

Part C: Object Classification Configuration
Step 7: Enable Al Analytics
1. In the camera's web interface, go to Events > Intelligent Analysis or
AI Engine
2. Enable the following detection types:
o Human Detection: Toggle ON
o Vehicle Detection: Toggle ON
o Animal Detection: Toggle ON (if available)
3. Set confidence thresholds:
o Human Confidence: 60% (accept detections >60% likely to be
human)
o Vehicle Confidence: 70%
o Animal Confidence: 50%
Step 8: Configure Alerts
1. Navigate to Events > Alarm Rules or Notification Settings
2. Create alarm rule:
o Trigger: Human detected + Motion in ROI
o Action: Send HTTP POST to NVR, trigger siren (if available),
push mobile notification
3. Set alert cooldown: 10 seconds (prevent repetitive alerts)
4. Test by walking in front of camera; verify alert appears in NVR or
mobile app within 2 seconds
Step 9: Validate Classification Accuracy
1. Perform object classification tests:
o Human Test: Walk across FOV at Sm, 10m, 15m; log detection
(Y/N) and confidence %
o Vehicle Test: Roll toy car slowly, then quickly across view; log
results
o Animal Test (if applicable): Move a pet or stuffed animal; verify
detection
Assessment:
1. Why does AI object classification reduce false alarms compared to
simple motion detection?
Answer: Al distinguishes real objects (humans/vehicles) from
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environmental noise (shadows, wind, rain), triggering alerts only for

relevant events.

2. At what confidence threshold would you set human detection in a
retail store vs. perimeter security? Justify your choice.
Answer: Retail: 50-60% (higher sensitivity to catch all customers);
Perimeter: 80%+ (fewer false positives in unmanned areas).

3. How does edge processing (on-camera Al) differ from cloud-based
analytics in terms of latency and bandwidth?
Answer: Edge: <100ms latency, lower bandwidth (only events sent);
Cloud: 1-5s latency, higher bandwidth (full video streams).

4. Your camera detects 80% of humans at 15m but only 45% at 25m.
What configuration changes would improve distant detection?
Answer. Increase resolution to 4K, boost IR power, lower confidence
threshold, reduce frame rate to prioritize compression quality.

Experiment-2: Demonstrate how to Enable video analytics

Objective: Configure and demonstrate video analytics on a CCTV camera (or
VMS) by enabling line-crossing, intrusion, and loitering detection, and
verifying that meaningful alerts are generated while minimizing false
alarms.

Requirements:
1. IP CCTV camera that supports basic video analytics (line
crossing/intrusion / people counting)

2. PoE switch or PoE injector

3. NVR or PC with VMS software that supports video analytics

4. Router and PC/laptop on same LAN

5. Ethernet Cat5e/Cat6 cables

6. Test area with clear field of view (corridor, lab room, or entrance)
Instructions:

Part A: Basic Setup

1. Mount the camera to cover a walkway, door, or corridor where people
will pass.
2. Connect camera to PoE switch, and switch to router. Connect PC to
same router.

. Use IP scanner to find camera IP; log in via browser.

4. Set a static IP for the camera and confirm you can see live video from
the PC.

5. If using an NVR/VMS, add the camera and confirm live view.

w
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Part B: Enable Video Analytics
1. In camera/VMS settings, open the Video Analytics / Smart Events /
Intelligent menu.
2. Enable at least two analytics functions, for example:
o Line-crossing detection
o Intrusion (area) detection
o Loitering detection (if available)
3. Draw the line or region of interest (ROI) on the live image:
o For line crossing: place the line across a doorway or corridor.
o For intrusion: draw a polygon around a restricted area.
4. Set rules/parameters:
o Direction (A—B, B—A, or both) for line-crossing
o Minimum time inside area for loitering (e.g., 20-30 seconds)
o Schedule: enable analytics for “All day” for this experiment.
5. Configure actions for each event:
o Display on-screen message / alarm in VMS
o Optional: send email or app notification
o Optional: trigger recording or snapshot
6. To test ask students to cross the line and then check the behaviour
of alarm.

Assessment:

1. Why is video analytics more effective than simple motion detection?

2. How does ROI placement affect false alarms?

3. Give two real-world applications of line-crossing and intrusion
detection.

4. What trade-off exists between sensitivity and false alarms in
analytics?

5. How can video analytics help reduce storage and monitoring workload
in large CCTV systems?

Experiment-3: Set up an encrypted cloud storage solution or local
storage device for storing video data.

Objective: Configure basic encryption on a CCTV camera's SD card storage
and test secure playback/access controls.

Requirements:
1. IP CCTV camera with SD card slot (any brand)
2. microSD card (32GB+ surveillance grade)
3. PC/laptop + Ethernet cable
4. Router/switch
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Instructions:

Step-1: Insert & Format SD Card
1. Power off camera, insert microSD card
2. Access camera web interface: http://[camera_ip]
3. Go to: Storage > SD Card > Format (select "Overwrite")
4. Enable: "Storage Encryption" — Set password: "CCTV2025lab!"
5. Reboot camera

Step-2: Configure Recording

. Recording > Schedule: "Motion Detection Only"

. Codec: H.265, Resolution: 1080p@15fps

. Storage Path: "SD Card" (not NVR)

. Retention: 7 days (auto-overwrite)

. Save & test: Walk in front — verify recording starts

u b WON

Step-3: Test Encryption
1. Go to Playback > Select today's recording
2. Try playback — should prompt for password
3. Enter "CCTV2025lab!" — video plays
4. Wrong password — access denied (screenshot this)

Step-4: Access Control Test
1. Create test user: User Management > Add "guest" (view only)
2. Login as guest — verify cannot access playback
3. Export 30-sec clip as admin — file won't open without password
Assessment:
1. Why encrypt SD card storage? (Prevents theft of footage)
2. Advantage of motion-only recording? (Saves 60-80% storage)
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UNIT -4 TROUBLESHOOTING, MAINTENCE
AND CUSTOMOR SERVICE AND CAREER
GUIDANCE

Session 1- Troubleshooting and maintenance

CCTV systems play a critical role in security and surveillance across homes,
institutions, industries, and smart cities. Since CCTV cameras operate
continuously and often in harsh environmental conditions such as heat, dust,
humidity, and electrical disturbances, faults, intermittent problems, and
performance degradation are common over time. Effective troubleshooting
and regular maintenance are essential to ensure uninterrupted operation,
clear video quality, and long system life. A well-maintained CCTV system not
only improves security reliability but also reduces downtime, storage loss, and
repair costs.
CCTV systems are the backbone of modern surveillance networks, yet they
remain susceptible to a range of operational challenges that can compromise
their effectiveness. From intermittent power failures in PoE setups to network
latency disrupting remote viewing through port-forwarded router
connections, these issues demand systematic diagnosis and resolution.
Preventive maintenance practices further ensure long-term reliability,
minimizing downtime in IP-based environments where static IPs, VLAN
segmentation, and QoS prioritization play critical roles. To keep surveillance
reliable, two activities are essential:

o Troubleshooting — a systematic process of identifying, diagnosing, and

resolving faults when something goes wrong.
e Maintenance - regular planned activities that keep the system healthy
and prevent many problems before they occur.

Common problems include no video signal, poor image quality, intermittent
camera feed, network disconnection, power issues, and recording failures.
One of the most frequent issues is no display or blank screen, which may be
caused by loose cables, faulty connectors, incorrect input selection on the
monitor, or power supply failure. Verifying camera power, checking adapters
or PoE switches, and inspecting cable continuity usually resolves this issue.
Poor image quality, such as blur, noise, distorted colours, or low brightness,
can result from dirty lenses, incorrect focus, damaged cables, low
illumination, or improper camera settings. Cleaning the lens, adjusting focus
and exposure, and ensuring adequate lighting help restore clarity.

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL




CCTV INSTALLATION TECHNICIAN GRADE XII m

In IP-based CCTV systems, network-related issues are common. Cameras
may go offline due to IP conflicts, incorrect subnet configuration, faulty
Ethernet cables, or switch/router failures. Checking IP addresses, DHCP
settings, network connectivity, and replacing damaged cables are key
troubleshooting steps. Recording failures may occur due to hard disk errors,
insufficient storage space, or incorrect recording schedules. Verifying HDD
health, formatting disks, and checking recording configurations on the
DVR/NVR help address these problems. This chapter explores common
system faults, diagnostic methodologies leveraging LED indicators and
software tools, firmware-related bugs, and structured maintenance protocols.
1.Issues in CCTV system

CCTV issues can occur at any point in the system: cameras, lenses, cables,
power supplies, network devices, recorders, or software. Understanding
typical fault patterns helps technicians troubleshoot faster. The issues faced
in CCTV are be broadly grouped as:

e Video quality issues

o Connectivity issues

e Recording and storage issues

o Power-related issues

e« Environmental and placement issues
Identifying the root cause quickly is necessary to prevent security failure.
Video quality issues
One of the most common issues in CCTV systems is poor image quality. This
may include blurry images, noise, washed-out colors, low contrast, or unclear
night vision. Such problems usually arise due to improper camera focus, dirty
lenses, low-quality cables, insufficient lighting, or incorrect camera settings.
Environmental factors like fog, rain, and direct sunlight can also degrade
image clarity, particularly in outdoor installations. A common symptom of
such a problem is “no signal” warning, black screen or frozen display.
Power disruptions represent one of the most frequent culprits in CCTV

failures, particularly in Power over Ethernet (PoE) configurations where a
single Cat6 cable bears the dual burden of data transmission and DC power
delivery. Cameras may shut down or restart frequently because of unstable
power supply, faulty adapters, damaged power cables, or inadequate PoE
power budgets. Power surges and lightning strikes can permanently damage
cameras and recording devices if proper grounding and surge protection are
not provided. When the PoE switch exceeds its power budget, they may also
exhibit complete image blackout or erratic operation. For example, IEEE
802.3af's 15.4W limit strained by multiple high-draw devices leads to voltage
degradation over cable runs approaching 100 meters. Loose RJ45 connectors
or damaged shielding exacerbate these problems, leading to intermittent
connectivity that manifests as flickering video feeds. A typical solution path
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to resolve this problem is check power, verify cable continuity, test alternate
camera ports, reset or replace components if required.

Figure: Image error in CCTV system
A comprehensive view of common video quality issues, their primary causes,
and resolution through simple diagnostic steps is tabulated below.

Symptom Primary Causes Diagnostic Steps
Blurry Dirty/scratched lens, | Clean lens with microfiber cloth;
images incorrect focus, camera | manually adjust focus ring;
vibration, defocus during | check mounting stability; verify
zoom auto-focus settings
Noisy/grainy | Low light conditions, high | Increase @ ambient lighting;
video gain/ISO, electrical | reduce gain in camera settings;
interference, poor sensor | check cable shielding; test with
quality higher-end camera
Washed-out | Incorrect white balance, | Enable Wide Dynamic Range
colors/low backlighting/glare, (WDR); adjust exposure
contrast overexposure, fog/rain compensation; reposition to
avoid direct sun/headlights;
clean IR cut filter
Dark IR LEDs failed/blocked, | Cover lens to trigger night mode
images/poor | insufficient IR range, | (check faint red IR glow); clean
night vision | reflective surfaces causing | dome/IR window; add external
"whiteout" IR illuminators for >20m range

Network Connectivity Issues

In modern IP-based CCTV systems, network issues significantly impact
performance. Common network-related problems include IP address conflicts,
bandwidth congestion, packet loss, and switch or router failures. Poor
network design can lead to video lag, dropped frames, or cameras going
offline. Long cable runs or substandard Ethernet cables can further worsen
connectivity problems. In cloud-based systems, internet outages or limited
upload bandwidth can interrupt video backups. Remote viewing falters when
port forwarding rules fail to map external ports like 8080 to internal HTTP
port 80 on the NVR's static IP (e.g., 192.168.1.100), compounded by ISP
blocks on common ports or absent Dynamic DNS (DDNS) services amid
fluctuating public IPs. High latency plagues 4K streams during peak hours,

BHOPAL
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as unprioritized RTSP traffic on port 554 competes with household
bandwidth, while Wi-Fi cameras on congested 2.4GHz bands suffer
interference from microwaves or neighbouring networks.

Network congestion causes delays in playback or live view. Certain factors
affecting this are insufficient bandwidth, unnecessary using high resolution
overwhelms the networks or poor router configuration. Ensure cameras are
connected to networks with support for required data-rates. If the network
congestion issue is frequent or prevalent over longer duration try switching to
Gigabits network. In case of unnecessary high resolution, camera bit rates
can be lowered without affecting the video quality.

Simple common symptoms one should look at to identify connectivity issues
are: camera not appearing in NVR, ping request timed out and/or camera
appears offline. Correct network planning and regular testing helps to
mitigate such issues and prevent failures.

Storage & Security Issues

Recording and storage issues are also frequently encountered. Hard disk
failures in DVRs or NVRs can result in loss of critical video evidence.
Insufficient storage capacity, improper recording schedules, and unmonitored
disk health may cause overwriting of important footage.

Another critical issue is system cybersecurity. CCTV systems connected to
networks are vulnerable to hacking, unauthorized access, and data breaches
if default passwords, outdated firmware, or unsecured ports are used. Lack
of encryption and poor access control can compromise sensitive video data
and user privacy.

Environmental Issues

Environmental and installation-related issues also affect CCTV systems. Poor
mounting, vibration, water ingress, extreme temperatures, and exposure to
dust or insects can reduce camera lifespan. Incorrect camera placement may
result in blind spots, backlighting problems, or ineffective coverage.
Additionally, maintenance and management issues arise due to lack of
regular inspections and updates. Neglecting cleaning, firmware upgrades, and
system testing can gradually degrade system performance.

Video quality degradation often stems from environmental factors or
configuration mismatches: black screens arise from IR overload in daylight or
overheating in enclosed domes, while distorted artifacts signal
electromagnetic interference (EMI) from unshielded cables routed parallel to
power lines. Storage bottlenecks halt NVR recording when hard drives reach
capacity or RAID arrays enter rebuild states, and security breaches occur
through default credentials exposing feeds via enabled UPnP. These
interconnected issues underscore the need for layered troubleshooting,
beginning with physical inspections and escalating to protocol-level analysis.
In conclusion, CCTV systems face multiple challenges related to image
quality, power, networking, storage, security, and environmental conditions.
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Addressing these issues through proper planning, quality components,
regular maintenance, and cybersecurity measures ensures reliable
surveillance and long-term system effectiveness.
2.Diagnostic tools and LED indicators

Diagnostic tools and LED indicators play a vital role in the installation,
troubleshooting, and maintenance of CCTV systems. Since CCTV networks
consist of cameras, power supplies, cables, recorders, and network devices,
quick fault identification is essential to minimize downtime. Diagnostic tools
provide technical verification, while LED indicators offer instant visual status
information, making system monitoring easier even for non-expert users.
Effective diagnosis hinges on interpreting device feedback through LED
patterns and deploying targeted tools to isolate faults. PoE switches illuminate
green for steady power, orange for active power delivery, and blinking green
Link/Activity LEDs for data exchange; absence of the latter pinpoints cable or
port failures. Routers display WAN status for internet linkage, per-port LAN
activity, and system LEDs that flash red during firmware instability. NVR
front panels signal HDD health (steady green for operational, flashing red for
degradation), network connectivity, and recording status, providing at-a-
glance health assessments during sequential power-up sequences: modem
first, followed by router, switch, NVR, and cameras.

Diagnostic tools are used by technicians to test hardware, signals, power, and
network connectivity. One of the most common tools is the CCTV tester or
CCTV test monitor. It is a portable device used during installation to check
live camera output, adjust focus, test PTZ movement, and verify IP camera
settings. Many modern testers support AHD, HD-TVI, HD-CVI, and IP
cameras. A multimeter is an essential diagnostic tool for checking voltage
levels, continuity, and resistance in power supplies, adapters, and cables. It
helps identify power loss, short circuits, or broken connections. For network-
based CCTV systems, LAN cable testers are used to verify Ethernet cable
continuity, pin configuration, and faults such as open circuits or cross wiring.
PoE testers are widely used in IP CCTV systems to confirm whether Power
over Ethernet is being supplied correctly and to measure voltage and power
class. Network diagnostic tools, such as IP scanners and bandwidth
monitoring software, help detect IP conflicts, camera connectivity, packet loss,
and network congestion. In advanced systems, hard disk diagnostic tools and
built-in recorder health checks are used to monitor HDD status, storage
errors, and temperature, preventing unexpected recording failures. Hardware
instruments complete the arsenal: cable testers validate RJ45 pin continuity
and length, PoE testers quantify voltage (44-57V DC) and wattage draw,
multimeters assess resistance in suspect runs, and thermal imaging cameras
detect overheating components in dense switch racks. A structured
workflow—visual /LED verification, local pings, port validation, log review,
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and component swapping—resolves 80% of issues within minutes,
transforming reactive firefighting into methodical engineering.

Wil

i
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Figure: CCTV Camera Tester

LED indicators provide immediate visual feedback about the operational
status of CCTV components. Most CCTV cameras include power LEDs,
indicating whether the camera is receiving power. Some cameras use infrared
(IR) LEDs, which glow faint red at night to indicate night vision operation.
DVRs and NVRs are equipped with multiple LED indicators such as Power,
HDD, Network (LAN), and Record LEDs. A blinking HDD LED usually
indicates active recording or playback, while a steady or off indicator may
suggest disk malfunction. Network LEDs show data transmission status and
connectivity. In IP-based systems, PoE switch LEDs are particularly
important. These LEDs indicate PoE power delivery, link speed, data activity,
and port faults. A green or amber LED typically shows a healthy connection,
while a red or unlit LED may indicate a cable, power, or device issue. Routers
and network devices also use LED indicators for WAN, LAN, and internet
connectivity, helping technicians quickly locate network failures affecting
CCTV cameras.

LED behaviour

. ‘ red light always on
Device is starting up

red light flashing

N
N
“1% | Device waiting for the distribution network

‘ green light flashes slowly
“1* | Device receives network information and starts connecting to the router
..'. red and green flash slowly alternately
“+% | Failed attempt to receive network information and establish router connection

green light flashes

Device succesfully connects to the router and begins online registration

sy

S

7S

\;z_ red and green flash alternately

Z1* | Falled attempt to connect to the router and register online

‘ ‘ green light always on
| Device is online

yellow light flashes slowly
Firmware upgrade in progress

Figure: LED Colour behaviour indication
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Software utilities amplify these visual cues. The ubiquitous ping command
verifies local reachability—ping 192.168.1.101 confirms a camera's
responsiveness—while telnet probes specific ports like telnet 192.168.1.1 80
to validate internal forwarding before external tests via canyouseeme.org. IP
scanners such as Advanced IP Scanner enumerate all devices, exposing MAC-
IP conflicts or DHCP pool exhaustion, and Wireshark captures packet traces
to diagnose RTSP stream drops or UDP floods on NVR port 37777. Router
administration logs reveal authentication failures or lease denials, and
camera web interfaces expose detailed error logs like "storage full" or "bitrate
overflow."

Together, diagnostic tools and LED indicators significantly reduce
troubleshooting time. LED indicators allow instant fault detection, while
diagnostic tools enable accurate fault analysis and confirmation. Their
combined use ensures proper installation, stable operation, faster repairs,
and reduced system downtime. In conclusion, diagnostic tools and LED
indicators are essential elements of professional CCTV system management.
They enhance reliability, simplify maintenance, and ensure continuous,
effective surveillance.

3.Firmware and software bugs

Firmware and software bugs are common issues in modern CCTV systems,
especially in IP-based and AI-enabled cameras that rely heavily on embedded
software. Firmware is the low-level program stored inside cameras, DVRs,
NVRs, PoE switches, and other devices, while software includes video
management systems (VMS), mobile applications, and web interfaces. Faults
in either can seriously affect system reliability and security. Firmware
vulnerabilities and software incompatibilities lurk as silent saboteurs,
manifesting as spontaneous reboots, vanished ports, or frozen Al analytics in
advanced cameras. Outdated router firmware, for instance, fails PoE
negotiation between 802.3at cameras and legacy of switches, while unpatched
NVRs succumb to 2025-era exploits targeting UPnP auto-port exposure.
Symptoms escalate during high loads: VMS applications crash on
mismatched Android versions, database corruptions halt playback, or driver
conflicts between PoE switch firmware and camera ONVIF profiles disrupt
streams.

One major issue caused by firmware bugs is camera instability, where
cameras randomly reboot, freeze, or go offline. Such problems may occur due
to poor memory management, overheating handling errors, or incompatibility
with newer network devices. In some cases, cameras fail to reconnect after a
power outage because of firmware errors. Compatibility issues are another
common problem. Firmware bugs may prevent cameras from properly
integrating with DVRs, NVRs, or third-party VMS platforms, even when ONVIF
support is claimed. This can result in loss of features such as motion
detection, audio, PTZ control, or video analytics.
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Figure: Firmware Checking
Software bugs often affect the user interface and system control. Examples
include incorrect time stamps on recordings, missed motion detection events,
corrupted recordings, or crashes of mobile and desktop viewing applications.
In NVR/DVR systems, software bugs can cause recording failures, HDD
detection errors, or delayed playback. Firmware and software bugs also create
serious cybersecurity risks. Outdated firmware may contain unpatched
vulnerabilities that allow unauthorized access, data leakage, or malware
injection. Many CCTV security breaches occur because default passwords and
old firmware versions are still in use.
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Figure: Software Errors screenshots

Another issue is failed or improper firmware updates. Power interruptions,
incompatible firmware versions, or incorrect update procedures can “brick”
devices, making them unusable. Lack of rollback options further complicates
recovery. To minimize these problems, regular and verified firmware and
software updates, proper compatibility checks, secure update procedures,
and periodic system testing are essential. Keeping CCTV systems updated
ensures stability, feature reliability, and protection against evolving security
threats.

4.Preventive maintenance practices

Preventive maintenance practices in CCTV systems refer to planned and
regular activities carried out to keep the surveillance system functioning
efficiently and to prevent unexpected failures. Unlike corrective maintenance,
which is performed after a fault occurs, preventive maintenance focuses on
early detection of issues, improving system reliability, extending equipment
lifespan, and ensuring uninterrupted security coverage. One of the most
important preventive practices is routine physical inspection of cameras.
Camera lenses should be cleaned periodically to remove dust, dirt, water
stains, or insect deposits that can degrade image quality. Camera housings
and enclosures must be checked for cracks, moisture ingress, corrosion, or
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loose mounting brackets, especially in outdoor installations exposed to
weather conditions. Proper camera alignment should be verified to ensure
that the intended field of view and critical areas are continuously covered.
Power and cabling inspection is another crucial aspect. Power adapters, PoE
switches, power cables, and connectors should be examined for wear,
overheating, or physical damage. Loose connectors and damaged cables can
cause intermittent video loss or camera rebooting. Preventive checks also
include verifying proper grounding and surge protection to protect equipment
from lightning and power fluctuations.

CCTV Maintenance Report
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Figure: Maintenance Checklist/Report

In IP-based CCTV systems, network health monitoring forms a vital part of
preventive maintenance. Ethernet cables should be tested for continuity and
performance, while network switches and routers should be checked for port
errors and overheating. IP address conflicts, bandwidth utilization, and
camera connectivity status should be reviewed regularly to avoid future
network failures. Recorder and storage maintenance is equally important.
DVRs and NVRs should be checked for proper functioning of hard disks by
monitoring disk health indicators, error logs, and storage usage. Periodic
backups and verification of recording schedules ensure that critical footage is
not lost. Hard disks nearing the end of their operational life should be replaced
proactively. Software and firmware maintenance enhances system stability
and security. Cameras, recorders, and Video Management Systems (VMS)
should be updated with verified firmware versions to fix bugs and address
cybersecurity vulnerabilities. User accounts, passwords, and access
permissions should also be reviewed periodically to prevent unauthorized
access.

Preventive maintenance also includes functional testing, such as checking
night vision performance, motion detection accuracy, PTZ movement, alarms,
and notifications. Documentation of maintenance activities helps track
recurring issues and supports efficient troubleshooting. In conclusion,
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preventive maintenance practices are essential for ensuring reliable
performance, minimizing downtime, and protecting investment in CCTV
systems. A well-planned maintenance schedule not only improves image
quality and system stability but also ensures continuous and effective
surveillance over the long term.

Troubleshooting and maintenance are essential components of reliable CCTV
system management. While troubleshooting helps quickly identify and rectify
faults, preventive maintenance minimizes failures and extends system
lifespan. A disciplined maintenance schedule combined with proper
troubleshooting practices ensures continuous surveillance, improved
security, and efficient system performance.

Points to Remember:

e CCTV faults often involve no video, blank screens, or cameras going
offline due to loose/damaged cables, wrong inputs, or power/PoE
problems.

e Poor image quality (blur, noise, bad night vision) usually comes from
dirty lenses, bad focus, weak lighting, or incorrect camera settings.

e [P systems commonly suffer from IP conflicts, wrong network settings,
bad Ethernet cables, or bandwidth congestion, causing lag and
disconnections.

e Recording issues (missing footage, overwrites) are linked to failing
HDDs, low storage capacity, and incorrect recording schedules.

e Regular preventive maintenance—cleaning cameras, checking power
and cables, monitoring HDD/network health, and wupdating
firmware—keeps CCTV systems reliable and reduces downtime

Lessons Learned:

e Regular preventive maintenance is just as important as troubleshooting
for keeping CCTV systems reliable and reducing unexpected failures.

e Most CCTV faults trace back to basics such as power, cabling, and
network configuration, so these should always be checked first.

e Proper use of diagnostic tools and LED status indicators greatly speeds
up fault isolation and minimizes system downtime.

e Keeping firmware and software updated, with secure configurations, is
essential to prevent instability and cybersecurity vulnerabilities in CCTV
systems.

e Documented maintenance schedules and disciplined troubleshooting
practices extend system lifespan, protect recorded evidence, and ensure
continuous surveillance.
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Fill in the blanks:

1. __ Preventive _____ maintenance helps prevent unexpected CCTV
failures and keeps surveillance performance stable over time.

2. Most CCTV faults can be quickly narrowed down by first checking
power , cabling, and network connectivity.

3. Technicians use tools such as CCTV testers, multimeters, and LAN/PoE
testers to diagnose ___ faults in cameras and related devices.

4. Regular ___ firmware ____ updates are essential to fix bugs, improve
features, and close security vulnerabilities in CCTV systems.

5. A documented ___ maintenance schedule supports systematic
inspections, cleaning, testing, and timely replacement of CCTV
components.

Objective Questions:
1. Which of the following is usually the first step in troubleshooting a CCTV

camera showing no video?
a) Replacing the hard disk
b) Cleaning the lens
c) Checking power supply and cable connections

d) Upgrading firmware
2. In an IP-based CCTV system, cameras frequently going offline is MOST

likely caused by:
a) Incorrect lens focus
b) IP address conflicts or network issues
C) Dirty camera housing

d) Low hard disk capacity
3. Which tool is BEST suited for checking voltage and continuity in CCTV

power cables?
a) CCTV test monitor
b) LAN cable tester
C) Multimeter

d) PoE switch
4. A blinking HDD LED on a DVR/NVR typically indicates:

a) No disk installed
b) Active recording or playback is occurring
C) Network disconnection

d) Firmware corruption
5. Regular cleaning of camera lenses, checking cable terminations, and

monitoring HDD health are examples of:
a) Corrective maintenance
b) Preventive maintenance
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c) Firmware debugging
d) System redesign

Experiment-1: Demonstrate how to identify and resolve a camera not
showing video on the NVR

Objective: Identify common causes of a CCTV camera failing to display video
on an NVR. Demonstrate systematic troubleshooting using visual indicators
and basic diagnostic tools. Verify power, cable, network, and NVR
configuration issues step-by-step. Restore live video feed and document
findings for preventive maintenance. Apply professional fault isolation
techniques used in real-world installations.

Requirements:
1. IP CCTV camera (PoE powered)
NVR with at least 4 channels
PoE switch or injector
CAT6 Ethernet cables (2x working, 1x spare)
Multimeter, LAN cable tester
CCTV test monitor/tester (optional but recommended)
7. Spare 12V DC power adapter (if non-PoE)
Instructions
Step 1: Initial Observation
1. Power on NVR and note which channel shows "No Video/Offline"
status.
2. Check NVR front panel LEDs: Power (green), Network (blinking), HDD
(blinking), Channel status (red/off).
3. Observe camera: Power LED on? IR LEDs glowing (cover lens to test)?
4. Log findings: "Channel X offline, camera LED ___, NVR Network LED

"n

oAb

Step 2: Power Verification
1. Use multimeter to test POE switch port voltage (should be 48V DC).
2. Swap camera to known good PoE port; observe if video appears.
3. If non-PoE: Measure 12V DC at camera terminals.
4. Test: Disconnect/reconnect Ethernet; listen for IR cut filter click (~15
sec boot).
Step 3: Cable and Connection Test
1. Use LAN cable tester on Ethernet cable (check continuity, shorts).
2. Swap with spare CAT6 cable; reconnect.
3. Inspect BNC/RJ45 connectors for damage/loose pins.
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4. Connect camera directly to CCTV tester/monitor for live video
confirmation.
Step 4: Network and IP Check
1. Access NVR web interface > Camera Management.
2. Scan network with IP tool; verify camera IP matches NVR subnet (no
conflicts).
3. Reboot camera via NVR or power cycle (10-20 sec off).
4. Check NVR channel settings: Protocol (ONVIF), Port 80/554, correct
[P/ Password.
Step 5: NVR Port Test and Resolution
1. Swap camera to working NVR channel.
2. If resolved: Fault was NVR port/cable. Reconfigure original channel.
3. Reboot NVR; verify live video, recording, and motion detection.
4. Document root cause and preventive action (e.g., "Replace cable, label
ports").
Assessment:
1. What are the top 3 causes of "No Video" on NVR? (Power, Cable, IP
Conflict)
2. What does a blinking HDD LED indicate?
3. Why test with a CCTV monitor?

Experiment-2: Demonstrate how to safely update firmware to resolve
camera/NVR issues
Objective: Demonstrate a safe, step-by-step method to update firmware on
an IP camera or NVR to resolve simple issues (e.g., random reboot, missing
functions, or minor bugs) without “bricking” the device.
Requirements:
1. 1 IP camera or NVR (non-production/demo unit)
Stable power source (UPS preferred)
PC/laptop on same network
Ethernet cable
Manufacturer account/access to official support site
Latest official firmware file for that exact model

oAb

7. Web browser to access device GUI
Instructions
1. Pre-update checks (backup and verification)
e Log into the camera/NVR and note current firmware version
from System/Information page.
e Export configuration/settings backup if the device supports it
and save with clear filename (e.g., NVR_Config Backup_Date).
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e Visit the manufacturer’s official site, locate the exact model,
and download the latest recommended firmware, checking the
release notes for compatibility and bug fixes.

2. Prepare for a safe update

e Connect the device and PC to a UPS or stable mains; ensure no
planned power cuts.

e Connect PC directly or through a reliable switch (avoid Wi-Fi
for the update step).

e Disable any unnecessary heavy network traffic on that link
during the update window.

3. Perform the firmware update

e Log in to the device web interface — go to
Maintenance/Upgrade/Firmware menu.

e Select the downloaded firmware file and start the upgrade;
confirm the prompt and do not power off, unplug, or refresh the
browser during the progress bar.

e Wait until the device auto-reboots and the login page becomes
reachable again (may take several minutes).

4. Post-update verification

e Log in and confirm the new firmware version in
System /Information.

e Check that live video, recording (for NVR), date/time, and user
accounts are intact; restore configuration backup only if
settings were reset.

e Briefly monitor operation (5-10 minutes) to confirm that the
original issue (e.g., instability/reboot) has been reduced or
eliminated.

Assessment
o Student correctly identifies model and matching firmware package.
o Student completes update without interruption or device failure.
o Student verifies firmware version and confirms basic functions (live
view, recording, login) after the update.

Experiment-3: Access a camera from a mobile app and show
delayed/lost signal

Objective: Demonstrate how to view a CCTV/IP camera on a mobile app
and intentionally observe video delay, freezing, or disconnection caused by
weak /unstable network conditions.
Requirements

1. 1 Wi-Fi IP camera (or NVR with mobile app support)

2. Smartphone with manufacturer’s mobile app installed
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3. Wi-Fi router with internet access
4. Speed-test app (optional)
5. Camera and phone configured and paired in advance for normal

viewing
Instructions
1. Baseline: Normal live view

e Place the camera near the Wi-Fi router with good signal (full
bars on app).

e Open the mobile app and view the live stream; note latency by
waving a hand in front of the camera and counting seconds
between movement and display.

¢ Record observations: “Good signal, delay ~ 0.5-1 s, no freezing.”

2. Introduce weak Wi-Fi / congestion

e Move the camera or router so that there are multiple
walls/obstructions between them, or move the phone to a
low-signal area (1-2 bars).

e Optionally start heavy download/streaming on another device
on the same Wi-Fi to create congestion.

e View the camera again in the app and note: increased delay,
pixelation, buffering icon, or “network unstable / reconnection”
messages.

e Log: signal strength, approximate delay, and any instances of
complete video loss.

3. Restore conditions and compare

e Return camera/phone closer to router or stop the extra traffic.

e Re-check the live view; confirm delay reduces and stream
becomes stable again.

e Ask students to relate the observed behaviour to Wi-Fi strength,
bandwidth, and packet loss.

Assessment
1. Successfully connect to the camera via the mobile app.
2. Demonstrate and describe at least one symptom of delay (lag,
freezing, or disconnection).
3. Explain in one or two sentences how weak signal or congestion causes
delayed/lost video on mobile viewing.
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Session 2-. Documentation and Customer Interaction

In the CCTV Technician job role, work does not finish when the last camera
is fixed on the wall. A professional technician also prepares clear documents
and speaks with clients in a way they can easily understand. Documentation,
such as installation reports, diagrams and handover forms, creates a written
record of what has been done, which equipment is installed and how the
system is configured. This record helps in future troubleshooting, upgrades
and warranty claims. Customer interaction is equally important. Clients may
not know technical terms, but they want to feel heard, informed and
supported. By asking the right questions, explaining solutions in simple
language, giving honest timelines and offering maintenance options like AMC,
a technician builds long-term trust. This chapter will guide you in combining
technical work with proper documentation and customer-friendly behaviour.
4.2.1- Preparing Installation Reports and Documentation
In the world of professional technical work, the job is not finished until the
paperwork is done. As a CCTV technician, you might think your main task is
drilling holes, running cables, and getting a picture on the screen. While that
is the physical part of the job, the professional part involves documenting
what you have done. Documentation is the bridge between a raw installation
and a complete, manageable security system. It serves as a proof of work, a
guide for future repairs, and a manual for the customer.
Importance of Documentation
Imagine you are called to repair a CCTV system that someone else installed
three years ago. You arrive at the site, but there are no labels on the cables,
no map showing where the wires run, and no record of the passwords. You
would have to spend hours just tracing wires before you can even start fixing
the problem. This is why documentation is critical. It saves time, money, and
frustration.
For the customer, a proper installation report proves that they received
exactly what they paid for. It lists every camera, every hard disk, and every
meter of cable used. If a dispute arises later regarding billing or warranty, this
document is the final evidence. For you, the technician, it is a record of your
hard work. It ensures you don't have to remember every small detail of every
site you visit.
Components of a Good Installation Report
A standard installation report should be simple, clear, and comprehensive. It
usually includes the following key sections:

1. Customer and Site Details: This is the basic information. It includes

the client's name, the full address of the installation site, contact
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numbers, and the date of installation. It should also list the name of
the technician or the company doing the work.

2. Equipment List (Inventory): This is a detailed list of hardware
installed. You should write down the brand, model number, and serial
number of the DVR/NVR, cameras, hard disks, and power supplies.
Recording serial numbers is very important for warranty purposes. If a
camera fails after six months, the serial number helps track if it is still
covered by the manufacturer.

3. Cable Route and Layout Diagram: You do not need to be an artist, but
you should draw a simple line diagram. This drawing should show
where the cameras are mounted, where the DVR is placed, and the path
the cables take (e.g., "Cable runs through the false ceiling in the
hallway" or "Underground pipe near the main gate"). This helps future
technicians locate cables without damaging walls.

4. IP Address and Network Configuration: Modern CCTV systems are
networked. You must write down the IP addresses assigned to the NVR
and individual IP cameras (e.g., 192.168.1.10). Also, record the subnet
mask, gateway, and the specific ports used for remote viewing. Without
this sheet, adding a new camera or fixing network issues later becomes
very difficult.

5. User Credentials: This is a sensitive part. You must document the
usernames and passwords created for the system (Admin, Operator,
etc.). However, for security, this specific sheet is often handed over
physically to the client and not kept in public records. The client must
sign to acknowledge they have received these passwords.
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Components of a Good Installation Report

The Handover Document
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Once the installation is complete and tested, you prepare a "Handover
Document" or "Sign-off Sheet." This is perhaps the most important piece of
paper in the project. It is a formal declaration that the work is done.
This document contains a checklist that the customer reviews with you. The
checklist might ask:

e "Are all cameras focused and covering the right areas?"

e 'Is the recording playback working correctly?"

o 'Is the remote viewing app working on the customer's phone?"

e "Has the customer received training on how to use the system?"
Once the customer is satisfied, they sign this document. This signature means
they accept the system is working perfectly at that moment. This prevents
customers from calling you two weeks later claiming the work was never
finished properly. It marks the official end of the installation phase and the
beginning of the warranty or maintenance phase.
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The Handover Document

Best Practices for Documentation

e Be Neat and Legible: If you are writing by hand, make sure it is
readable. Scribbles are useless to someone reading the report a year
later.

o Use Digital Tools: If possible, take photos of the completed setup—the
neat wiring inside the rack, the camera angles, and the model stickers—
and attach them to the digital report.

o Keep Copies: Always make two copies of the documentation. One copy
stays with the customer (often kept near the DVR), and the other copy
goes to your office files.

o Update It: If you go back to the site later to add a camera or change a
power supply, update the documentation. An outdated map is
misleading.
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Preparing installation reports is not just "extra paperwork." It is a discipline.
It separates a roadside mechanic from a professional technician. By
maintaining good records, you build trust with your clients and make your
own future work much easier.

4.2.2.- Communicating with Clients

For a CCTV technician, good communication is as important as good wiring.
A client usually does not understand cameras, IP addresses, or cable types.
They only understand their problem: “I want my shop to be safe” or “I want to
see my house from my phone.” Your job is to listen carefully to these needs
and then explain your technical solution in simple, respectful language. This
skill turns you from just a “mechanic” into a trusted professional that people
are happy to call again.

First Contact and Understanding Needs

Communication with clients starts from the very first contact. Whether they
call on the phone or visit your office, focus on asking clear questions instead
of rushing to give a price. Ask things like, “What areas do you want to cover?”,
“Have you faced any theft or problem before?”, “Do you already have wiring or
is this a fresh installation?” These questions show that you are interested in
solving their problem, not only selling hardware. Note down their answers
properly. This information will help you later while planning the system and
preparing the quotation.

Communication During Site Visit

When you go for a site visit, your communication becomes more visual. Walk
with the client through the premises. Point to the main gate, parking, cash
counter, corridors, and other important places. Tell them, in simple language,
what you are thinking: “If we put a camera here, we can see everyone
entering,” or “From this corner, one camera can see both the gate and the
parking.” Carry a small notebook or printed layout and draw rough positions.
Many clients understand better when they see a simple sketch. Avoid heavy
technical words if they are not needed. Instead of saying “varifocal lens,” you
can say “a camera that can zoom in and out to adjust the view.”

Managing Expectations

A very important part of communication is managing expectations. Some
clients think cameras are like magic and can see everything, even at very long
distances or in total darkness. You must gently explain the limits: “From this
distance, we can see the person’s face clearly, but we may not read the
number plate,” or “This camera can see in low light, but if the lights are
completely off, we should add a small LED light or use a stronger IR camera.”
This honest explanation prevents disappointment later and builds trust.
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Clarity in Quotations

After understanding the site, you will usually prepare a proposal or quotation.
Here, clear written communication matters. The quotation should list the type
of camera (indoor/outdoor, dome/bullet), DVR/NVR capacity, hard disk size,
cable length, labour charges, and any extra material like conduits or junction
boxes. You can also add a short note: “This system is designed mainly to cover
the entrance, cash counter, and parking area, as discussed.” Such notes
remind both you and the client of the agreed purpose of the system. If there
are different options (basic vs. premium), explain the difference in
performance and price in plain words.

Keeping Clients Informed During Installation

During installation, many technicians stop communicating and only focus on
the tools. This is a mistake. The client may feel nervous seeing holes drilled
in walls or wires being pulled across rooms. Inform them about what you are
doing: “Today we will finish all wiring. Tomorrow we will mount the cameras
and configure the DVR. There will be some dust while drilling, but we will
clean the site once the work is done.” If you face a problem, like a blocked
conduit or unexpected civil work, tell the client immediately and explain how
it affects time and cost. Surprises at the end of the job often lead to
arguments. Small, regular updates prevent that.
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Training and Handover
Once the system is installed, communication turns into training. Many clients
feel shy to ask questions because they think technical things are “too
difficult.” Your role is to make them comfortable. Sit with them in front of the
monitor and slowly show:

« how to change channels and see each camera

e« how to play back recording from a specific date and time

e how to take backup on a pen drive when the police or management asks
If remote viewing is enabled, show them how to open the mobile app, log in,
and switch between cameras. Encourage them to try it in front of you. Correct
them gently if they make mistakes. Leave behind a simple one-page
instruction sheet with step-by-step points. This reduces their anxiety and
reduces basic support calls later.
Handling Complaints and Service Calls
Communication is crucial when dealing with complaints. Sometimes a client
phones you in an angry tone: “The camera never works!” Instead of reacting,
remain calm and polite: “I understand your concern. Let us check it together.”
Ask a few simple questions: “Is the power light on the DVR glowing?”, “Is the
monitor switched on?”, “Has there been a power cut or wiring work in the
building?” Often, the problem is small. If you need to visit, give a clear time:
“l will come tomorrow between 11 am and 1 pm.” If you are delayed, inform
them. People get more upset by silence than by delay.
Respect and Professionalism
Non-verbal communication also sends a strong message. Wearing a clean
uniform, carrying your tools in an organized bag, using shoe covers or asking
permission before entering sensitive areas—all these show respect. Keeping
the client’s place clean, not throwing cable pieces on the floor, and cleaning
drilling dust at the end may seem like small things, but clients remember
them.
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Respectful language is very important while talking to the clients. Addressing
clients as “Sir” or “Madam,” listening without interrupting, and not arguing
in front of other staff members creates a positive impression. If you disagree—
for example, the client wants a camera in a place that is not suitable—you
can say, “Sir, we can do that, but may I suggest a better place? From here we
will get a clearer view and the camera will also be safe from rain.” This shows
that you are advising, not ordering.

Follow-Up and Long-Term Relationship

Good communication does not end when the bill is paid. A short follow-up
call or message after a week— “Sir, just checking, is everything working
fine?”—shows that you care about long-term service, not just one-time profit.
When you send yearly AMC reminders, write or say clearly what is included
in the service. Over time, clear and honest communication helps clients see
you not just as a technician but as a reliable partner in their security.

BUILDING LONG-TERM TRUST: COMPLAINTS & RELATIONSHIPS

1. HANDLING COMPLAINTS: CALM & HELPFUL 2. RESPECT & PROFESSIONALISM: ACTIONS MATTER

[ power Light On? “1 understand 3§ o | /" “Sir, may | suggest
[ Monitor On? your concern, AlE a better place?
N [ Power Cut? > Let's check a f K 1/ It's safer from rain.”
. few things." ! > | Y
o) N y | !
] y 1
S

I

Effective Client
Communication
for Lasting

“Sir, just checking,
is everything
working fine?”

4.2.3. AMC and System Handover

When a CCTV installation is completed, the story of the system does not end
there. Cameras, cables, power supplies, and hard disks all work day and
night. Over time, dust, heat, moisture, power fluctuation, and normal wear
can cause problems. To keep the system healthy and useful, regular care is
needed. This is where AMC (Annual Maintenance Contract) and
proper system handover become important. A good technician understands
both and treats them as part of professional work, not as extra favour.
Annual Maintenance Contract (AMC)

An AMC is a written agreement between the service provider and the
customer. It states that the technician or company will look after the CCTV
system for a fixed period, usually one year, in return for a fixed fee. Instead
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of calling the technician only when something breaks, the customer
gets planned, regular service plus support for breakdowns.
An AMC clearly mentions what is included and what is not included. For
example, it may include:

o periodic inspection visits (for example, once every three months)

e cleaning of camera housings and DVR/NVR

e checking power supply, connectors and cable joints

e Dbasic configuration checks (time, date, recording schedule)
It may not include:

o replacement of damaged cameras

e new cabling if rats have cut the wire

o upgrades like bigger hard disks or new mobile apps
Some companies offer two types of AMC:

o« Comprehensive AMC: includes both service and replacement of faulty

parts (except physical damage or misuse).
e Non-comprehensive AMC: includes only service and labour; parts are
charged extra.

As a technician, you should be clear about the type of AMC you are offering.
When you go for an AMC visit, you are not just “checking quickly and leaving.”
You should follow a small checklist. See if all cameras show a clear image,
with no fog or spider webs on the lens. Confirm that the date and time on the
recorder are correct. Play back the previous night’s recording to be sure that
the system is actually recording, not just showing live view. Check if the hard
disk is healthy and not showing error messages. Tighten any loose connectors
and clean dust from vents so that the DVR/NVR does not overheat.
AMC visits are also a good time to talk to the client. Ask simple questions like,
“Are you able to take backups comfortably?” or “Do you want to increase the
recording days?” This helps you suggest useful improvements, such as adding
one more camera or upgrading storage. It also shows that you care about the
long-term performance of the system, not only about the first installation.
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1. UNDERSTANDING AMC: THE AGREEMENT 2. AMC TYPES & INCLUSIONS
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AMC AMC
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TYPICAL INCLUSIONS [ EXCLUSIONS

Planned Service +
Breakdown Support
for Fixed Fee

« Periodic Inspections (e.g., quarterly) Damaged Cameras
» Cleaning Cameras & DVR New Cabling (Rat cuts)
« Checking Power & Connectors Upgrades (HDD, Apps)
Effective AMC * Basic Configuration Checks

& Handover for
System Longevity 4 RA DN & HANDOVER

System healthy.
Need help with backups
or upgrades? ] [~ .'—,

The system handover is the final and most important step after installing a
CCTV system. It is the moment when you officially give full control of the
system to the client, just like handing over the keys of a new house. A good
handover makes the client feel confident, informed, and comfortable with their
own security system. It also ensures that there are no misunderstandings
later about what was installed, how it works, or whether it was fully functional
on the day of completion.
A proper handover has three main parts: technical testing, user training, and
documentation with sign-off. Each part plays a different but essential role,
and when done properly, the client experiences a smooth and satisfying
transition.

1. Technical Testing: Making Sure Everything Works

Before teaching anything to the client or giving them documents, you must
first be fully sure the system is technically sound. This is the foundation of a
professional handover. Take your time, and do not rush this step.

Start by checking each camera on the monitor one by one. Look carefully at
what the camera covers. Does the field of view match the original plan? Are
all important areas clearly visible? If something needs adjustment—angle,
height, or direction—fix it immediately.
Next, adjust the focus. Many CCTV systems look fine at a glance but become
blurry when zoomed in or when trying to identify a face. Check clarity both in
daylight and indoor lighting if possible. Make sure faces, number plates,
entrances, and gates are clearly visible.
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Then move on to the recording part. Confirm that all channels are actually
recording. Sometimes, due to a wrong setting or mis-configuration, one or two
channels may not record properly. Play back footage from different times to
ensure the system is saving videos correctly.

If the project includes remote access, test it in front of the client. Open the
app on their phone, log in with the assigned user account, and show them
the live view and playback. Also test remote access on their laptop if needed.
When they see everything working in real time, their trust in the system
grows.

Only after every function—viewing, recording, playback, remote access—
works properly should you move to the next step. Technical testing is not just
a formality; it is your assurance that the system you hand over will perform
reliably for the client.

TECHNICAL TESTING: ENSURING A SOUND
1. CHECK CAMERA VIEWS & ANGLES = pPed

‘View matches the plan.
| Coverage is good.'

SYSTEM BEFORE HANDOVER
' | 2. ADJUSTFOCUS & CLARITY

§6888ERal

EFFECTIVE
[ TECHNICAL \ »
~r—\ HANDOVER: [
Building Client

Verify fie of e Adjust angle/height if nd.
3. VERIFY RECORDING ON ALL CHANNELS

"All channels are recording. Let's
check yesterday's footage”

"Great! | can see
everything from
my phone.”

Confirm all channels record. Test playback from different times. Demonstrate app & web access. Show live view & playback.

2. User Training: Helping the Client Use the System Comfortably

Many CCTV installations fail not because the system is faulty, but because
the user was never trained properly. A client who does not understand
playback, backup, or basic navigation will feel lost and frustrated. Proper
training solves this and makes the client confident.

Sit with the client, preferably in a quiet space, and start with the very basics.
Show them how to switch between single-camera and multi-camera views. Let
them try it themselves. People learn better by doing, not just watching.

Then teach them how to open playback. Show them how to select a date and
time. Explain slowly how to pause, fast-forward, rewind, and take screenshots
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if the system allows it. These small actions may seem obvious to a technician,
but they are not always obvious to a first-time user.

Next, explain how to save a recording to a pen drive. Demonstrate the steps:
selecting the time, exporting, choosing the file format, and checking the
exported clip. This small skill becomes extremely important whenever an
incident occurs and evidence needs to be given to police or management.

If the system includes a mobile app, help the client log in on their phone.
Make sure they can see all the cameras and open playback. Encourage them
to explore the app in front of you. Many clients feel shy to ask questions, so
reassure them  that it is okay to repeat instructions.
The goal of user training is not speed. The goal is clarity. When the client
understands the system, they will use it properly and will not panic during
emergencies.

CLIENT TRAINING: MAKING CCTV EASY & COMFORTABLE
1. START WITH THE BASICS: LIVE VIEW & NAVIGATION 2. MASTERING PLAYBACK: FINDING THE EVIDENCE

"Click here tosee all N Y = "Select date & time
cameras. Now you try!" & - . here. Use this to rewind
] " Bl ™ = U I L L > S . or fast-forward."
g F'L » E = l | X .' E : . .
B =

- So— GOAL: . .
Hands-on practlce. Let them switch views. CONFIDENCE Teach date selection, pause, rewind, and fast-forward slowly.

3. SAVING FOOTAGE: BACKUP TO PEN DRIVE SCLARIY.  4.MOBILE ACCESS: VIEW FROM ANYWHERE

“This is for saving
important clips EXPORT
for the police." JEETSS

End Time

Demonstrate exporting clips. Crucial for evidence. Help log in on phone. Encourage them to explore the app.

3. Documentation and Handover File: Giving Clear Records
A professional handover always includes proper documentation. Give the
client a small folder—physical or digital—that contains all important records.
This improves transparency and avoids confusion in the future.
Your handover file should include:
e a short installation report with camera locations and equipment details
o network settings (like IP address, ports, and device IDs) if applicable
e warranty cards and invoices
o a sealed or confidential sheet with user IDs and passwords
e a simple user guide written in easy language

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL




CCTV INSTALLATION TECHNICIAN GRADE XII

The user guide should explain the basics: how to open playback, how to
change the view, how to export footage, and what to do if something stops
working. When the client has all this in one place, they can refer to it anytime
without calling you for small doubts.

4. Final Sign-Off: Recording That the System Was Working
The last step is the formal sign-off. Prepare a short System Handover Form.
It should list key points such as:

e All cameras tested and working

e Recording and playback checked

e« Remote access configured and tested

e Client trained on basic operations

e Documents handed over
When the client signs this form with the date, it confirms that the entire
system was working at the time of handover. This protects both the client and
the technician. If a problem appears later, this form helps identify whether
the issue existed earlier or happened afterwards.
A clear, well-organized handover shows professionalism. It strengthens the
client’s trust and reduces future misunderstandings. Most importantly, it
ensures that the client is truly ready to use the CCTV system confidently and
safely.

HANDOVER FILE & DOCUMENTATION FINAL SIGN-OFF & CONFIRMATION

SYSTEM HANDOVER
FORM

s Le

Installation Report  Network Settings.
& Locabons (1P, Ports)

Warrasty Cards  Confidential Usar [Ds
&wvoices & Porswords (Sesled)

¥ Cameras Tested

" Recordiag Checked

" Rumcte Access Configured
' Client Trainod
+ Documents Handed Over

Link Between AMC and Handover

A neat handover is the starting point of a good AMC relationship. When
customers feel that you explained things clearly and left proper papers, they
are more likely to give you annual maintenance work. At the time of handover,
you can gently introduce the idea of AMC: explain that regular check-ups will
increase system life and reduce sudden failures. You do not need to “push”
the sale. Just give them information and mention that you will follow up later.
In simple words, AMC keeps the system healthy in the long run, and proper
handover ensures the customer knows how to use and care for that system
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from day one. Together, they turn a one-time installation into a long-term
professional relationship and a stable source of income for a CCTV technician.

LONG-TERM SUCCESS: THE AMC & HANDOVER LINK

(1. Handover Leads to AMC Interest 2. Explaining Long-Term Value
Value

Installation to
Long-Term Relationship:
Professionaism

3. Planned & Income) 4. Trusted Partner &
Service Visits ¥ Stable Income
8 4

4.2.4. Safety and Compliance Standards

When working as a CCTV technician, safety is not just about avoiding electric
shocks or falling from a ladder. It is also about following the right standards
and rules that make the installation legal, reliable, and safe for everyone.
Whether you are installing cameras in a small shop or a large office building,
observing proper safety and compliance standards is part of being a
professional.

Personal and Site Safety

The first rule of safety is protecting yourself and those around you. CCTV
installation involves working with electricity, climbing heights, using power
tools, and handling sharp objects. Basic safety habits save lives. Always wear
proper footwear that provides grip and insulation. Use a sturdy ladder, and
never stand on the topmost step or lean too far to one side. If working at
heights above 2 meters, a safety harness should be used. When drilling holes,
safety goggles protect your eyes from dust and debris.

Electrical safety is equally important. Even though CCTV cameras often use
low voltage (12V DC), the power supply unit and DVR connect to the mains
(220V AC). A loose connection or exposed wire can cause a short circuit,
damage expensive equipment, or even start a fire. Always switch off the power
before connecting wires. Use a tester to confirm that wires are not live. Keep
your hands dry and use insulated tools.

Site safety also means keeping the client’s property safe. Do not leave tools
lying around where someone can trip over them. Clean up dust after drilling.
Secure loose cables so they do not hang dangerously. If you are working in a
public area like a school or mall, put up a sign or barrier to keep people away
from your work zone.
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Compliance Standards

Compliance means following the rules and technical standards set by the
industry or government. These rules ensure that the system works well and
does not cause problems for others.

One key area is electrical compliance. All wiring should follow standard
electrical codes. Cables should not be run loosely over sharp edges or near
hot pipes. Power cables and data cables (like CAT6 or coaxial) should be kept
separate or shielded to avoid interference. Using ISI-marked cables and
quality connectors prevents signal loss and reduces fire risk.

Another area is installation standards. Cameras should be mounted firmly so
they do not fall during strong winds or vibrations. Outdoor cameras must be
rated IP66 or IP67, meaning they are dustproof and waterproof. If you install
an indoor camera outside, it will fail quickly due to rain or moisture. Following
the manufacturer’s instructions for mounting height and angle is also a type
of compliance.

Data privacy and legal compliance are now very critical. As discussed in
earlier chapters, installing cameras in private spaces like washrooms or
changing rooms is illegal. Compliance also means putting up visible signs that
say “You are under CCTV surveillance.” This is often required by law to inform
people that they are being recorded. If audio recording is enabled, specific
permission and notice are usually needed because recording conversations
without consent can be a legal offense.

For networked systems (IP cameras), cybersecurity compliance is part of the
job. You must change the default password (like “admin/12345”) to a strong,
unique password. Leaving default passwords makes the system easy to hack,
which violates basic security standards.
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ELECTRICAL COMPLIANCE INSTALLATION STANDARDS
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Why Standards Matter

Following safety and compliance standards brings three big benefits. First,
it protects people. A safe installation prevents accidents during work and after
you leave. Second, it ensures quality. A compliant system lasts longer, gives
clear video, and needs fewer repairs. Third, it protects you legally. If an
accident or data leak happens, showing that you followed all proper standards
proves that you did your job correctly and responsibly.

In simple terms, safety and compliance are about doing the work “the right
way,” even when no one is watching. It builds trust with customers and shows
that you respect your own craft as a skilled technician.

What You Learned

1. Documentation is an essential part of a CCTV technician’s job,
serving as proof of work and a guide for future maintenance.

2. Good communication helps build trust with clients, manage their
expectations, and solve problems smoothly.

3. An Annual Maintenance Contract (AMC) is an agreement to provide
regular service check-ups for a fixed fee.

4. System handover involves testing all functions, training the user, and
providing necessary documents and passwords.

5. Safety standards protect the technician and the client from accidents
involving electricity, heights, or tools.

6. Compliance means following legal and technical rules, such as using
correct outdoor cameras and respecting privacy laws.

Points to Remember
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1. Always write down the brand, model, and serial number of every

installed device for warranty purposes.

2. Draw a simple diagram showing where cameras are placed and where
cables are running.

3. Listen carefully to the client’s needs before suggesting a solution or
giving a price quotation.

4. Explain technical things in simple language so the customer
understands what they are buying.

5. Check that all cameras are focused and recording properly before
handing over the system.

6. Train the client on basic tasks like viewing live video, playing back
recordings, and taking backups.

7. Follow safety rules like wearing goggles while drilling and switching
off power before connecting wires.

Practical Exercise

Practical Exercise 1: Preparing CCTV Installation Reports and System
Handover

Objective:

To learn how to create a professional installation report and conduct a
formal system handover with a client.

Tools and Materials Required:

e A blank "Installation Report" form (template provided by teacher or
created by student).

e A blank "Handover Sign-off" form.

e Notebook and pen.

e Scenario Card: "You have installed a 4-camera setup for Mr. Gupta’s
grocery shop. Equipment includes: 4 Hikvision Dome Cameras (Model
DS-2CES56), 1 DVR (Model 7204), 1TB Hard Disk, and power supply.
[P Address of DVR: 192.168.1.50."

Procedure:

1. Drafting the Installation Report:

e On a plain sheet or form, fill in the Customer Details (Name:
Mr. Gupta, Address: Main Market, Delhi).

e Create an Equipment List table. Write down the Item Name,
Model Number, Quantity, and Serial Number (invent one, e.g.,
HIK123456789).

e Draw a simple Site Diagram. Sketch a square room
representing the shop. Mark the position of Camera 1 (Cash
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Counter), Camera 2 (Entrance), Camera 3 (Aisle), and Camera
4 (Store Room). Draw lines representing cable routes.
e Record the Network Settings: IP Address, Subnet Mask, and
Gateway.
2. Preparing the Handover Checklist:
e Create a checklist with 5 key points:
e All cameras focused and clear?
e Recording playback tested?
e Mobile app configured?
e User password handed over?
e User trained on basic functions?
3. Simulated Handover:
e Pair up with another student (acting as Mr. Gupta).
o Walk through the checklist verbally.
o Ask the "client" to sign the document at the bottom to confirm
satisfaction.
Assessment:
o Completeness of the Installation Report.
e Clarity of the Site Diagram.
e Professional manner during the simulated handover.

Practical Exercise 2: Client Communication and AMC Discussion Role-
Play
Objective:
To practice effective communication skills, handling client queries, and
explaining the benefits of an Annual Maintenance Contract (AMC).
Tools and Materials Required:
e Two chairs (setup as an office or site meeting).
e Role-Play Scenarios (on slips of paper).
Procedure:
1. Scenario Assignment:

e Students form pairs. One acts as the Technician, the other as
the Client.

e Scenario A (Initial Meeting): The client is worried about theft
but thinks cameras are too expensive. The technician must
listen, explain the value, and suggest a budget-friendly option.

e Scenario B (AMC Sale): The installation is one year old. The
warranty is expiring. The technician visits to explain why the
client should buy an AMC plan (regular cleaning, health
checkups) instead of paying per repair.

2. The Role-Play (5-7 minutes each):

e Step 1: The Technician greets the client politely ("Good

morning, Sir/Madam").
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e Step 2: The Technician listens to the client's concern without
interrupting.

o Step 3: The Technician explains the solution in simple language
(no difficult technical words).

e Step 4: For Scenario B, the Technician lists clearly what is
included in the AMC (e.g., 4 visits a year) and what is extra (e.g.,
replacement parts).

3. Feedback:
e The class or teacher gives feedback: Was the technician polite?
Did they explain clearly? Did they listen well?
Assessment:
o Ability to listen actively.
e Clarity of speech and politeness.
o Persuasiveness in explaining the benefits of AMC.

Practical Exercise 3: List Out Various Safety and Compliance Standards
Objective:
To research and list the essential safety rules and compliance standards
that a CCTV technician must follow to ensure a safe and legal installation.
Tools and Materials Required:
e Chart paper or A4 sheets.
e Markers/Pens.
o Textbook/Internet access (optional for reference).
Procedure:
1. Brainstorming:
e Think about the risks involved in installation (electricity,
heights, dust, data privacy).
e Think about the rules (laws, electrical codes).
2. Creating the List:
e Divide the chart/page into two  columns: "Safety
Standards" and "Compliance & Legal Standards".
3. Drafting Points (Safety):
o List at least 5 safety points. Examples:
o Use insulated tools for electrical work.
e Wear a helmet and safety belt when working on ladders
above 2 meters.
o Switch off the main power before connecting the power
supply unit.
o Use safety goggles while drilling to protect eyes from dust.
o Keep the work area clean to prevent tripping.
4. Drafting Points (Compliance):
o List at least 4 compliance points. Examples:
e Install "CCTV Surveillance" signage in public areas.
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e Do not install cameras in private zones like washrooms
or changing rooms.
e Use IP66/IP67 rated cameras for outdoor use to prevent
water damage.
e Change default passwords to prevent hacking
(Cybersecurity compliance).
5. Presentation:

o Students present their list to the class, explaining why one
specific rule (e.g., the helmet rule) is important.
Assessment:
e Accuracy and relevance of the listed standards.
e Understanding of why these rules exist (explained during
presentation).

Fill in the Blanks

1. A document that lists all installed equipment, serial numbers, and
cable routes is called an .
2. is the key skill that helps a technician build trust and

manage customer expectations effectively.
3. AMC stands for Contract, which is an

agreement for regular service check-ups.

4. The process of formally giving control of the new CCTV system to the
customer after testing is known as system

5. Safety standards require technicians to use tools to
prevent electrical shocks during wiring.

6. Compliance with privacy laws requires putting up visible
to inform people they are being recorded.

Multiple Choice Questions
1. Why is it important to record the serial number of a camera in the
installation report?
a) To know the price

b) To claim warranty if it fails later

c) To check the colour of the camera

d) To increase internet speed
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2. What is the best way to explain a technical problem to a client?
a) Use difficult engineering words to sound smart

b) Use simple language and clear examples
c) Tell them it is too complicated to understand
d) Do not explain anything, just fix it
3. Which of the following is usually NOT included in a standard non-
comprehensive AMC?
a) Cleaning of camera lenses
b) Checking of connectors
c) Free replacement of damaged cameras
d) Checking recording status
4. What is the main purpose of the "Handover Sign-off' document?
a) To prove that the installation is complete and the client is satisfied
b) To apply for a job
c) To order lunch

d) To format the hard disk
5. Which safety gear is essential when drilling holes in a wall?

a) Sunglasses
b) Safety goggles
c) Winter gloves

d) Raincoat
6. Installing a camera inside a trial room is a violation of:

a) Electrical safety standards

b) Privacy and legal compliance standards
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c) AMC rules

d) Network protocols

Short Answer Questions

1. List three important details that should be included in an installation
report.

2. Why is good communication important during the first site visit with
a client?

3. What is the difference between comprehensive and non-
comprehensive AMC?

4. Why should a technician train the user on basic functions before
leaving the site?

5. Mention two safety precautions a technician should take while
working with electricity.

Answer Key
Fill in the Blanks
Installation Report
Communication
Annual Maintenance
Handover
insulated
6. signage / signs
Multiple Choice
1. b) To claim warranty if it fails later
b) Use simple language and clear examples
c) Free replacement of damaged cameras
a) To prove that the installation is complete and the client is satisfied
b) Safety goggles
b) Privacy and legal compliance standards

bk owb=
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Session -3 Career Preparation and Opportunities

Career planning is an important part of your vocational journey. This chapter
will help you connect your CCTV skills with real job and business
opportunities. The security and surveillance sector is growing rapidly in India
and around the world, creating strong demand for trained CCTV technicians
in homes, shops, offices, banks, transport hubs, and public places. After
completing this course, you can choose from different roles such as installer,
maintenance technician, CCTV operator, network support staff, or even step
into sales and system design in the electronic security industry. To use these
opportunities well, you must know how to present your skills, prepare for
interviews, and behave professionally at the workplace. At the same time, this
field also allows you to become self-employed by taking small projects and
later starting your own CCTV service business. This chapter will guide you
through career pathways, essential skills, job preparation, and basic ideas for
entrepreneurship in the CCTV domain.

Career Pathways in CCTV Security System

Completing a vocational course in CCTV technology does not mean there is
only one job waiting for you. Many students often think that learning about
CCTV systems means you will only be drilling holes and hanging cameras on
walls for the rest of your life. While installation is the foundation of this
industry, it is certainly not the limit. The security and surveillance sector is
one of the fastest-growing industries in the world. Today, security is a priority
for everyone—from small grocery shops and schools to massive airports,
shopping malls, and government offices. This high demand has created a wide
variety of career paths that you can choose based on your interests, your
strengths, and how much you are willing to learn.

When you enter this field, you are stepping into a world that mixes electronics,
information technology (IT), networking, and physical security. Because these
technologies are mixing together, the job roles are evolving. Let us look at the
different directions your career can take after you finish this course.
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1. INSTALLATION TECHNICIAN 2. SYSTEM INTEGRATOR & CONSULTANT

VOCATIONAL
COURSE

3. NETWORK & CYBERSECURITY IN CTTV
SPECIALIST TECHNOLOGY

The Foundation: Installation and Service Technician

Most professionals in this field start their journey here. This is the entry-level
role where you apply the hands-on skills you have learned in the previous
chapters. As an Installation Technician, your main job is to go to a site, study
the location, run the cables, mount the cameras, and make sure the system
powers up correctly. This role is perfect for those who like active, physical
work and do not want to sit behind a desk all day. You get to travel to different
places, meet new people, and face new challenges daily.

However, within this role, there is room to grow. You might start as a Junior
Technician who assists with cabling and mounting. With experience, you
become a Senior Technician. A Senior Technician is trusted to handle complex
configurations, such as setting up IP addresses, configuring NVRs (Network
Video Recorders), and troubleshooting systems that are not working properly.
In this stage of your career, you learn how to solve problems under pressure,
which is a very valuable skill.

The Technical Specialist: Networking and System Integration

As you learned in Unit 2, modern CCTV is moving away from old analog cables
and moving towards IP (Internet Protocol) systems. This shift has created a
pathway for those who enjoy computers and networking. If you find that you
are good at configuring routers, understanding subnets, and managing data
storage, you can move into the role of a Security Network Specialist.

In this role, you are less concerned with drilling holes and more concerned
with how data moves. You ensure that the video feed from a camera travel
smoothly over the network to the server without slowing down the customer’s
internet. You might work for large companies that have hundreds of cameras
connected to a single network. This pathway is very similar to an IT job. It
requires you to keep updating your knowledge about cyber security because
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protecting the camera network from hackers is just as important as recording
the video.

Closely related to this is the role of a System Integrator. A System Integrator
does not just look at cameras; they look at the whole picture. They make
different security systems "talk" to each other. For example, in a large office
building, when a fire alarm goes off, the access control doors should open
automatically, and the CCTV camera should zoom in on the fire exit. A System
Integrator configures the software and hardware to make this automation
happen. This is a higher-level technical role that commands a good salary and
respect.

1. SECURITY NETWORK 2. SYSTEM INTEGRATOR:
SPECIALIST THE BIG PICTURE
P ([l Your CCTV |
Vocational

Course

Data Flow & Network Configuration ; j Fire Alarm Trigger -
High-Level Technical | o< Peers Unlack -2 Camera
Zooms to Exit
" @ Careers: IT
(2] IT & Automation

Cyberserurity: Protecting the Network Automating Security Systems

The Planner: Security System Designer and Estimator

Some people are better at planning and visualizing than they are at wiring. If
you are good at analyzing spaces and have a sharp eye for detail, you could
become a Security System Designer. Before a single screw is driven into a wall
at a large site, like a hospital or a stadium, a designer plans everything on
paper or on a computer using CAD (Computer-Aided Design) software.

In this role, you survey the site to identify "blind spots" (areas where the
camera cannot see). You decide which camera lens is needed for the parking
lot and which one is needed for the cash counter. You also calculate how
much wire is needed and how much storage space the recordings will take
up. This is a critical job because if the design is bad, the security will be weak,
no matter how expensive the cameras are. Along with designing, there is the
role of an Estimator. An estimator calculates the cost of labor and materials
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to give the customer a quotation. This role requires a mix of technical
knowledge and mathematics.
The Communicator: Technical Sales and Marketing

If you have strong technical knowledge but you also enjoy talking to people
and have a talent for persuasion, a career in Technical Sales might be the best
fit for you. Many companies that manufacture or distribute CCTV products
need sales professionals who actually understand the product.

A regular salesperson might not know the difference between a focal length of
2.8mm and 6mm, or why WDR (Wide Dynamic Range) is important for an
outdoor camera. But as a trained technician, you do. You can explain these
technical features to a customer in simple language. You can look at a
customer’s problem and recommend the exact product that solves it. This
builds trust. In the security business, trust is everything. A career in sales
can be very financially rewarding because it often includes commissions and
bonuses on top of a salary.

The Watchful Eye: CCTV Operator and Surveillance Monitor

Not all jobs in this industry require you to install or sell equipment. Once the
cameras are installed, someone needs to watch the footage. This is the role of
a CCTV Operator or Surveillance Monitor. This job is usually based in a control
room, which could be in a shopping mall, a large hotel, a traffic control center,
or a corporate office.

This is a desk-based job that requires high concentration and alertness. You
are the first line of defence. If you see suspicious activity on the screen, you
are the one who alerts the security guards or the police. While this job is less
technical than installation, it requires you to be very comfortable using the
video management software (VMS). You need to know how to quickly switch
views, playback recorded footage, and back up evidence during an incident.
For students who prefer a stable, indoor work environment, this is a solid
career option.

The Manager: Project Manager and Facility Manager

After spending several years in the field, gaining experience in installation and
team coordination, you can move into management. A CCTV Project
Manager is responsible for handling large installations. Imagine a project to
install 500 cameras in a new metro station. This cannot be done by one
person. The Project Manager supervises teams of technicians, coordinates
with the builders and electricians, ensures the material arrives on time, and
makes sure the project finishes before the deadline.

Alternatively, you could work as a Facility Manager for a large company. Every
big office or housing society has a facility team responsible for keeping the
lights, ACs, and security systems running. As a facility manager with a
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background in CCTV, you would be in charge of maintaining the security
infrastructure of that building, hiring vendors for repairs, and ensuring the
safety of the premises.

As you can see, the "CCTV Technician" course is just the beginning. You can
choose to be the hands that build the system, the mind that designs it, the
voice that sells it, or the eyes that monitor it. The industry allows for
movement between these paths. You might start as an installer, learn about
networking to become a specialist, and eventually move into sales or project
management. The key is to master the basics taught in this book, as they are
the foundation for every single one of these career pathways. The security
industry values experience and skill, so wherever you start, there is always a
ladder leading upwards.

CAREER PATHWAY: THE MANAGER (PROJECT & FACILITY)

CCTV PROJECT MANAGER <«

EXPERIENCED
CCTV
PROFESSIONAL

<@ X

MAINTAINING MANAGING
=~ SECURITY REPAIRS & VENDORS
INFRASTRUCTURE

LARGE-SCALE TEAM
INSTALLATIONS SUPERVISION
{e.g., Metro, Alrports)

VOR FOUNDATION: MASTERING BASICS ENRURRIG INTEGRATED
& GAINING EXPERIENCE LEADS TO SYSTEMS
COORDINATION ~ MANAGEMENT AN SCER T FOLES. PREMISES SAFETY (1jqnts AC. Securiy)

2. Essential Skills for Career Growth

In the previous section, we discussed the various paths your career can take
in the CCTV and security industry. However, simply knowing which path to
take is not enough; you also need the right tools to walk that path
successfully. When we talk about "tools" here, we do not mean screwdrivers,
crimping tools, or multimeters. We are talking about personal and
professional skills. In the modern job market, technical knowledge alone is
often not enough to guarantee long-term success. Employers today look for a
complete package—someone who is not only good with their hands but also
good with their head and their words. To grow from a beginner technician into
a leader or a successful business owner, you need to develop a mix of "Hard
Skills" (technical abilities) and "Soft Skills" (personal attributes). Let us
explore the essential skills that will act as the fuel for your career growth.
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Continuous Technical Learning

The technology world moves very fast. The CCTV camera you install today
might become outdated in three years. Ten years ago, technicians only needed
to know about coaxial cables and analog signals. Today, they need to know
about IP addresses, cloud storage, and Artificial Intelligence (Al) analytics.
Therefore, the most important skill for career growth is the ability and
willingness to learn. You cannot stop studying just because you have finished
school. A successful technician stays curious.

This means you should make a habit of reading product manuals, watching
tutorial videos on new equipment, and keeping up with industry news. For
example, if a new camera comes out that can recognize faces or read number
plates automatically, you should be the first to learn how to configure it. When
your boss or your client sees that you know about the latest technology, your
value increases immediately. Being "tech-savvy" in this field is not a one-time
achievement; it is a continuous process of updating your mental software.
Problem-Solving and Critical Thinking

Imagine you are at a client’s site. You have connected everything perfectly,
but the camera video is not showing up on the monitor. What do you do? Do
you panic? Do you pack up and leave? Or do you start thinking logically? This
ability to troubleshoot is what separates an average helper from a professional
technician. Problem-solving is like being a detective. You need to look at the
symptoms and find the root cause.

You must learn to break big problems into small parts. Is the power supply
working? Is the cable cut? Is the IP address wrong? You need patience and a
cool mind to test each possibility one by one. This skill is crucial because
clients pay you to solve their headaches, not to create new ones. As you grow
in your career, the problems will get harder—from fixing a loose wire to fixing
a corrupted database—but the logic remains the same. If you can prove that
you can handle difficult situations without needing constant supervision, you
will be the first person considered for promotions.

Communication and Customer Service

You might be the best technical expert in the city, but if you are rude to
customers or cannot explain things clearly, your career will struggle. In the
vocational world, you are almost always working for people. You interact with
shop owners, school principals, office managers, and homeowners. They do
not understand technical terms like "latency," "bandwidth,” or "BNC
connector." They just want to know if their property is safe.

Your job is to translate your technical knowledge into simple language that
they can understand. If a customer asks why the night video looks blurry, you
shouldn't just say, "The IR is weak." Instead, you should explain, "The infrared
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light on this camera isn't strong enough to reach the back gate, so we might
need a separate light or a better camera." This is clear communication.
Additionally, basic manners matter. Being punctual, listening carefully to the
client's needs, and cleaning up your mess after drilling holes are all parts of
customer service. A happy customer will recommend you to ten other people,
which is the fastest way to grow your reputation and your career.

GOOD COMMUNICATION = HAPPY CUSTOMERS & CAREER GROWTH

1112 4%
m\l 2
9 3
8 4
7 55
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IRWEAK NEEDS MORE ' ﬂ W |

The infrared light isn't strong F
enough for the back gate.
We need a separate light.

Attention to Detail

In the security business, small mistakes can have big consequences. A loose
connection might seem minor today, but it could cause the camera to fail
exactly when a theft happens next week. If that happens, the client will blame
you. This is why attention to detail is a non-negotiable skill.

This skill implies being thorough in your work. It means checking the focus
of the camera twice. It means labeling your cables neatly so that the next
person knows which wire goes where. It means double-checking the recording
settings to ensure the system is actually saving the footage. People who pay
attention to detail produce high-quality work. They are reliable. When a
manager assigns a task to a detail-oriented technician, they sleep peacefully
knowing the job will be done perfectly. Cultivating this habit early in your
career will earn you a reputation for excellence.

Digital Literacy and Networking Basics

As we discussed in the previous section, CCTV is now an IT field. You cannot
escape computers. Therefore, basic digital literacy is essential. You must be
comfortable using a laptop to configure devices. You should know how to use
a web browser to access camera settings, how to use Excel or Word to make
simple reports or bills, and how to use email to send quotations to clients.
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More importantly, you need a strong grasp of computer networking. You do
not need to be a computer engineer, but you must understand the basics:
What is an IP address? What is a subnet mask? How do I set up a router so
the client can see the camera on their mobile phone? Understanding how data
flows over a network is now just as important as knowing how to use a drill
machine. If you ignore this skill, you will be stuck installing old technology
while the rest of the world moves forward.

Time Management and Adaptability

Finally, you need to manage your time and your attitude. In this job, you will
often juggle multiple sites or tasks in a single day. You might have an
installation in the morning and a repair job in the evening. Being able to
estimate how long a job will take and arriving on time is a sign of
professionalism.

Furthermore, you must be adaptable. Things rarely go exactly according to
plan. It might rain when you need to work outdoors, or a wall might be too
hard to drill, or the equipment might be faulty. You cannot get frustrated
every time something goes wrong. You need to be flexible and find a way to
work around obstacles. Adaptability also means being ready to work odd
hours. Sometimes, a bank or an office will only allow you to work at night or
on weekends when they are closed. Being flexible with your schedule can open
up more opportunities for you.career growth is not just about time; it is about
effort. It is a combination of keeping your hands skilled, your mind sharp,
your attitude positive, and your speech polite. By developing these essential
skills, you ensure that you are not just an employee, but a valuable asset to
any organization you join.

3. Preparing for Employment

Now that you know the different career paths available and the skills you need
to succeed, the next logical step is to understand how to actually get that job.
Transitioning from a student to an employee is a big leap. It is not just about
what you know; it is about how you present yourself to the world. Many
students have excellent technical skills—they can wire a camera in their sleep
or configure a complex network in minutes—but they struggle to find work
because they do not know how to approach employers. Preparing for
employment is a process that involves building your professional identity,
creating documents that showcase your abilities, and learning how to handle
interviews. Let us look at the practical steps you need to take to land your
first job in the security and surveillance industry.

Creating a Strong Resume (CV)

Your resume, often called a CV (Curriculum Vitae), is your first introduction
to a potential employer. Before they see your face or hear your voice, they will
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read this piece of paper. Therefore, it needs to be clear, honest, and
professional. You do not need a ten-page document; for a fresher, one or two
pages are enough.

Start with your contact details at the top—your name, phone number, and a
professional-looking email address. Avoid using informal email IDs like
"coolboy123@gmail.com"; instead, use something simple like your name
(e.g., "rahul.sharmawemail.com"). Next, write a short objective statement.
This should be one or two sentences explaining that you are a trained CCTV

technician looking for an opportunity to apply your skills.

The most important part of your resume is the "Skills and Education" section.
Since you are a vocational student, you have a huge advantage: you have
practical skills. Don't just write "I know CCTV." Be specific. List the things
you can do, such as "Installation of Dome and Bullet cameras," "Coaxial and
Cat6 cabling," "IP Camera Configuration,” "DVR/NVR Setup," and "Crimping
RJ45 connectors." Mention this course and your school clearly. If you have
done any internships or practical projects during your studies—like installing
cameras in your school lab or helping a local technician—write that down
under "Experience" or "Projects." Employers love to see that you have touched
real equipment. Finally, keep the formatting neat. Use bullet points and check
for spelling mistakes. A messy resume suggests that you might be a messy
worker.

PROFESSIONAL EMAIL,
NOT "COOLBQY123"

CV / RESUME
| O 08 CONTACT DETAILS

Rahul Sharma
Phone: +91 XXXXXXXX

Email: rahul.sharma@email.com

= > \D "
. /rL | OBJECTIVE

o - R Trained CCTV technician seeking practical
) ; opportunity.

f
[l
L
W
L

SKILLS & EDUCATION

¥ « CCTV Installation (Dome/Bullet)
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+ |P Camera Config
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« RJ4S5 Crimping

« Vocational CCTV Course,
[School Name]
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-
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In technical fields like ours, seeing is believing. A resume tells people what
you can do, but a portfolio shows them. As a CCTV technician, you might
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wonder, "How can I have a portfolio?" It is actually quite simple. Whenever
you do a practical exercise in class or complete a project, take photos.

Take a picture of a neatly crimped cable. Take a photo of a camera you
mounted perfectly on a wall. Take a screenshot of a DVR configuration screen
you set up. Organize these photos into a digital folder or a small physical file.
When you go for an interview, you can show these to the employer. You can
say, "Sir, look, this is how I manage cable dressing so it looks neat," or "This
is the project where I set up a 4-camera system." This serves as visual proof
of your competence. It shows that you take pride in your work. Very few
freshers do this, so if you walk in with a portfolio, you will immediately stand
out from the crowd.

Searching for Jobs

Once your documents are ready, you need to find where the jobs are. There
are several ways to look for employment in this sector.

e Local System Integrators: Every city has small to medium-sized
businesses that sell and install security systems. These are often the
best places to start your career because they offer hands-on training.
You can visit their shops or offices personally with your resume.

¢ Online Job Portals: Websites like LinkedIn, Naukri, or Indeed often list
vacancies for "CCTV Technicians," "Field Engineers," or "IT Support."
Create a profile on these sites and upload your resume.

e Apprenticeships: Look for apprenticeship programs. Under the National
Apprenticeship Promotion Scheme (NAPS) in India, many companies
take fresh students for training. You get a stipend while you learn, and
often, the company hires you permanently after the training period is
over.

e Networking: This simply means talking to people. Tell your teachers,
your friends, and your relatives that you are looking for a job in this
field. Someone might know a business owner who needs a security
technician. Your vocational trainers are also a great resource; they often
have connections in the industry.

Preparing for the Interview

If your resume works, you will get a call for an interview. This is the final
hurdle. The interview is not an interrogation; it is a conversation to see if you
are a good fit for the company. There are two parts to this: the technical part
and the behavioral part.

For the technical part, brush up on your basics. The interviewer might ask
standard questions like, "What is the difference between a DVR and an NVR?"
or "Which cable do we use for an analog camera?" or "How do you check if a
power supply is working?" Answer these questions confidently. If you do not
know an answer, it is better to say, "l am not sure about that right now, but

PSS CENTRAL INSTITUTE OF VOCATIONAL EDUCATION, NCERT BHOPAL




CCTV INSTALLATION TECHNICIAN GRADE XII

I can find out," rather than guessing or lying. Honesty is valued more than
perfection.

For the behavioral part, they are checking your attitude. Dress neatly in
formal or smart-casual clothes. Arrive 10 or 15 minutes early. When you
speak, be polite and maintain eye contact. Employers want to hire people who
are reliable and hardworking. They might ask, "Are you willing to work
overtime if a project is delayed?" or "Can you travel to different sites?" Be
prepared for these questions. Show enthusiasm. A smile and a positive
attitude can often make up for a lack of experience.

TECHNICAL INTERVIEW:
KNOW YOUR BASICS

BEHAVIORAL INTERVIEW:

SHOW YOUR ATTITUDE
—

I'm reliable and |
eager to learn.
Yes, | can work
flexible hours.

A DVR processes data at
the recorder, while an NVR
processes it at the camera.

Understanding Workplace Etiquette

Finally, preparing for employment means understanding how to behave once
you get the job. The environment in a workplace is different from a school. In
school, if you are late, you might get a scolding. In a job, if you are late, the
company loses money, and you might lose your job.

Professionalism is key. This means respecting your seniors and your
colleagues. It means following safety rules strictly without anyone having to
remind you. It means taking care of the company’s tools and equipment as if
they were your own. It also involves keeping client information confidential. If
you are installing cameras in someone’s home or private office, you must
never gossip about what you saw or share their passwords with others.
Transitioning to employment requires patience. You might face rejections
initially. You might go to three interviews and not get selected. Do not get
discouraged. Use every interview as a learning experience. Ask yourself what
you could have done better, improve your skills, and try again. The security
industry is huge and hungry for skilled workers. If you are prepared,
professional, and persistent, there is a job waiting for you.
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4. Entrepreneurship and Future Opportunity

We have talked about getting a job, but what if you want to create jobs? What
if you want to be your own boss? This is where entrepreneurship comes in.
The field of electronic security is one of the best sectors for starting a small
business. Unlike manufacturing cars or building skyscrapers, starting a
CCTV business does not require crores of rupees. With a small investment in
tools, a good amount of technical knowledge, and a lot of hard work, you can
start your own venture. In India, many successful security companies were
started by technicians who learned the trade, worked for a few years, and then
decided to start on their own.

Starting Your Own Business: The First Steps

Becoming an entrepreneur sounds exciting, but it requires careful planning.
You cannot just wake up one day and say, "l am a businessman." You need
to start small. Most technicians begin as freelancers. This means you do not
have a big office or a team of employees yet. You might work from your home.
You take small contracts—installing two cameras for a neighbor, fixing a
broken DVR for a local shop, or rewiring a small office.

This stage is very important because it teaches you how to manage money.
When you are an employee, you get a salary at the end of the month no matter
what. When you are an entrepreneur, you only eat if you work. You learn how
to buy materials at wholesale rates, how to calculate your travel costs, and
how much profit to charge so that the customer is happy and you still make
money. This is the "business" side of the job that no textbook can fully teach
you; you have to experience it. As you do good work, your reputation grows.
People start recommending you to others. Eventually, you will have too much
work for one person, and that is when you hire a helper.

Identifying Market Opportunities

To be a successful entrepreneur, you need to see opportunities that others
miss. The market is not just about installing cameras in shops anymore. That
is the old way. The future is about "Smart Security." Look around you. Who
needs security?

o Residential Sector: Housing societies are booming. People want video
door phones, smart locks, and cameras they can view on their mobile
phones while they are on holiday. This is a huge market.

e Educational Institutions: Schools and colleges are required by law in
many places to have CCTV cameras in buses and classrooms for
student safety.

e Agriculture: Farmers are now using cameras to monitor crops and
livestock in remote fields using solar-powered wireless cameras.
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e Traffic and City Surveillance: Government projects for "Smart Cities"
require massive manpower for installation and maintenance.
A smart entrepreneur specializes. Maybe you can become the expert in "Solar
CCTV for Farms" or "Cameras for Office Security." By focusing on a niche, you
become the go-to person for that specific problem.
The Shift from Product to Service

One of the biggest future opportunities lies in changing how we think about
selling. In the past, a CCTV business was about selling a box. You sold a
camera, you installed it, you got paid, and you left. But hardware is becoming
cheaper every day. The profit margin on selling a camera is going down. The
real money in the future is in services.

This is where the Annual Maintenance Contract (AMC) becomes your best
friend. We discussed this in earlier chapters. If you install systems for 50
clients, and 30 of them sign an AMC with you, you have a steady income every
month just for visiting and checking their systems. This makes your business
stable.

Another future opportunity is "Video Surveillance as a Service" (VSaaS).
Instead of the customer buying hard disks and DVRs, everything is recorded
on the cloud (the internet). The customer pays a monthly subscription fee for
this storage. As a technician-entrepreneur, you can set this up and earn a
commission on the subscription. You are no longer just a mechanic; you are
a service provider.

THE SHIFT FROM PRODUCT TO SERVICE: FUTURE OPPORTUNITIES

PAST: SELLING PRODUCTS (THE BOX)

FUTURE: SELLING SERVICES (THE RELATIONSHIP)

Steady Income, Regular Visits.
Focus: System Health.

2. VIDEO SURVEILLANCE AS A SERVICE (VSaaS)
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Future Trends: Al and IoT

If you want your business to survive for the next 20 years, you must look at
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the future technologies coming our way. The biggest change is Artificial
Intelligence (Al). Old cameras were stupid; they just recorded everything. New
cameras are smart. They can count how many people walked into a shop
(People Counting). They can recognize if a person is wearing a mask or not.
They can sound an alarm if someone crosses a line they shouldn't.

Imagine going to a shop owner and saying, "Sir, I won't just install a camera
for security. I will install a system that tells you which hours of the day are
busiest so you can manage your staff better." Now you are offering a business
solution, not just a security product. This is much more valuable.
Then there is the Internet of Things (IoT). Everything is getting connected. The
alarm system, the fire extinguisher, the lights, and the AC might all be
connected to the same network as the CCTV. An entrepreneur who
understands how to integrate (connect) all these devices into one easy-to-use
app for the customer will be very successful. You could offer "Smart Home
Packages" that include CCTV, automatic lights, and video doorbells all in one.

FUTURE TRENDS IN CCTV: Al & loT
FUTURE TREND 2: INTERNET OF THINGS (loT) - CONNECTED SYSTEMS

PEOPLE COUNTING

/ sm!r‘n:
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Dj SMART BULB
T

&

Al

FIRE EXTINGUISHER

2 Integrate devices into one easy-to-use app.
N Offer 'Smart Home Packages'.

Ethics and Responsibility in Entrepreneurship

Finally, being a business owner comes with great responsibility. You are the
guardian of your client's privacy. You will have access to their homes, their
passwords, and their private video footage. If you misuse this data, or if you
are careless with it, you can destroy your reputation instantly.

Ethical entrepreneurship means being honest. If a customer needs a simple
2MP camera, do not force them to buy an expensive 4K camera just to make
more profit. If a system cannot be fixed, tell them the truth instead of charging
them for a temporary repair that will break in two days. Trust is the currency
of the security business. A client will hand over the keys to their house to a
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technician they trust. Building that character is just as important as building
your bank balance.

The road to entrepreneurship is not easy. It involves long hours, financial risk,
and a lot of stress. But it is also incredibly rewarding. There is a great sense
of pride in looking at a finished project and knowing, "I built this company."
The security sector is recession-proof; unfortunately, crime and safety
concerns are not going away anytime soon. Therefore, the demand for your
skills will always be there. Whether you choose to be a high-flying employee
or a grounded business owner, the opportunities are vast. The CCTV course
you are studying now is simply the key. It is up to you to decide which door
you want to open with it.

What You Learned

1. There are many career paths for a CCTV technician, such as installer,
network specialist, system designer, sales person, or CCTV operator.

2. Technical skills alone are not enough; you also need soft skills like
good communication, problem-solving, and attention to detail.

3. Continuous learning is essential because CCTV technology changes
quickly from analog to IP and Al-based systems.

4. Preparing for employment involves creating a neat resume, building
a portfolio of your work, and practicing for interviews.

5. Professionalism at the workplace means being punctual, respecting
safety rules, and keeping client information confidential.

6. Entrepreneurship offers a chance to start your own small business,
but it requires responsibility, honesty, and good customer service.

7. The future of the security sector is bright with growing demand for
advanced systems like smart homes and integrated security
solutions.

Points to Remember
1. Start your career by mastering the basic installation skills, as they
are the foundation for all other roles.
2. Always keep wupdating your knowledge about new cameras,
networking, and security software to stay valuable.
3. Treat every customer with respect and explain technical solutions in
simple language they can understand.
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4. Create a portfolio with photos of your best installation work to show
potential employers during interviews.

5. Be honest and reliable in your work, whether you are an employee or
running your own business.

6. Start small if you become an entrepreneur, focusing on quality work
and building trust with local clients first.

Practical Exercises
Practical Exercise 1: Exploring Career Pathways in CCTV Security
Systems
Objective:
To help students research and identify different job roles available in the
CCTV industry and map their own interests to a suitable career path.
Tools and Materials Required:
e A computer with internet access (or printed job descriptions provided
by the teacher).
e "Career Pathway Worksheet" (containing columns: Job Title, Key
Responsibilities, Skills Required, and My Interest Level).
e A chart paper and sketch pens for the group presentation.
Procedure:
1. Job Role Research (20 minutes):
e Students form small groups of 3-4.
e Each group is assigned two specific job roles to research from
the following list:
e CCTV Installation Technician
e CCTV Operator / Surveillance Monitor
e Security System Sales Executive
e Network/IP Security Specialist
e Entrepreneur/Business Owner
o Using the internet or textbook, find out:
e What does this person do daily?
e What technical and soft skills are needed?
e Is this a field job or a desk job?
2. Mapping Interest (10 minutes):
e Individually, each student fills out the "Career Pathway
Worksheet."
e Rate your interest in each role from 1 to S (1 = Not Interested,
S = Very Interested).
o Self-Reflection Question: "Do I prefer working with my hands
(Installation), working with computers (Network Specialist), or
talking to people (Sales)?"
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3. Group Presentation (15 minutes):
e Each group creates a small poster for their assigned job roles
titled "A Day in the Life of a..."
o Present the poster to the class, explaining why someone might
choose this career.
Assessment:
e Depth of research into the job roles.
e Clarity of the group presentation.
e Honest self-reflection in the worksheet.

Practical Exercise 2: Mock Interview and Resume Building for CCTV
Technician Jobs
Objective:
To practice creating a professional resume and to build confidence in
answering common interview questions for an entry-level technician role.
Tools and Materials Required:

o Blank paper or a computer for typing a resume.

e Alist of "Common Interview Questions" (provided below).

e Two chairs set up for an interview role-play.
Procedure:

1. Resume Building Workshop (30 minutes):

e Header: Write your name, phone number, and professional
email ID.

e Objective: Write one simple sentence. Example: "A trained Class
12 vocational student seeking an entry-level position as a CCTV
Technician to apply installation and troubleshooting skills."

o Skills Section: List 5-6 technical skills you learned in this
course (e.g., Crimping RJ45, DVR Configuration, IP Camera
Setup, Cable Management).

o Project/Experience: Describe one practical exercise you
enjoyed. Example: "Installed a 4-camera setup in the school lab,
configured remote view on mobile, and tested night vision."

e Education: List your Class 12 details and Vocational subject
name.

2. Mock Interview Role-Play (30 minutes):

e Students pair up. One acts as the Interviewer (Employer) and
the other as the Candidate.

e The Interviewer asks 3 standard questions:

1. "Tell me about yourself." (Candidate should focus on
skills, not hobbies).

2. "What tools are you comfortable using?" (Candidate lists
drill, crimping tool, multimeter).
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3. "If a camera shows 'No Signal', what will you check first?"
(Candidate explains troubleshooting steps: check power,
check cable, check connector).
e Swap roles after 10 minutes so both students get to practice.
3. Peer Feedback:
o After the interview, the "Employer" gives feedback: "You spoke
confidently," or "You forgot to mention the power supply check."
Assessment:
e Quality and neatness of the draft resume.
e Confidence and technical accuracy during the mock interview
answers.
o Professional body language (sitting straight, eye contact).

Fill in the Blanks
1. A is a document that summarizes your education, skills,
and experience for a potential employer.

2. A CCTV is a person responsible for constantly watching
live video feeds in a control room to detect suspicious activities.

3. skills, such as communication and teamwork, are just as
important as technical skills for career growth.

4. The ability to find the root cause of a technical problem and fix it is
known as skill.

5. An is a person who starts their own business, taking on
financial risks in the hope of profit.

6. literacy, which includes using computers and basic
networking, is essential for modern IP-based CCTV roles.

Multiple Choice Questions
1. Which job role primarily involves planning the layout of cameras
before installation begins?

a) CCTV Operator

b) Security System Designer
c) Sales Executive

d) Installation Helper
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2. What is the main purpose of a "Portfolio" for a technician?
a) To keep lunch

b) To show visual proof of past work and projects

c) To write complaints

d) To store extra cables

3. Which of the following is considered a "Soft Skill"?
a) Crimping a cable

b) Configuring an IP address

c¢) Driling a hole

d) Effective communication

4. Why is "continuous learning" important in the CCTV industry?
a) Because technology changes very fast (e.g., Analog to IP)

b) To pass time

c) Because old cameras never break

d) To look busy in front of the boss

5. Which document is usually required first when applying for a job?
a) School ID card

b) Resume / CV

c) Electricity bill

d) Medical report

6. A "System Integrator" is a professional who:

a) Only cleans cameras

b) Makes different security systems (CCTV, Fire, Access) work together
c) Manufactures cables

d) Only sells batteries

7. If you want to start your own CCTV business, which of the following
is most important initially?

a) Buying a big luxury office

b) Hiring 50 employees

c) Building trust and a good reputation with small clients

d) Buying the most expensive car

8. Which question is most likely to be asked in a technical interview
for a fresh CCTV technician?

a) "What is your favorite movie?"

b) "How do you troubleshoot a 'No Video' error?"

c) "Can you sing a song?"

d) "What did you eat for breakfast?"
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9. What does "Networking" mean in the context of job searching?

a) Connecting two computers

b) Talking to people and building professional contacts to find job
opportunities

c) Using social media for fun

d) Watching TV

10. Which sector is a major employer for CCTV professionals today?
a) Agriculture only

b) Banking, Retail, and Transport sectors

c) Fashion design

d) Sports coaching

Short Answer Questions

1. List three different career paths available to a student after
completing a CCTV technician course.

2. Why is it important to include a specific "Skills" section in your
resume?

3. Explain the difference between an "Installation Technician" and a
"CCTV Operator."

4. How can a technician prepare for an interview to make a good first
impression?

5. Mention two benefits of starting a small CCTV business
(entrepreneurship) instead of doing a job.

Answer Key

Fill in the Blanks

Resume / CV

Operator

Soft

troubleshooting / problem-solving
Entrepreneur

Digital

ok b

Multiple Choice
1. b) Security System Designer
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. b) To show visual proof of past work and projects
. d) Effective communication
. a) Because technology changes very fast
. b) Resume / CV
. b) Makes different security systems work together
. ¢) Building trust and a good reputation with small clients
. b) "How do you troubleshoot a 'No Video' error?"
. b) Talking to people and building professional contacts
10. b) Banking, Retail, and Transport sectors
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Answer key

UNIT 1: FUNDAMENTALS OF CCTV TECHNOLOGY

Session 1 — Introduction to CCTV Components

Fill in the Blanks — Answers

Closed
Capture
Recording
Display
Analog
Coaxial

IP

Dome
Bullet

10. PTZ
11. Lux
12. Pixels
13. Frames
14. 264
15. 265

WoOoNoRAW =

MCQ Answers
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Session 2 — Networking Basics

Fill in the Blanks — Answers

1. Communication
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Nodes

IP

LAN

WAN
DHCP
Static

Port

PoE

0. 15.4

e e B il o o

MCQ Answers
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UNIT 2: DVR/NVR Setup and Remote Access

Session 1 — DVR/NVR Configuration

Fill in the Blanks — Answers

DVR

NVR

Analog

Digital

Hard drive
Continuous

Motion

Scheduled

Event

0. Compression

SO NoOG RN =

MCQ Answers
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Session 2 — Remote Monitoring and Cloud Access

Fill in the Blanks — Answers

Internet

Public IP

Port forwarding
DDNS

Cloud
Bandwidth
Username
Password
Firewall

0. Encryption

e B el ol

MCQ Answers
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Session 3 — Security and Privacy

Fill in the Blanks — Answers

1.
2.
3.
4.
5.
6.
7.
8.
9.
1

MCQ Answers

1. c
2. a
3. b
4. d
5. b
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Authentication
Encryption
Privacy

Access control
Firewall

Strong passwords
Cybersecurity
Backup

0. Audit
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UNIT 3: ADVANCED CCTV TECHNIQUES
AND FEATURES

Session 1 — System Scaling

Fill in the Blanks — Answers

Scalability
Bandwidth
Storage

Switch

Router

PoE

Network
Expansion
Upgrade

0. Capacity

SO NoGRLN =

MCQ Answers
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Session 2 — Advanced Features

Fill in the Blanks — Answers
1.
2.
3.
4.
5.
6.
7.
8.
9,
1
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Motion detection
Facial recognition
License plate
Analytics

Alerts

Al

Perimeter
Tracking

Zoom

0. Automation
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MCQ Answers
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UNIT 4: TROUBLESHOOTING,
MAINTENANCE & CUSTOMER SERVICE

Session 1 — Troubleshooting and Maintenance

Fill in the Blanks — Answers

Diagnosis
Connectivity
Cable

Power supply
Reboot
Firmware
Cleaning
Inspection
Replacement
0. Testing

SO NoO RN =

MCQ Answers
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Session 2 — Documentation and Customer Interaction

Fill in the Blanks — Answers

1. Documentation
2. Report
3. Installation
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Feedback
Warranty
Invoice
Communication
Professionalism
Record

0. Signature

HOXNo Ok

MCQ Answers
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Session 3 — Career Preparation and Opportunities

Fill in the Blanks — Answers

1. Certification

2. NSQF

3. Skills

4. Internship

5. Experience

6. Entrepreneurship
7. Resume

8. Interview

9. Networking

10. Ethics

MCQ Answers
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GLOSSARY

1. CCTV (Closed-Circuit Television) — A private surveillance system where video
signals are transmitted within a restricted network and accessed only by authorized
users.

2. DVR (Digital Video Recorder) — A device that converts analog video signals into
digital format and stores them on a hard drive.

3. NVR (Network Video Recorder) — A recording device used with IP cameras to store
digital video transmitted over a network.

4. IP Address — A unique numerical label assigned to a device on a network for
identification and communication.

5. LAN (Local Area Network) — A high-speed network that connects devices within a
limited area such as a building or campus.

6. WAN (Wide Area Network) — A network that connects multiple LANSs across large
geographical areas such as cities or countries.

7. PoE (Power over Ethernet) — A technology that allows both electrical power and
data to be transmitted over a single Ethernet cable.

8. Resolution — The level of image detail captured by a camera, measured in pixels (e.g.,
1080p, 4MP, 4K).

9. Frame Rate (FPS) — The number of video frames recorded per second; higher FPS
provides smoother motion.

10. Lux Rating — A measurement of a camera’s sensitivity to light; lower lux values
indicate better low-light performance.

11. Video Compression — A method of reducing video file size while maintaining
acceptable image quality (e.g., H.264, H.265).

12. H.264 — A widely used video compression standard for CCTV systems.

13. H.265 (HEVC) — An advanced compression standard that provides better efficiency
and smaller file sizes than H.264.

14. Static IP Address — A manually assigned IP address that remains fixed for stable
network communication.

15. DHCP (Dynamic Host Configuration Protocol) — A protocol that automatically
assigns IP addresses to devices on a network.

16. Port Forwarding — A router configuration that directs external internet traffic to a
specific internal device, enabling remote CCTV access.

17. Bandwidth — The maximum rate of data transfer across a network connection.

18. Motion Detection — A feature that triggers recording when movement is detected in
the camera’s field of view.

19. Firewall — A network security system that monitors and controls incoming and
outgoing traffic based on security rules.

20. Troubleshooting — The systematic process of identifying and resolving technical
faults in CCTV systems.
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Analog Camera — Camera sending video through coaxial cable.

IP Camera — Network-based digital surveillance camera.

PTZ Camera — Camera that can pan, tilt, and zoom.

Bullet Camera — Cylindrical camera used mainly outdoors.

Dome Camera — Ceiling-mounted camera with dome cover.

Box Camera — Rectangular camera with interchangeable lenses.

Hard Drive (HDD) — Storage device inside DVR/NVR.

Bitrate — Data processed per second in video recording.

Router — Device that connects different networks.

10. Switch — Device connecting multiple devices within a LAN.

11. Gateway — Device linking different network systems.

12. MAC Address — Unique hardware identifier of a network device.

13. RTSP — Protocol used for real-time video streaming.

14. Cloud Storage — Internet-based video storage solution.

15. NAT — Converts private IP to public IP for internet access.

16. WDR (Wide Dynamic Range) — Improves image quality in mixed lighting.

17. BLC (Backlight Compensation) — Adjusts image exposure against bright
backgrounds.

18. UPS — Backup power supply for CCTV systems.

19. Firmware — Embedded software controlling device operation.

20. NSQF — National Skill Qualification Framework (India).

CoNoRrWNE
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